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Preface

1.1 Declaration

This document updates at irregular intervals because of product upgrade or other

reason.

This document is for your reference only.

1.2 Suggestion feedback

If you have any questions when using our product and reading this document,
please contact us:

Email;

1.3 Audience

This document is for the following audiences:

i Systemmaintenance engineers
i Debuggingand testing engineers
it Network monitoring engineers

i Field maintenance engineers
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1.4 Conventions

Table 1-1 Commandsyntax convention table

Syntax Description

Italic type with capital letters Useitalic type with capital letters for
the parameters of the commands.
Parameters are the parts which need
to replace with the actual value.

(x| vyl &) Select one among the choices.

(x|l vyl él]) Select one or none among the choices.

[ x| y]| é] Select one or more among the choices.
The choices can be selected repeatedly.

[ x| y]| €] 1 Select one or more or none among the
choices. The choices can be selected
repeatedly.

{x]y]| é} Select one or more among the choices.
The choices can be selected only once.

{x]y] é]} Select one or more or none among the
choices. The choices can be selected
only once.

<X-y> Select a number between x andy.
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Basic Commands

2.1 System Configuration Commands

2.1.1hostname

Command Purpose

To specify or modify the host name for the network server, usethe 6 host name6

command in Global Configuration.

To restore the configuration to the default, usethe 6 nlo o s t n aommand.

Command Syntax

hosthame NAME

no hostname

Parameter Parameter Description Parameter Value
NAME New host name for the Host name is a string with
network server 1-63 characters

Command Mode

Global Configuration

Default

The default host name is Switch.

Usage

The host name is usedin prompts and default configuration filenames.

66



AirLive L3D-10XGF26100GFCLIUser Guide

The name must also follow the rules for ARPANEhost names. They have as interior
characters only letters, digits, hyphens, and underline. Names must be 64 characters

or fewer.

Examples

The following example changesthe hostnameto 0 sandb o x 6 :

Switch# configure terminal
Switch(config)# hostname sandbox
sandbox(config)#

Related Commands

None

2.1.2management ip address

Command Purpose

Usethis commandto set the management IP address on the Switch.

To remove the management IP address, use the no form of this command.

Command Syntax

management ip address( A.B.C.D/M | A.B.C.Dmask) ( gateway A.B.C.D| )
no management ip address
management ipv6 address ( X:X: X:X/M | X:X::X:X mask) ( gateway X:X:: X:X| )

no management ipv6address

Parameter Parameter Description Parameter Value
A.B.C.D/M The management IPv4 IPv4addresswith mask
addresswith masklength | length 1-32
configured
A.B.C.Dmask The management IPv4 IPv4 address and mask

address and mask

configured
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XXX XIM The management IPv6 IPv4addresswith mask
addresswith masklength | length 1-128
configured

X: XXX mask The management IPv6 IPv6 address and mask
address and mask
configured

gateway A.B.C.D Add IPv4 gateway IPv4 address

gateway X:X:X:X Add IPv6 gateway IPv6 address

Command Mode

Global Configuration

Default

None
Usage

None
Examples

The following example sets the management ipv4 address:

Switch# configure  terminal
management ip address 192.168.100.100/24

Switch(config)#

The following example unsets the management ipv4 address:

Switch# configure  terminal
no management ip address

Switch(config)#

The following example setsthe management ipv6 address:

Switch# configure  terminal
management ipv6é address 2001:1000::1000/96

Switch(config)#

The following example unsetsthe management ipv6 address:

Switch# configure  terminal
no management ipv6 address

Switch(config)#
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Related Commands

None

2.1.3management route

Command Purpose

Usethis commandto set the gateway on the Switch for management ip.

Command Syntax

management route (add| del ) gateway A.B.C.D

management ipv6 route (add | del ) gateway X:X::X:X

Parameter Parameter Description Parameter Value

add Add the route -

del Del the route -

ipv6 Configure IPv6 gateway -

gateway Add gateway -

AB.CD The IPv4 addressof the IPv4 address
gateway

XX X:X The IPv6addressof the IPv6 address
gateway

Command Mode

Global Configuration

Default

None
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Usage

None

Examples

The following example sets the gateway of 192.168.100.254 for the switch:

Switch# configure  terminal
Switch(config)# management route add gateway 192.168.100.254

The following example sets the gateway of 200110001for the switch:

Switch# configure  terminal
Switch(config)# management ipv6é route add gateway 2001:1000:1

Related Commands

None

2.1.4show management arp

Command Purpose

Use This command to show the ARPof the management port.

Command Syntax

show management arp

Command Mode

Privileged EXEC

Default

None

Usage

None
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Examples

The following example showsthe ARPof the management port:

Switch# show management arp

Address Hardware Addr Interface
10.10.39.241 24:6e:96:62:3f.c4 mgmt- if
10.10.39.254 00:1e:08:09:67:6d mgmt- if

Related Commands

None

2.1.5show management ip address

Command Purpose

UseThis command to show the IP addressof the management port.

Command Syntax
show management ip address

show management ipv6 address

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following example showsthe IP addressof the management port:
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Switch# show management ip address

Management IP address is: 192.168.100.100/24
Gateway: 192.168.100.254

Switch# show management ipv6 address

Management IPv6 address is:  2001:1000::1000/96
Gateway: 2001:1000::1

Related Commands

None

2.1.6show management interface

Command Purpose

Use this command to display the configurations and statistics on management

interface.

Command Syntax

show management interface

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following example shows how to display the configurations and statistics on

management interface:
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Switch# show management interface

Management Interface current  state: DOWN

Description:

Link encap: Ethernet HWaddr: 94:EB:AB:88:2A:B4

Inet addr: 192.168.100.102 Mask: 255.255.255.0

Becast:  192.168.100.255 MTU: 1500

Speed: 10 Duplex: Half

Auto - negotiation: Enable

Received: 2 Packets, 128 Bytes (128.0 b)
Transmitted: 1 Packets, 78 Bytes (78.0 b)

Related Commands

clear counters mgmt-if

2.1.7clear counters mgmt -if

Command Purpose

Usethis command to clear statistics counters on management interface.

Command Syntax

clear counters mgmt-if

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following example shows how to clear statistics counters on management

interface:
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Switch# clear counters mgmt if

Related Commands

None

2.1.8enable password

Command Purpose

Use this command to set the password which is needed when user enter Privileged
EXEQmode.

Command Syntax

enable password ( privilege LEVEL ) (8] ) LINE

no enable password

Parameter Parameter Description Parameter Value
Privilege LEVEL User privilege level Level value <1-4>
8 Specifies a hidden -

passwordwill follow

LINE The passwordstring -

Command Mode

Global Configuration

Default

None

Usage

If this command is set, user need to provide the password when enter Privileged
EXEC mode.
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Examples

The following example showshow to set the password:

Switch# configure terminal

Switch(config)# enable password 123
Switch(config)# exit

Switch# disable

Switch> enable

Password:
Switch#

Related Commands

None

2.1.9terminal length

Command Purpose

To set the number of lines on the current terminal screen for the current session,
use the terminal length command in EXEC mode. To restore the configurationto the

default, use the no form of this command.

Command Syntax

terminal length LENGTH

terminal no length

Parameter Parameter Description Parameter Value
LENGTH Number of lines on the The value is a number
screen from 0 to 512. A value of

zero disables pausing

between screensof output

Command Mode

Privileged EXEC
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Default

Automatically detected by terminal screen length by default

Usage

The system uses the length value to determine when to pause during multiple - screen
output. Avalue of zero prevents the switch from pausing between screensof output.

Some types of terminal sessions do not require you to specify the screen length
because the screen length specified can be learned by some remote hosts. For
example, the rlogin protocol uses the screen length to set up terminal parameters

on a remote UNIX host.

Examples

In the following example, the system is configured to prevent output from pausing

if it exceeds the length of the screen:

Switch# terminal length 0

Related Commands

service terminal -length

2.1.10service terminal -length

Command Purpose

To set the number of lines on the current terminal screen for all  sessions, use the
service terminal -length command in Global Configuration. To restore the

configuration to the default, use the no form of this command.

Command Syntax

service terminal -length LENGTH

no service terminal -length
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Parameter

Parameter Description

Parameter Value

LENGTH

Number of lines on the

screen

The value is a number
from 0 to 512. A value of
zero disables pausing

between screensof output

Command Mode

Global Configuration

The systemuses the length value to determine when to pause during multiple - screen

output. Avalue of zero prevents the switch from pausing between screensof output.

Some types of terminal sessions do not require you to specify the screen length

because the screen length specified can be learned by some remote hosts. For

example, the rlogin protocol uses the screen length to set up terminal parameters

Default

None
Usage

on a remote UNIX host.
Examples

In the following example, the system is configured to prevent output

it exceeds the length of the screen:

Switch# configure

Switch(config)# service

Related Commands

terminal length

terminal -length O

from pausing if
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2.1.11banner motd

Command Purpose

To set a single or multiline message banner that appears on the screen when someone

logs in to the switch, use the banner motd command in Global Configuration. To

restore the configuration to the default, use the no form of this  command.

Command Syntax

banner motd line

no banner motd

Parameter

Parameter Description

Parameter Value

LINE

messagestring

specify avisible character
as delimiting character,
enter the message
between 2 delimiting
characters. At most
support 99 lines with 1023

character in each line

Command Mode

Global Configuration

Default

None

Usage

None
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Examples

The following example showshow to set a single messagebanner:

Switch# configure terminal
Switch(config)# banner motd #

Enter TEXT message. End with the character ‘#'.
this is a example message#

Related Commands

banner exec

banner login

2.1.12banner exec

Command Purpose

To set an exec banner to be displayed on all connected terminals and this banner
appears when terminal in Privileged EXEC mode, use the banner motd command in

Global Configuration. To restore the configuration to the default, use the no form of

this command.

Command Syntax

banner exec line

no banner exec

Parameter Parameter Description

Parameter Value

LINE messagestring

specify a visible character
as delimiting character,
enter the message
between 2 delimiting
characters. At most
support 99 lines with 1023

character in each line
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Command Mode

Global Configuration

Default

None
Usage

None
Examples

The following example showshow to set a single messagebanner:

Switch# configure terminal
Switch(config)# banner exec #

Enter TEXT message. End with the character #.
this is a example message#

Related Commands
banner motd

banner login

2.1.13banner login

Command Purpose

To set a login banner to be displayed on all connected terminals, and this banner
appears after the MOTD banner and before the login prompt, use the banner motd
command in Global Configuration. To restore the configuration to the default, use

the no form o f this command.

Command Syntax

banner login line

no banner login
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Parameter Parameter Description Parameter Value

LINE messagestring specify avisible character
as delimiting character,
enter the message
between 2 delimiting
characters. At most
support 99 lines with 1023
character in each line

Command Mode

Global Configuration

Default

None
Usage

None
Examples

The following example showshow to set a single messagebanner:

Switch# configure terminal
Switch(config)# banner login #

Enter TEXT message. End with the character ‘#'.
this is a example message#

Related Commands

banner exec

banner motd

81



2.1.14show version

Command Purpose

To display the version information of the hardware and firmware, use the show

version command in EXEC mode.

Command Syntax

show version (slot ID| )

Parameter Parameter Description Parameter Value

ID slot id 1-29

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following example shows how to display version information of the hardware

and firmware:

Switch# show version

Switch# show version

NetworkOS Software,  Switch, Version 5.3.8.5

Copyright  (C) 2018 Switch Vendor Inc. All rights  reserved.
The current running image is flash:/boot/ulmage.p1010.48t4x.r_20181115

Switch uptime is 0 days, 19 hours, 8 minutes
Hardware Type is 52TX

Hardware Version is 1.1

SDRAMsize 2048M
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Flash size 2048M

EPLD Version is 2.1

BootRom Version is 6.1.2

System serial number is E101ZB14202C
Current Web Version is 5.3.8.3

Related Commands

None

2.1.15line vty

Command Purpose

To set the max login VTY, use this command in Global Configuration. To restore the

configuration to the default, use the no form of this command.

Command Syntax

line vty maximum MAX_VTY

no line vty maximum

line vty VTY
Parameter Parameter Description Parameter Value
MAX_VTY Maxlogin VTY The default value is
8.range <0-8>
VTY Number of VTY Range<0-7>

Command Mode

Global Configuration

Default

Usage

None
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Examples

The following example showshow to set the max VTYto 5:

Switch# configure terminal
Switch(config)# line vty maximum 5

The following example showshow to enter Line Configuration mode:

Switch# configure  terminal
Switch(config)# line vty 2

Related Commands

None

2.1.16exectimeout

Command Purpose

To set how much time the login user do not do any operation then the user should

be forced to quit, use the no form of this command.

Command Syntax

exec-timeout MINUTESSECONDS

no exec-timeout

Parameter Parameter Description Parameter Value
MINUTES Timeout in minute Range<0-35791>
SECONDS Timeout in second Range<0-2147483>

Command Mode

Line Configuration

Default

600 seconds
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Usage

Whenthe user login again then config will be effected

Examples

The following example shows how to set max time the login user do not do any
operation then the user should be forced to quit:

Switch# configure  terminal
Switch(config)# line vty O

Swicth(config -line)#  exec-timeout 3 200

Related Commands

None

2.1.17accessclass

Command Purpose

To apply IPv4 ACL on line vty. To restore to default, use the no form of this

command.

Command Syntax

accessclassACL-NAMEn

no accessclass in

Parameter Parameter Description Parameter Value
ACL-NAME The name of the IPv4acl | Astring with upto 40
characters

Command Mode

Line Configuration
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Default

NoACL

Usage
If an ACL be applied to line VTY, none of the entries in the ACL will be matched
except for IP address and port number.

Examples

The following example showshow to apply IPv4ACLon vty:

Switch(config -line)# access -class acl4 in

Related Commands

ip accesslist

2.1.18ipv6 accessclass

Command Purpose

To apply IPv6 ACL on line vty. To restore to default, use the no form of this

command.

Command Syntax

ipv6 accessclassACL-NAMEin

no ipv6 accessclass in

Parameter Parameter Description Parameter Value
ACLNAME The name of the IPv6acl | Astring with up to 40
characters

Command Mode

Line Configuration
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Default

NoACL

Usage
If an ACL be applied to line VTY, none of the entries in the ACL will be matched
except for IP address and port number.

Examples

The following example showshow to apply IPv6 ACLon vty:

Switch(config -line)y# ipv6 access -class aclvé in

Related Commands

ipv6 accesslist

2.1.19reboot

Command Purpose

To reload the operating system, usethe reload command in Privileged EXEGnode.

Command Syntax

reboot (slotID] )

Parameter Parameter Description Parameter Value

ID Astring that specifies the | <1-15>
value of slotid,only

support on stacking

Command Mode

Privileged EXEC
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Default

slot is not specified by default.

Usage

The reboot command halts the system. Use the reboot command after configuration
information is entered into a file and saved to the startup  configuration.

Examples

The following example is sample dialog from the reboot command:

Switch# reboot

Related Commands

reload

2.1.20schedule reboot at

Command Purpose

To schedule a reload of the software to take place at the specified time, use the
schedule reboot at command in Global Configuration. To cancel the scheduled reboot

task, use the no form of this command.

Command Syntax

schedule reboot at HH:MM( MM/DD | MM/DD/YYYY| YYYY/MM/DD)

no schedule reboot

Parameter Parameter Description Parameter Value
HH:MM The hour and minutes The time range is 00:00 0
23:59
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Default
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MM/DD Specify the date for date rangeis [1/1, 12/31]
current year (MM/DD

format)

MM/DD/YYYY Specify the date year range is [2000, 2037]
(MM/DD/YYYY format,
year range is [2000, 2037])

YYYY/MM/DD Specify the date year range is [2000, 2037]
(YYYY/MM/DDformat ™

Command Mode

Default

Usage

Examples

Global Configuration

No scheduled reboot task is defined.

If you specify the month and day, the reload is scheduled to take place at the
specified time and date. If you do not specify the month and day, the reload takes

place at the specified time on the current day.

The following example is sample dialog from the schedule reboot at command:

Switch# configure  terminal
Switch(config)# schedule reboot at 12:12 2008/12/25

Related Commands

schedule reboot delay
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2.1.21schedule reboot delay

Command Purpose

To schedule a reload of the software to take place after the specified time, use the
schedule reboot delay command in Global Configuration. To cancel the scheduled

reboot task, use the no form of this command.

Command Syntax

schedule reboot delay { HH:MM| MINUTES

no schedule reboot

Parameter Parameter Description Parameter Value

HH:MM The hour and minutes The time range is 00:00 &
23:59

MINUTES The minutes The range is 1-720

Command Mode

Global Configuration

Default

No scheduled reboot task is defined.
Usage

None
Examples

The following example is sample dialog from the schedule reboot delay command:

Switch# configure  terminal
Switch(config)# schedule reboot delay 300
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Related Commands

schedule reboot at

2.1.22boot system

Command Purpose

To specify the system image that the switch loads at startup, usethe following boot

system commands in Privileged EXEC mode.

Command Syntax

boot system ( tftp: mgmt-if SERVERIPflash:/ ) FILE_NAME slot ID| slot all | )

Parameter Parameter Description Parameter Value
flash:/ Systemimage file for next | -
booting
tftp Systemimage file for next | -
booting
mgmit-if Managementport -
SERVERIP The tftp server ip -
FILE_NAME The file name that will be | The full path and file
used to load at startup name up to 255
characters
ID Astring that specifies the | <1-15>
value of slotid,only
support on stacking
all Systemimage file for next | -
booting on all slot

Command Mode

Privileged EXEC
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Default

None

Usage

Management IP address in startup-config file will be used as source address when
system boot via TFTP.

Examples

The following example is sample dialog from the boot system command:

Switch# boot system  flash:/boot/Internal -1.0.0.25.bin

Related Commands

show boot

2.1.23show boot

Command Purpose

To display the current image and the image the next startup will load, use the show

boot command in Privileged EXEC mode.

Command Syntax

show boot

Command Mode

Privileged EXEC

Default

None
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Usage

Examples

None

The following is sample output from the show boot command:

Switch# show boot

The current boot image version is: E330-3.0.0.23.it

The current running image is: tftp://10.10.29.160/humberOS -e330- ma
v3.0.0.23.it.r.bin
The next running image is: f{ftp://10.10.29.160/humberOS - €330 - ma v3.0.0.23.it.r.bin

Related Commands

show boot images

2.1.24show boot images

Command Purpose

To display all booting images available in the flash system, use the show boot

images command in Privileged EXEC mode.

Command Syntax

show boot images

Command Mode

Default

Usage

Privileged EXEC

None

None
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Examples

The following is sample output from the show boot images command:

Switch# show boot images

System image files list:
Current boot image version: 1.0.0.25
Create Time Version File name

* 2011-07-25 10:58:29 v3.0.0.22it Internal -.00.22.bin
Related Commands

show boot

2.1.25show memory

Command Purpose

To display memory utilization information about the active processes, use the show

memory command in Privileged EXEC mode.

Command Syntax

show memory (all | bgp| bhm| chsm | dhclient | dotlx | imi | ipv6 | lacp | Idp |

lib | mstp | nsm | oamd | onmd | ospf | pim | ptp | rip | rsvp | shal | summary )

Parameter Parameter Description Parameter Value
all All memory information -
bgp Border Gateway Protocol | -
(BGP)
bhm Health monitoring -
chsm Chassismanagement -
dhclient DHCPclient module -
dhcpd DHCP -
dhcprelay DHCPrelay -
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dhcprelay6

DHCPrelay6(IPv6)

dot1x IEEEB02.1X Port-Based
Access Control

imi Integrated Management
Interface (IMI)

ipv6 Internet Protocol version 6
(IPv6)

lacp Link Aggregation Control
Protocol (LACP)

Idp Label Distribution Protocol
(LDP)

lib Library information

mstp SpanningTree Protocols
(STP/RSTP/MSTP)

nsm Network Service Module
(NSM)

oamd Bidirectional Forwarding
Detection (BFD)

onmd LLDPand EFM_OAM

ospf Open Shortest Path First
(OSPF)

pim Protocol Independent
Multicast (PIM)

ptp Precision Time Protocol
(PTP)

rip Routing Information
Protocol (RIP)

rsvp ResourceReservation

Protocol (RSVP)
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shal

Hal server monitoring

summary Summarymemory -
information
monitor monitor -

Command Mode

Default

Usage

Examples

Privileged EXEC

None

None

The following is sample output from the show memory command with keyword bgp:

Switch# show memory bgp

Library = memories for BGP

Memory type Alloc cells Alloc  bytes
Temporary memory 6596 322216
Hash 10 320
Hash index 10 40960
Hash bucket 55 880
Link list 13 400
Link list  node 115 1840
Show 1 512
Show page 1 8192
Show server 1 64
Prefix  IPv4 6 48
Route table 6 48
Route node 309 19776
Vector 3383 324768
Vector index 3383 48824
SNMPsubtree 8 6144
Host config 1 16
Message of The Day 1 128
IMI Client 2 1056
VTY master 1 16
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VTY if 52 39936
VTY connected 3 192
Message handler 2 128
Host 1 96
Log information 2 128
Context 1 512
Memories for BGP

Memory type Alloc  bytes
BGP structure 1 768
BGP VR structure 1 384
BGP global  structure 1 64
BGP peer 1 2048
Ext community 1 16
BGP as list master 1 32
Community list 1 32
BGP Damp Reuse List Array 1 2048
BGP table 31 248
BGP VRF list 1 64

Related Commands

2.1.26show cpu traffic -limit

show processesmemory sorted

Command Purpose

Usethis command to showthe CPUtraffic -limit configurations.

Command Syntax

show cpu traffic -limit

Command Mode

Default

Usage

Privileged EXEC

None

None
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Examples

The following is sample output from the show cpu traffic -limit :

Switch# show cpu traffic - limit

reason rate  (pps) class
bpdu 64 3
cfm 512 2
slow - protocol 128 1
eapol 128 0
erps 128 2
smart - link 128 2
udid 128 3
arp 640 1
dhcp 128 0
rip 64 1
Idp 512 1
ospf 256 1
pim 128 1
vITp 512 1
rsvp 512 1
ipda 1024 0
icmp - redirect 128 0
mcast - rpf - fail 128 1
macsa- mismatch 128 0
port - security - discard 128 0
vlan - security - discard 128 0
mtu - dontfrag 64 0
mtu - frag 64 0
ptp 512 2
ip - option 512 0
ucast - ttl - fail 64 0
mpls - ttl - fail 64 0
igmp 128 2
sflow - ingress 128 0
sflow - egress 128 0
fwd - to - cpu 64 0
mpls - tp - pwoam 128 2
Total rate: 2048 (pps)

Related Commands

None
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2.1.27show processescpu sorted

Command Purpose

To display CPU utilization information about the active processes sorted by
percentage in a device, use the show processes cpu sorted command in Privileged
EXEC mode.

Command Syntax

show processcpu sorted

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is sample output from the show processcpu sorted :

Switch# show processes cpu sorted

PID TIME %CPUTTY COMMAND
924 00:20:03 20 2 hsrvd
956 00:07:17 0.7 2 nsm
1007 00:02:44 02 ? imi
959 00:01:24 01 2 snmpd
1317 00:00:01 0.1 pts/O imish
5 00:00:45 00 ? events/O
983 00:00:23 00 ? mstpd
985 00:00:15 00 ? onmd
966 00:00:15 00 ? lacpd
963 00:00:12 00 ? bhm
929 00:00:12 00 ? chsm
964 00:00:11 00 ? oamd
919 00:00:10 0.0 ? ntpd
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1003 00:00:08

942
957
973
1005
977
1021
1027
1032
1

779

00:00:08
00:00:08
00:00:07
00:00:07
00:00:07
00:00:07
00:00:07
00:00:07
00:00:05
00:00:04

1106 00:00:01

3
916
65
965
917
63
1096
6

105
2

4

9

10
66
73
88
106
157
164
171
712
741
789
912
1098
1414
1415
1416

00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00

Related Commands

None

0.0 ?

0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0

0.0 ?

0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0

NN ) ) ) ) ) ) ) N

A I B N B S R e B B S I SIS

pts/O
pts/O

pimd
sshd
dhcrelay
authd
Idpd
rmond
ripd
ospfd
bgpd
init
jffs2_gcd_mtd1
imish
ksoftirqd/0
syslog - ng
bdi - default
ptpd
crond
sync_supers
telnetd
khelper
khungtaskd
kthreadd
watchdog/0
netns
async/mgr
kblockd/O
kseriod
rpciod/0
kswapd0
aio/0
nfsiod
crypto/0
mtdblockd
kpsmoused
PETH/Tx
angel
telnetd
imish
more
ps
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2.1.28show processescpu history

Command Purpose

To display CPU utilization information for a period of time, use the show processes
cpu history command in Privileged EXEC mode, the period of 1s, 1min, 5min could

be shown.

Command Syntax

show processcpu history

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is sample output from the show processescpu history command:

Switch# show processes cpu history

CPUusage for five seconds: 4.17%; one minute: 3.70%; five minutes: 3.68%

Related Commands

None
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2.1.29show processesmemory sorted

Command Purpose

To display memory utilization information about the active processes sorted by
percentage in a device, use the show processes memory sorted command in
Privileged EXEC mode. Here, CPU usage for each process means the CPU timeslice

used by this process from the process was started to this command has been

operated.

Command Syntax

show processesmemory sorted ( core | physical | virtual )

Parameter

Parameter Description

Parameter Value

core

Sizein physical pagesof
the core image of the

process

physical

Non-swapped physical
memory that atask has

used

virtual

Virtual memory usageof

entire process

Command Mode

Privileged EXEC

Default

None

Usage

None




Examples

The following is sample output from the show processes memory sorted command
without keywords:

Switch# show processes memory sorted

Total:  256108; Used: 89644; Free: 166464; Buffers: 0

PID TTY RSS VSZ SZ COMMAND
1317 pts/O 9516 13104 3276 imish
1106 ? 9428 13104 3276 imish
1463 pts/O 7436 13104 3276 imish

956 ? 6836 14644 3661 nsm
1007 2 5948 9624 2406 imi

924 ? 5912 17652 4413 hsrvd

959 ? 3336 8076 2019 snmpd
1032 72 2724 8204 2051bgpd
1027 2 2488 7140 1785 ospfd

1003 ? 2472 7152 1788 pimd

957 ? 2340 6572 1643 dhcrelay
983 ? 2336 6592 1648 mstpd
1021 2 2324 6600 1650 ripd
1005 2 2320 6732 1683 Idpd
942 ? 2284 6772 1693 sshd
985 ? 2208 6592 1648 onmd
929 ? 2132 7168 1792 chsm
966 ? 2028 6140 1535 lacpd
973 ? 2028 6284 1571 authd
965 ? 2024 6408 1602 ptpd
964 ? 1952 6364 1591 oamd
977 ? 1948 6200 1550 rmond
963 ? 1708 5980 1495 bhm
919 ? 1120 3792 948 ntpd
916 ? 1060 2300 575 syslog -ng
1465 pts/O 764 2516 629 ps
917 ? 668 3040 760 crond
17? 656 2928 732 init
1464 pts/O 472 1668 417 more
1096 7 416 2928 732 telnetd
1098 2 272 2928 732 telnetd
912 ? 172 1496 374 angel
27? 0 0 0 kthreadd
37? 0 0 0 ksoftirgd/0
4 ? 0 0 0 watchdog/0
57? 0 0 0 events/O
6 ? 0 0 0 khelper
9? 0 0 0 netns
10 ? 0 0 0 async/mgr
63 ? 0 0 0 sync_supers
65 ? 0 0 0 bdi - default
66 ? 0 0 0 kblockd/O
73 ? 0 0 0 kseriod
88 ? 0 0 0 rpciod/0
105 2 0 0 0 khungtaskd

104



106 ? 0 0 0 kswapdO

157 ? 0 0 0 aio/0

164 ? 0 0 0 nfsiod

171 ? 0 0 0 crypto/0

712 ? 0 0 0 mtdblockd
741 ? 0 0 0 kpsmoused
779 ? 0 0 0 jffs2_gcd_mtdl
789 ? 0 0 0 PETH/Tx

Related Commands

None

2.1.30terminal monitor

Command Purpose

To copy debug output to the current terminal line, use the terminal monitor
command in Privileged EXEC mode.

Command Syntax
terminal monitor
terminal no monitor
Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is sample output from the terminal monitor command:
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Switch# terminal monitor

Jan 1 16:09:30 DUT1IMISH-6: ready to service
Related Commands

None

2.1.31configure terminal

Command Purpose

To enter Global Configuration, use configure terminal command in Privileged EXEC

mode.

Command Syntax

configure terminal

Command Mode

Privileged EXEC

Default

None

Usage

Use this command to enter Global Configuration. Note that commands in this mode
are written to the running configuration file as soon as you enter them (using the

Enter key/Carriage Return).

After you enter the configure command, the system prompt changes from # to
(config)#, indicating that the switch is in Global Configuration. To leave Global

Configuration and return to Privileged EXEC mode, type end or press Ctrl -Z.

Examples

In the following example, the user enters Global Configuration:
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Switch(config)#

Enter configuration commands one per line. End with CNTL/Z.
Switch(config)#

Related Commands

enable

disable

2.1.32disable

Command Purpose

To exit Privileged EXEC mode and return to user EXEC mode, enter the disable

command in EXEC mode.

Command Syntax

disable

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

In the following example, the user enters Privileged EXEC mode using the enable
command, then exits back to user EXEC mode using the disable command. Note that

the prompt for user EXEC mode is >, and the prompt for Privileged EXEC mode is #:
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Switch> enable

Password: <password>
Switch# disable
Switch>

Related Commands

enable

2.1.33enable

Command Purpose

To enter Privileged EXEC mod, use the enable command in user EXEC or Privileged
EXEC mode.

Command Syntax

enable

Command Mode

User EXEC

Privileged EXEC

Default

None
Usage

None
Examples

In the following example, the user enters Privileged EXEC mode using the enable
command. The system prompts the user for a password before allowing access to the
Privileged EXEQmode. The passwordis not printed to the screen. The user then exits

back to user EXEGnode using the disable command. Note that the prompt for
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user EXEC mode is the greater than symbol (>), and the prompt for Privileged EXEC

mode is the number sign (#).:

Switch# configure  terminal
Switch> enable

Password: <password>
Switch# disable
Switch>

Related Commands

disable

2.1.34end

Command Purpose

To end the current configuration session and return to Privileged EXEC mode, use
the end command in Global Configuration.

Command Syntax

end

Command Mode

Global Configuration

Default

None

Usage

This command will bring you back to Privileged EXECmode regardless of what

configuration mode or configuration sub -mode you are in.
This global configuration command can be used in any configuration mode.

Use this command when you are done configuring the system and you want to

return to EXEC mode to perform verification steps.
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Examples

In the following example, the end command is used to exit from interface
configuration mode and return to Privileged EXEQmode. A show command is used in

Privileged EXEC mode to verify the configuration:

Switch# configure terminal

Switch(config)# interface eth -0-1
Switch(config - if)j# end

Switch# show interface eth -0-1

Related Commands
exit

2.1.35exit (global)

Command Purpose

To exit any configuration mode to the lower mode in the CLI mode hierarchy, use

the exit command in any configuration mode.
Command Syntax

exit
Command Mode

All Configuration Mode

Default

None

Usage

The exit command is used in the CLIto exit from the current command mode to the

lower mode in the CLI mode hierarchy.
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For example, use the exit command in Global Configuration to return to  Privileged
EXEC mode. Use the exit command in interface, line, or router configuration mode

to return to Global Configuration.

Examples

The following example displays an exit from the interface configuration mode to

return to the Global Configuration:

Switch# configure  terminal
Switch(config - if)# exit
Switch(config)#

Related Commands

end

exit (EXEC)

2.1.36exit (EXEC)

Command Purpose

To close an active terminal session by loggingoff the switch, use the exit command
in EXEC mode.

Command Syntax

exit

Command Mode

Privileged EXEC

Default

None
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Usage

Examples

Use the exit command in EXEC mode to exit the active session (log off the device).
This command can be used in any EXEQOmode (such as User EXEGnode or Privileged
EXEC mode) to exit from the EXEC process.

In the following example, the exit (global) command is used to move from Global
Configuration to Privileged EXEC mode, the disable command is used to move from
Privileged EXEC mode to user EXEC mode, and the exit (EXEC3ommand is used to

log off (exit the active session):

Switch# configure  terminal
Switch(config)# exit

Switch# disable

Switch>  exit

Related Commands

2.1.37quit

quit

Command Purpose

To close an active terminal sessionby logging off the switch, usethe quit command
in EXEC mode.

Command Syntax

quit

Command Mode

Default

All Configuration Mode

None
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Usage

Use the quit command in EXEC mode to exit the active session (log off the device).

This command can be used in any EXEQmode (such as User EXEGnode or Privileged

EXEC mode) to exit from the EXEC process.

Examples

In the following example, the quit command is used to move from Global
Configuration to Privileged EXEC mode, the disable command is used to move from
Privileged EXEC mode to user EXEC mode, and the quit command is used to log off
(exit the active session) :

Switch# configure
Switch(config)# quit

Switch# disable
Switch>  quit

Related Commands

exit

2.1.38cd

Command Purpose

Changethe current directory to dir, usethe cd commandin EXEOmode.

Command Syntax

cd (dir | )

Parameter

Parameter Description

Parameter Value
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dir (Optional) The directory -
or file systemsfollowed by
a colon. If flash: argument
is specified, change the
current directory to

flash: . If udisk: argument
is specified, change the

current directory to

udi sk: . 1 f vy
USB device, failed to cd
udisk

Command Mode

Default

Usage

Examples

Privileged EXEC

The initial default file system is flash:. If you do not specify a directory on a file

system, the default is the root directory on that file system.

For all EXECcommands that have an optional file system argument, the system
uses the file system specified by the cd command when you omit the optional file
system argument. For example, the dir EXEC command, which displays a list of files
on a file system, contain an optional file system argument. When you omit this

argument, the system lists the files on the file system specified by the cd command.

In the following example, the cd command is used to set the default file system to

the Flash memory.:

Switch# configure  terminal
DUT1# cd

DUT1# pwd

flash:/
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In the following example, the cd command is used to set the default file system to
the USB device:

Switch# configure  terminal
storage device

DUT1# cd udisk:

DUT1# pwd

udisk:/

In the following example, the cd command is used to setthe file system without

plug in the USB mass storage device:

Switch# cd udisk:

% Failed to cd udisk: No such file  or directory
In the following example, the cd commandis used to set the file system with plug
in the USB mass storage device

Related Commands
dir
Is

pwd

2.1.39copy

Command Purpose

To copy file system, use the copy command in Privileged EXEGmode.

Command Syntax

copy source-name destination -name

Parameter Parameter Description Parameter Value

source-name The location URL of the -
source file to be copied.
The source can be either

local or remote
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destination -name The destination URLof the | -
copied file. The
destination can be either

local or remote

Command Mode

Default

Usage

Examples

Privileged EXEC

None

The exact format of the source and destination URLs varies according to the file or
directory location. You may enter a particular file or a filename that follows the

standard file system syntax (filesystem:[/filepath][/filename]).

The following example shows how to get image from TFTP server through in band

management interface.:
Switch#  copy tftp://192.168.0.1/image flash:/boot/image

Download from URL  to temporary file.
Get file  from tftp://192.168.0.1/image

Received 15591515 bytes in 16.6 seconds
Copy the temporary file to its destination.

15591515 bytes in 69.8 seconds, 218 kbytes/second

The following example shows how to get image from TFTP server through out band

management interface:

Switch# copy mgmtif tftp://192.168.0.1/image flash:/boot/image

Related Commands

delete
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2.1.40delete

Command Purpose

To delete afile onthe flash, usethe delete command in Privileged EXEOnode.

Command Syntax

delete file -name

Parameter

Parameter Description

Parameter Value

file -name

The file name that is

supposedto be deleted

Command Mode

Privileged EXEC

Default

None

Usage

If you attempt to delete the configuration file

or image, the system prompts you to

confirm the deletion. Also, if you attempt to delete the system specified file such as

DHCP snooping bindings, the system prompts you to confirm the deletion.

Examples

The following example deletes the file named test from the flash:

Switch# delete

Are you sure to delete

Related Commands

copy

flash:/test? [confirm]:y
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2.1.41dir

Command Purpose

To display a list of files on afile system, usethe dir command in EXEQmode.

Command Syntax

dir ( flash: | udisk: | ) ( directory -name | ) ( file -name | )

Parameter Parameter Description Parameter Value
flash The flash system -
udisk The USB mass storage -

devi ce. I f vy

USBmassstorage device,
failed to dir udisk

directory -name The directory in flash or -
udisk
file -name The file name -

Command Mode

Privileged EXEC

Default

None
Usage

Usethe dir (Flashfile system) command to display flash or udisk information.
Examples

The following is sample output from the dir command.:
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Switch#  dir

Directory  of flash:/
total 42

drwxr -xr-x 2 0 Jul 30 15:42 boot
drwxr -xr-x 3 0 Jan 1 1970 conf
drwxr -xr-x 2 0Jan 1 1970 log
-rw-r--—- - 1 1020 Jul 29 19:18 startup - config.conf

-rw-r--r-- 1 10270 Jul 30 10:10 syslog
-rw-r--r-- 1 6886 Jul 29 23:59 syslog.1.9z
63.0M bytes total (30.4M bytes free)

Switch # cd udisk:

Switch # dir

Directory of udisk:/

total 12

drwxrwxrwx 2 4096 Jun 2 2011ltest
drwxrwxrwx 2 4096 Jun 8 201ltestl
drwxrwxrwx 2 4096 Jun 7 201ltest2
3.7G bytes total (3.7G bytes free)

The following is sample output from udisk if plug in the USBmassstorage device.:

Switch# cd udisk:
Switch# dir

Directory of udisk:/

total 12

drwxrwxrwx 2 4096 Jun 2 2011 test
drwxrwxrwx 2 4096 Jun 8 2011 testl
drwxrwxrwx 2 4096 Jun 7 2011 test2
3.7G bytes total (3.7G bytes free)

Related Commands

Is

2.1.42Is

Command Purpose

To display a list of files on a file system, usethe Is command in EXEQnode.

Command Syntax

Is (flash: | udisk: | ) ( directory -name | ) ( file -name| )

Parameter Parameter Description Parameter Value
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flash

The flash system

udisk

The USB mass storage
device. |If
USBmassstorage device,
failed to dir udisk

y

directory -name

The directory in flash or
udisk

file -name

The file name

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is sample output from the Is command:

Switch# Is

Directory  of flash:/

total 42

drwxr -xr -x 2
drwxr -xr-x 3
drwxr -xr -x 2

0 Jul 30 15:42 boot
0 Jan 1 1970 conf
0 Jan 1 1970 log

-rw-r-—- - 1 1020 Jul 29 19:18 startup - config.conf
-rw-r--r-- 1 10270 Jul 30 10:10 syslog

-rw-r--r-- 1 6886 Jul 29 23:59 syslog.1.9z

63.0M bytes total (30.4M bytes free)

Related Commands

dir
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2.1.43more
Command Purpose

To display the contents of a file, usethe more commandin EXEOmnode.

Command Syntax

more ( flash: | udisk: ) ( directory -name | ) file -name

Parameter Parameter Description Parameter Value
flash The flash system -
udisk The USB mass storage -

devi ce. I f vy

USBmassstorage device,
failed to dir udisk

directory -name The directory in flash or -
udisk
file -name The file name -

Command Mode

Privileged EXEC

Default

None
Usage

The system can only display a file in ASClformat.
Examples

The following partial sample output displays the configuration file named startup

config in flash:
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Switch# more flash:/startup - config.conf
Related Commands

dir

Is

2.1.44mkdir

Command Purpose

To create a new directory in a Flash file system or udisk device, use the mkdir

command in EXEC mode.

Command Syntax

mkdir directory -name

Parameter Parameter Description Parameter Value
directory -name The directory in flash or -
udisk

Command Mode

Privileged EXEC

Default

None
Usage

This command is valid only for local file systems.
Examples

The following example creates a directory named newdir in Flash.:

Switch# mkdir flash:/newdir
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The following example creates a directory named newdir in USB mass storage

device if plug in it:

Switch# mkdir udisk:/newdir

Related Commands

rmdir
dir

2.1.45rename

Command Purpose

To rename a file in a Class C Flash file system or udisk device, use the rename

command in EXEC mode.

Command Syntax

rename old-filename new-filename

Parameter Parameter Description Parameter Value
old-filename The original file namein -

flash
new-filename The new file name in flash| -

Command Mode

Privileged EXEC

Default

None

Usage

This command is valid only for local file systems
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Examples

In the following example, the file named startup-config.conf-bak is renamed
startup -config.conf -bak2:

Switch# configure  terminal
Switchl# rename udisk:/wus udisk:/wu

Are you sure to rename udisk:/wus? [confirm]

Related Commands

None

2.1.46rmdir

Command Purpose

To remove an existing directory in a Flashfile system or udisk device, use the rmdir
command in Privileged EXEC mode.

Command Syntax

rmdir directory -name

Parameter Parameter Description Parameter Value

directory -name The directory in flash -

Command Mode

Privileged EXEC

Default

None

Usage

This command is valid only for local file systems
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Examples

The following example deletes a directory named newdir:

Switch# rmdir flash:/newdir

Are you sure to delete newdir? [yes/no]: y

Related Commands

mkdir
dir

2.1.47tar create

Command Purpose

To create an new tar file in a Flash file system or udisk device, use the tar create

command in Privileged EXEC mode.

Command Syntax

tar create tar-file -name source-directory

Parameter Parameter Description Parameter Value
tar -file -name The file name of the new | -

tar file
source-directory The source directory in -

flash

Command Mode

Privileged EXEC

Default

None
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Usage

The source-directory must be a directory

Examples

The following example creates atar file named tarl.:

Switch# tar create udisk:/tarl udisk:/wu

Related Commands

tar table

tar xtract

2.1.48tar table

Command Purpose

To display files in the tar file, usethe tar table command in Privileged EXEGnode.

Command Syntax

tar table tar-file -name

Parameter Parameter Description Parameter Value
tar-file -name The file name of the new | -
tar file

Command Mode

Privileged EXEC

Default

None
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Usage

The tar -file -name must be a in the flash

Examples
The following example showsfiles in a tar file named tarl:

Switch# tar table udisk:/tarl

Related Commands

tar create

2.1.49tar xtract

Command Purpose

To untar files in the tar file, usethe tar xtract command in Privileged EXEGQnode.

Command Syntax

tar xtract tar-file destination -directory

Parameter Parameter Description Parameter Value
tar -file The file name of the tar -

file
destination -directory The destination directory | -

Command Mode

Privileged EXEC

Default

None
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Usage

The destination -directory must exist in the flash. You can use mkdir to create a

new directory

Examples

The following shows an example to extract a tar file named tarlinto a directory

name dirl:

Switch# tar xtract flash:/tarl flash:/mydir

Related Commands

tar create

tar table

2.1.50show diagnostic -information

Command Purpose

Display diagnstic-information including syslog files, core dump files, tcam

entries ,running -config, startup -config, version, clock, memory and logging buffer.

Command Syntax

show diagnostic-information (bgp| ospf| )

Parameter Parameter Description Parameter Value
bgp BGPprotocol diagnostic -

information
ospf OSPRrotocol diagnostic | -

information

Command Mode

Privileged EXEC
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Default

None

Usage

None

Examples

The following example show diagnostic-information:

Switch# show diagnostic - information

Related Commands

None

2.1.51tar diagnostic -information

Command Purpose

To put diagnostic-information to a Flashfile system ,udisk device, ftp server or tftp
server, usethe tar diagnostic-information command in Privileged EXEQmode. Syslog
files, core dump files, tcam entries ,running -config, startup -config, version, clock,

memory and logging buffer are included in this tarfile.

Command Syntax

tar diagnostic-information ( mgmt-if | ) destination -directory/ tar-file

Parameter Parameter Description Parameter Value

destination -directory The destination directory, | -
such as flash, udisk, tftp

or ftp server

tar -file The file name of the tar -

file
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Command Mode

Privileged EXEC

Default

None

Usage

The destination -directory must reachable and disk is enough

Examples

The following showsan example to put a diagnostic-information tar file to flash:

Switch# tar diagnostic

Related Commands

None

2.1.52format

Command Purpose

- information flash:/diag.tar.gz

To format udisk, all data on udisk: will be lost.

Command Syntax

format udsik:

Parameter

Parameter Description

Parameter Value

udsik:

The USB masstorage
device. | f y
USBmassstorage device,

failed to format udisk
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Command Mode

Application Configuration

Default

None
Usage

The destination -directory must exist
Examples

The following showsan example to format USBmassstorage device:

Switch# configure terminal

Switch(config)# format udisk:

WARNING: All data on udisk:

will  be lost!!!

And format operation may take a while.

Are you sure to process with

Related Commands

None

2.1.53umount

Command Purpose

format? [yes/no]: yes

To uninstall the USBmassstorage device before plug out it from the switch.

Command Syntax

umount udsik:

Parameter

Parameter Description

Parameter Value
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udisk: The USBmass storage -
devi ce. I f vy
USBmassstorage device,

failed to format udisk

Command Mode

Application Configuration

Default
None

Usage
USBmassstorage device must exist in the system. You can use umount command to
uninstall the USB massstorage device

Examples

The following showsan example to umount USBmassstorage device:

Switch# configure terminal
Switch(config)# umount udisk:

After this operation, you can not use USB disk.
Are you sure to continue? [yes/no]: yes

Related Commands

None

2.1.54cut-through enable

Command Purpose

To enable cut through mode, and can configure speed only on GGtruck .

Command Syntax

cut_through_forwarding enable ( 10G| 100G| 1G| 25G| 2G5| 40G| 50G| 5G)
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no cut_through_forwarding enable

Parameter Parameter Description Parameter Value
enbale enable cut through mode | -

(10G|100G| 1G] Configure cut_through -
25G|2G5|40G|50G|5G) speed

Command Mode

Application Configuration

Default

None
Usage

None
Examples

The following example showshow to configure cut through mode:

Switch# configure  terminal

Switch(config)# cut - through - forwarding enable 10G
% Configuration about cutting through forwarding mode has been stored,
take effect until the next reload.

Related Commands

None

2.1.55show cut-through -forwarding mode

Command Purpose

To display current working mode.

but cannot
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Command Syntax

show cut-through-forwarding mode

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following showsan example to display current working mode:

DUT1# show cut - through - forwarding  mode

Related Commands

None

2.1.56resetfactory -config

Command Purpose

Resetto factory configuration.

Command Syntax

reset factory -config

Command Mode

Privileged EXEC
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Default

None

Usage

Device will restore the saved configuration to factory configuration when select yes,
and prompt to save configuration when rebooting, please select NO.

Examples

The following showsan example to reset factory configuration:

Switch# configure  terminal
DUT1# reset factory - config

This action will reset the saved configuration immediately.
Running - config will be erased after reboot. Continue? [yes/no]:

Related Commands

None

2.1.57show factory -config

Command Purpose

To display the factory configuration.

Command Syntax

showfactory -config

Command Mode

Privileged EXEC

Default

None
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Usage

None

Examples

The following shows an example to display factory configuration DUT1# show

factory -config :

DUT1# show factory - config

Related Commands

None

2.1.58show this

Command Purpose

To display the configuration of this mode.

Command Syntax

show this

Command Mode

All Configuration Mode

Default

None

Usage

Not support this mode* key-chain® key-chain key time range™ acl route-map

line” class map
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Examples

The following example showthe configuration of this mode:

Switch(config -vlan)# show this

vlan database

vlan 5
|

Related Commands

None

2.1.59show route-mac

Command Purpose

To display the route MACaddressof this device.

Command Syntax

show route -mac

Command Mode

Privileged EXEC

Default

None
Usage

All interfaces on a device share the same single route -mac.
Examples

The following showsan example to display route -mac of this device:

Switch# show route - mac

Route MACis: 222c.12fd.6c00
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Related Commands

None

2.2User Management Commands

2.2.1username

Command Purpose

Usethis command to create or delete alocal user account on the switch.

Command Syntax

username WORD

no username WORD

Parameter Parameter Description Parameter Value
username EstablishUserName -

Authentication
WORD Username -

Command Mode

Global Configuration

Default

None

Usage

None
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Examples

This is a sample output from this command displaying how to add a user named

testName:

Switch# configure terminal
Switch(config)#username testName

Related Commands

None

2.2.2username password
Command Purpose
Usethis command to add username and password.

Command Syntax

username WORDpassword( 8| ) LINE

Parameter Parameter Description Parameter Value
WORD Username -
Password Passwordfor username -
€)) Specifies a hidden -

passwordwill follow

LINE User passwordstring -

Command Mode

Global Configuration

Default

None
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Usage

None

Examples

This is a sample output from this command displaying how to add a user named
testName and with the password of 123456:

Switch# configure  terminal
Switch(config)# username testName password 123456

Related Commands

None

2.2.3username secret

Command Purpose

Use this command to add username and password and the password will be

encrypted by the switch.

Command Syntax

username WORDsecret LINE

Parameter Parameter Description Parameter Value
WORD Username -
secret Specify the secret for the | -
user
LINE User privilege level -

Command Mode

Global Configuration
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Default

None

Usage

None

Examples

This is a sample output from this command displaying how to add a user named
testName and with the password of 123456:

Switch# configure  terminal
Switch(config)#username testName secret 123456

Related Commands

None

2.2.4username privilege
Command Purpose
Usethis commandto set a local user account with privilege level on the switch.

Command Syntax

username WORDprivilege <1-4>

Parameter Parameter Description Parameter Value
username WORD Username -
privilege <1-4> ser privilege level -

Command Mode

Global Configuration
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Default

None

Usage

None

Examples

This is a sample output from this command displaying how to add a user with
privilege level of 2:

Switch# configure  terminal
Switch(config)#username testName privilege 2

Related Commands

None

2.2.5username service-type
Command Purpose
Usethis command to set the user service type.

Command Syntax

username WORDservice-type ({ rpc -api | ssh | telnet |[web } | ftp  -server }| all |

none)
Parameter Parameter Description Parameter Value
username WORD Username -
service-type User service type(include | -

rpc-api, ssh,telnet, web,

ftp -server)
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Command Mode

Global Configuration

Default

Allow all user service type
Usage

None
Examples

This is a sample show how to set only support rpc-api user service-type:

Switch# configure

Switch(config)#username

Related Commands

None

testName service -typerpc - api

2.2.6username privilege password

Command Purpose

Use this command to set a local user account with privilege level and password on

the switch.

Command Syntax

username WORDprivilege <1-4>password( 8| ) LINE

Parameter

Parameter Description

Parameter Value

WORD

Username

privilege <1-4>

User privilege level

143




8 Specifies a HIDDEN -

passwordwill follow

LINE User privilege level -

Command Mode

Global Configuration

Default

None
Usage

None
Examples

This is a sample output from this command displaying how to add a user with

privilege level of 2 and password of 123456:

Switch# configure  terminal
Switch(config)# username testName privilege 2 password 123456

Related Commands

None

2.2.7re-username newname
Command Purpose
Usethis command to reset username.

Command Syntax

re-username WORDnewname WORD

Parameter Parameter Description Parameter Value
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re-username WORD

Old user name

newname WORD

New user name

Command Mode

Global Configuration

Default

None
Usage

None
Examples

This is a sample output from this command displaying how to reset username:

Switch# configure  terminal
Switch(config)# re - username testName newname newname

Related Commands

None

2.2.8cipher detect

Command Purpose

Usethis commandto set high level of cipher detect.

Command Syntax

cipher detect ( strong | normal | none)

Parameter

Parameter Description

Parameter Value
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strong Ci p h length smustrange| -
form to 63 and must
contain two type of
digital, normal char and

special char

normal Ci p h lengthd mustrange| -
form 8 to 63

none Disable security check -

Command Mode

Global Configuration

Default

None
Usage

This cmd will make all un-strong clear text passwordslost
Examples

This is a sample output from this command displaying how to set high level of

cipher detect:

Switch# configure  terminal
Switch(config)# cipher detect strong

Related Commands

None
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2.3FTP Commands
2.3.1ftp

Command Purpose

To exchange files between local and remote ftp server, use the ftp command in
Privileged EXEC mode.

Command Syntax

ftp ( mgmt-if | ) host

Parameter Parameter Description Parameter Value

mgmit-if Managementport -

HOST IPv4, IPv6 addressor name| Support IPv4/IPv6 address
of the remote host or hostname

Command Mode

Privileged EXEC

Default

None
Usage

Usethe ftp command to upload and download files from remote ftp server.
Examples

The following example showshow to connect ftp server by ipv4 address:

Switch# ftp mgmt if 10.10.29.160

Connected to 10.10.29.160.
220-------—--- Welcome to Pure - FTPd ---------
220- You are user number 1 of 50 allowed.

147



220- Local time is now 09:00. Server port: 21.

220- IPv6 connections are also welcome on this server.

220 You will be disconnected after 15 minutes of inactivity.
Name (10.10.29.160:root): root

331 User root OK. Password required

Password:
230- User root has group access to:  wheel disk adm sys daemon
230- bin root

230 OK. Current directory is /root
Remote system type is UNIX.

Using binary mode to transfer files.
ftp>

The following example showshow to connect ftp server by ipv6 address:

Switch# ftp mgmt if 2001:1000::2

Connected to 2001:1000::2 (2001:1000::2).
220 Serv -U FTP Server v10.2 ready...
Name (2001:1000::2:root): Username

331 User name okay, need password.
Password:

230 User logged in, proceed.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp>

Related Commands

None

2.3.2ftp wvrf

Command Purpose

To exchange files between local and remote ftp server in VPN, use the ftp vrf

command in Privileged EXEC mode.

Command Syntax

ftp vif WORD
Parameter Parameter Description Parameter Value
WORD VPNRouting/Forwarding Astring with 1-15
instance name characters

148



Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

Switch# ftp vrf testvrf
Related Commands

None

2.3.3ftp passive

Command Purpose

To set the FTP mode in passive mode, use the ftp passive command in Global
Configuration. To restore the configuration to the default, use no form of this

command.

Command Syntax

ftp passive

no ftp passive

Command Mode

Global Configuration

Default

FTPworks in Active mode.
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Usage

None

Examples

The following example sets the ftp mode to passive:

Switch# configure terminal
Switch(config)# ftp passive

Related Commands

ftp username

ftp password

2.3.4show ftp

Command Purpose

To display the ftp configurations, use show ftp command in Privileged EXEGnode.

Command Syntax

show ftp

Command Mode

Privileged EXEC

Default

None

Usage

None
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Examples

The following example displaysthe ftp configurations:

Switch# show ftp

ftp passive mode: on

ftp username: root

ftp password: unencrypted ~ abc
Switch#

Related Commands

ftp username

ftp password

2.3.5copy GFILENAME GURLNAME

Command Purpose

Usethis commandto copy local file to ftp server.

Command Syntax

copy GFILENAME vrf VRF_NAMHE ) ( mgmt-if | -a SRC_ADDR -si SRC_INTH

GURLNAME

Parameter Parameter Description Parameter Value

mgmt-if Managementport -

vrf WORD VPNRouting/Forwarding Astring with 1-15

instance characters

GFILENAME Copyfrom local file The full path and file
name up to 255
characters

GURLNAME Copyto local file The full path and file
name up to 255
characters
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-a SRC_ADDR Copywith assignedIP -

-si SRC_INTF Copywith assigned -
Interface

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This is a sample output from the command displaying how to copy local file to ftp

server:

Switch# copy flash:/test.c ftp:/username:password@1.1.1.1:21/running - config

Related Commands

None

2.3.6copy GURLNAME GFILENAME

Command Purpose

Usethis command to copy file from ftp server to local.

Command Syntax

copy ( vif VRF_NAME ) ( mgmt-if | -a SRC_ADDR -si SRC_INTPH GURLNAME
GFILENAME

Parameter Parameter Description Parameter Value
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mgmit-if Managementport -

vrf WORD VPNRouting/Forwarding Astring with 1-15
instance characters
GURLNAME Copyfrom URL The full path and file
name up to 255
characters
GFILENAME Copyto local file The full path and file
name up to 255
characters
-a SRC_ADDR Copywith assignedIP -
-si SRC_INTF Copywith assigned -
Interface

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This is a sample output from the command displaying how to copy file from ftp

server to local:
Switch# copy ftp://username:password@1.1.1.1:21/test.c flash:testl.c
get file from ftp://Jusername:password@1.1.1.1:21/test.c

Received 225 bytes in 0.3 seconds
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Related Commands

None

2.4FTP server Commands

2.4.1ftp server enable

Command Purpose

To enable FTPserver on switch.

Command Syntax

ftp server ( mgmt-if | ) enable

no ftp server enable

Parameter

Parameter Description

Parameter Value

mgmt-if

Managementport

Command Mode

Global Configuration

Default

None
Usage

None
Examples

Related Commands

None
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2.4.2ftp server port

Command Purpose

To config FTPserver listen port.To restore the default value, usethe no form of this

command.

Command Syntax

ftp server port PORTNUM

no ftp server port

Parameter Parameter Description Parameter Value

port num (1025-65535)

Command Mode

Global Configuration

Default

Default value is 21
Usage

None
Examples

The following example set FTPserver port is 10000:

Switch# configure  terminal
Switch# ftp server port 10000

Related Commands

None
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2.4.3ftp server time -out

Command Purpose

To config FTP server idle-time.To restore the default value, use the no form of this

command.

Command Syntax

ftp server time-out MINUTES

no ftp server time -out

Parameter Parameter Description Parameter Value

minutes (1-1000)mins

Command Mode

Global Configuration

Default

Default idle-time is 15mins
Usage

None
Examples

The following example set FTPserver idle-time is 5mins:

Switch# configure  terminal
Switch# ftp server time -out 5

Related Commands

ftp passive
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2.4.4ftp server source address

Command Purpose

To configure the source address of FTP server on your switch, use the FTP server
source address command in Global Configuration. To restore the default value, use

the no form of this command.

Command Syntax

ftp server source address ( vif NAME| ) IP_ADDR

no ftp server source address

Parameter Parameter Description Parameter Value
vrf NAME Specify a vrf to provide Astring with 1-15
FTP server characters
IP_ADDR Configure IP address for | IPv4Address
ftp server working inband

Command Mode

Global Configuration

Default
None
Usage
You can use this command to modify the address which FTP server works on, and
specify a vrf to provide FTP server. The source address can only be 0.0.0.0 or
|l oopback interfaceds address, 0.0.0.0 indic
specified.
Examples

The following example showshow to specify FTPserver source address:
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Switch# configure  terminal
Switch(config)# ftp server source address vrf vpnl 10.10.10.1

Related Commands

None

2.5TFTP Commands
2.5.1copy GFILENAME GURLNAME

Command Purpose

Usethis command to copy local file to tftp server.

Command Syntax

copy GFILENAME vrf VRF_NAME ) ( mgmt-if | -a SRC_ADDR -si SRC_INTB

GURLNAME
Parameter Parameter Description Parameter Value
mgmt-if Managementport -
vrf WORD VPNRouting/Forwarding Astring with 1-15
instance characters
GFILENAME Copyfrom local file The full path and file
name up to 255
characters
GURLNAME Copyto local file The full path and file
name up to 255
characters
-a SRC_ADDR Copywith assignedIP -
-si SRC_INTF Copywith assigned -
Interface
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Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This is a sample output from the command displaying how to copy local file to tftp

server:

Switch# copy flash:/test.c tftp://1.1.1.1/running - config

Related Commands

None

2.5.2copy GURLNAME GFILENAME

Command Purpose

Usethis commandto copy file from tftp server to local.

Command Syntax

copy ( vif VRF_NAME ) ( mgmt-if | -a SRC_ADDR -si SRC_INTPH GURLNAME

GFILENAME
Parameter Parameter Description Parameter Value
mgmit-if Managementport -
vrf WORD VPNRouting/Forwarding Astring with 1-15
instance characters
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GURLNAME Copyfrom URL The full path and file

name up to 255

characters
GFILENAME Copyto local file The full path and file
name up to 255
characters
-a SRC_ADDR Copywith assignedIP -
-si SRC_INTF Copywith assigned -
Interface

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This is a sample output from the command displaying how to copy file from tftp

server to local:

Switch# copy tftp:/1.1.1.1/test.c flash:testl.c
get file  from tftp://1.1.1.1/test.c

Received 225 bytes in 0.3 seconds

Related Commands

None
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2.5.3copy running -config mgmt -if
Command Purpose
Usethis command to copy running-config to tftp server.

Command Syntax

copy running-config ( mgmt-if | ) GURLNAME

Parameter Parameter Description Parameter Value
startup -config Copyfrom current system | -
configuration
mgmit-if Managementport -
GURLNAME Copyto URL The full path and file
name up to 255
characters

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This is a sample output from the command displaying how to copy running-config to

tftp server:

Switch#copy  running - config  tftp://1.1.1.1/running - config

Buildng configurationé
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send file to tftp:/1.1.1.1/running - config
é
Sent 40198 bytes in 8.3 seconds

Related Commands

None

2.5.4copy mgmt -if startup -config

Command Purpose

Usethis command to copy startup -config from tftp server.

Command Syntax

copy ( mgmt-if | ) GURLNAMEtartup -config

Parameter Parameter Description Parameter Value

mgmit-if Managementport -

GURLNAME Copyfrom URL The full path and file
name up to 255
characters

startup -config Copyto startup system -

configuration

Command Mode

Privileged EXEC

Default

None

Usage

None
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Examples

This is a sample output from the command displaying how to copy startup -config

from tftp server:

Switch#copy  tftp://1.1.1.1/startup -config  startup - config
get file  from tftp://1.1.1.1/startup - config

Sent 32252 bytes in 6.4 seconds

Related Commands

None

2.6scp Commands

2.6.1copy GFILENAME GURLNAME

Command Purpose

Usethis command to copy local file to scp server.

Command Syntax

copy GFILENAME mgmt-if | ) GURLNAME

Parameter Parameter Description Parameter Value

mgmit-if Managementport -

GFILENAME Copyfrom local file The full path and file
name up to 255
characters

GURLNAME Copyto local file The full path and file

name up to 255

characters
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Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This is a sample output from the command displaying how to copy local file to scp

server:

Switch# copy flash:/test.c scp://1.1.1.1/running - config

Related Commands

None

2.6.2copy GURLNAME GFILENAME

Command Purpose

Usethis command to copy file from scp server to local.

Command Syntax

copy ( mgmt-if | ) GURLNAMESFILENAME

Parameter Parameter Description Parameter Value
mgmt-if Managementport -
GURLNAME Copyfrom URL The full path and file

name up to 255

characters
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GFILENAME Copyto local file The full path and file
name up to 255

characters

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This is a sample output from the command displaying how to copy file from scp

server to local:

Switch# copy scp://1.1.1.1/test.c flash:testl.c
get file  from scp://1.1.1.1/test.c

Received 225 bytes in 0.3 seconds

Related Commands

None
2.6.3copy running -config mgmt -if
Command Purpose
Usethis command to copy running-config to scp server.

Command Syntax

copy running-config ( mgmt-if | ) GURLNAME
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Parameter Parameter Description Parameter Value

startup -config Copyfrom current system | -
configuration
mgmt-if Managementport -
GURLNAME Copyto URL The full path and file

name up to 255

characters

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This is a sample output from the command displaying how to copy running-config to

scp server:

Switch#copy  running -config ~mgmtif scp://1.1.1.1/running - config
Building configurationé

send file to scp://1.1.1.1/running - config

é

Sent 40198 bytes in 8.3 seconds

Related Commands

None
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2.6.4copy mgmt -if startup -config
Command Purpose

Usethis command to copy startup -config from scp server.

Command Syntax

copy ( mgmt-if | ) GURLNAMEtartup -config

Parameter Parameter Description Parameter Value

mgmit-if Managementport -

GURLNAME Copyfrom URL The full path and file
name up to 255
characters

startup -config Copyto startup system -

configuration

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This is a sample output from the command displaying how to copy startup -config

from SCp server:

Switch#copy  scp://1.1.1.1/startup -config startup - config

get file from scp://1.1.1.1/startup - config
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Sent 32252 bytes in 6.4 seconds

Related Commands

None

2.7 Telnet Commands

2.7.1telnet

Command Purpose

Usethis command from the switch to accessthe other devices in the network.

Command Syntax

telnet (-a SRC_ADDR( vrf WORD mgmt-if ) HOST( PORT] )

Parameter Parameter Description Parameter Value

-a SRC_ADDR Telnet with assignedIP -

vrf WORD VPNRouting/Forwarding Astring with 1-15
instance characters

mgmt-if Managementport -

HOST IPv4, IPv6 addressor name| Support IPv4/IPv6 address
of the remote host or hostname

PORT TCPPort number 1-65535

Command Mode

Privileged EXEC

Default

None
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Usage

None

Examples

This example showshow to Telnet from the switch to a remote host:

Switch# telnet —mgmtif 10.10.29.247

Entering character mode

Escape character is "\]'.

TestOS™ Version 2.3(62) ~ fcs
Switch# telnet 2001:1000::1
Entering character mode

Escape character is "\]'".

DUT1#

Related Commands

None

2.7.2ip telnet server source address

Command Purpose

To configure the source address of telnet server on your switch, use the telnet server
source addresscommand in Global Configuration. To restore the default value, use

the no form of this command.

Command Syntax

ip telnet server source address ( vif NAME| ) IP_ADDR

no ip telnet server source address

Parameter Parameter Description Parameter Value
vrf NAME Specify a vrf to provide Astring with 1-15
telnet server characters
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IP_ADDR Configure IP addressfor IPv4 Address
telnet server working

inband

Command Mode

Global Configuration

Default
None
Usage
You can use this command to modify the address which telnet server works on, and
specify a vrf to provide telnet server. The source address can only be 0.0.0.0 or
|l oopback interfaceds address, 0.0.0.0 indic
specified.
Examples

The following example showshow to specify telnet server source address:

Switch# configure  terminal
Switch(config)# ip telnet server source address vrf vpnl 10.10.10.1

Related Commands

None

2.7.3ip telnet server source port

Command Purpose

To configure the TCP port for telnet server working inband on your switch, use the
telnet server source command in Global Configuration. To restore the default value,

use the no form of this command.
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Command Syntax

ip telnet server source port NUMBER

no ip telnet server source port

Parameter Parameter Description Parameter Value
port NUMBER Configure TCPport for 102565535
telnet server working
inband
Command Mode
Global Configuration
Default
None
Usage
The CLI of ono telnet server source portoé w
working inband with default value of 23.
Examples

The following example shows how to set the TCP port for telnet server working

inband on the switch :

Switch# configure  terminal
Switch(config)# ip telnet server source port 2323

Related Commands

None
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2.7.4ip telnet server source mgmt-if port

Command Purpose

To configure the TCP port for telnet server working outband on your switch, use the
telnet server source command in Global Configuration. To restore the default value,

use the no form of this command.

Command Syntax

ip telnet server source mgmt-if port NUMBER

no ip telnet server source mgmt-if port

Parameter Parameter Description Parameter Value
mgmt-if port NUMBER Configure TCPport for 102565535
telnet server working
outband
Command Mode
Global Configuration
Default
None
Usage
The CLI of ono tel Aadgt psoertvoerwisidurcconmigngtur e T
server working outband with default value of 23.
Examples

The following example shows how to set the TCP port for telnet server working

outband on the switch :

Switch# configure  terminal
Switch(config)# ip telnet server source mgmtif port 2323
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Related Commands

None

2.8SSH Commands
2.8.1ip sshserver

Command Purpose

To enable SSH service, use ipssh server enable command in Global Configuration.

To disable SSH service, use ip ssh server disable command.

Command Syntax

ip sshserver ( enable | disable)

Parameter Parameter Description Parameter Value
enable Turn on the SSHservice -
disable Turn off the SSHservice -

Command Mode

Global Configuration

Default

SSHservice is enabled.
Usage

None
Examples

The following example enablesthe SSHservice on your switch:
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Switch# configure
Switch(config)#

Related Commands

terminal
ip ssh server

show ip sshserver status

enable

2.8.2ip sshserver authentication -retries

Command Purpose

To configure Secure Shell (SSH) authentication retry times on your switch, use the ip

ssh server authentication -retries command in Global Configuration. To restore the

default value, use the no form of this command.

Command Syntax

ip sshserver authentication -retries COUNT

no ip sshserver authentication -retries

Parameter

Parameter Description

Parameter Value

COUNT

The number of retries,
with a maximum of 6

authentication retries

1-6

Command Mode

Global Configuration

Default

The default is 6.

Usage

None
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Examples

The following examples configure SSHauthentication retry times on your switch:

Switch# configure  terminal
Switch(config)# ip ssh server authentication - retries 8

Related Commands

show ip sshserver status

2.8.3ip sshserver authentication -timeout

Command Purpose

To configure Secure Shell (SSH) authentication timeout on your switch, use the ip ssh
server authentication -timeout command in Global Configuration. To restore the

default value, use the no form of this command.

Command Syntax

ip sshserver authentication -timeout SECONDS

no ip sshserver authentication -timeout

Parameter Parameter Description Parameter Value

SECONDS The number of seconds 1-120 seconds

until timeout disconnects

Command Mode

Global Configuration

Default

The default is 120 seconds.

Usage

None
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Examples

The following examples configure SSHauthentication timeout on your switch:

Switch# configure  terminal
Switch(config)# ip ssh server authentication - timeout 100

Related Commands

show ip sshserver status

2.8.4ip sshserver authentication -type

Command Purpose

To configure Secure Shell (SSH) authentication type on your switch, use the ip ssh
server authentication -type command in Global Configuration. To restore the default

value, use the no form of this command.

Command Syntax

ip sshserver authentication -type ( all | { password| public-key | rsa})

no ip ssh server authentication -type

Parameter Parameter Description Parameter Value
all Enableall authentication -
type
password Enable password -
authentication
public-key Enable SSHvZublic key -
authentication
rsa Enable SSHvIsa -
authentication

Command Mode

Global Configuration
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Default

The default authentication type is all.

Usage

None

Examples

The following examples configure SSHauthentication type on the switch:

Switch# configure  terminal
Switch(config)# ip ssh server

Related Commands

show ip sshserver status

authentication - type password

2.8.5ip sshserver host-key rsa key

Command Purpose

To configure Secure Shell (SSH) hostkey on your switch, use the ip ssh server host -

key rsa key command in Global Configuration. To restore the default value, use the

no form of this command.

Command Syntax

ip sshserver host-key rsa key KEYNAME

no ip sshserver host-key rsa

Parameter

Parameter Description

Parameter Value

KEYNAME

The key value for host key

Upto 32 characters

Command Mode

Global Configuration
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Default

None

Usage

Host-key is used to combining public key to generate a session. When SSH
login,modifing host -key can cause connection closed.

Examples

The following examples configure SSHhost key on your switch:

Switch# configure  terminal
Switch(config)# ip ssh server host -key rsa key KEY1

Related Commands

show ip sshserver status

2.8.6ip sshserver rekey-interval

Command Purpose

To configure Secure Shell (SSH) rekey interval on your switch, use the ip ssh server
rekey-interval command in Global Configuration. To restore the default value, use

the no form of this command.

Command Syntax

ip sshserver rekey-interval MINUTE

no ip sshserver rekey-interval

Parameter Parameter Description Parameter Value
MINUTE The rekey interval in 1-1440 minutes
minutes
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Command Mode

Global Configuration

Default

The default interval is 60 minutes.
Usage

None
Examples

The following examples configure SSHekey interval on your switch:

Switch# configure  terminal
Switch(config)# ip ssh server rekey -interval 30

Related Commands

show ip sshserver status

2.8.7ip sshserver version

Command Purpose

To configure Secure Shell(SSH)version on your switch, use the ip ssh server version
command in Global Configuration. To restore the default value, use the no form of

this command.

Command Syntax

ip sshserver version (1] 2| all)

no ip ssh server version

Parameter Parameter Description Parameter Value
1 Switch runs only SSH -
Version 1
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2 Switch runs only SSH -

Version 2

all Version1 and Version 2 -

are both supported

Command Mode

Global Configuration

Default
The default SSHversion is 2.

Usage
You can use this commandwith the 2 keyword to ensure that your switch will not
inadvertently establish a weaker SSH Version 1 connection.

Examples

The following example showsthat only SSHVersion 1 support is configured:

Switch# configure  terminal
Switch(config)# ip ssh server version 1

Related Commands

show ip sshserver status

2.8.8ip sshserver source address

Command Purpose

To configure the source addressof Secure Shell (SSH)server on your switch, use the
ip sshserver source command in Global Configuration. To restore the default value,

use the no form of this command.
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Command Syntax

ip sshserver source address{ vif NAME| } IP_ADDR

no ip sshserver source address

Parameter

Parameter Description

Parameter Value

vrf NAME

Specify a vrf to provide

SSH server

Up to 15 characters

IP_ADDR

Configure IP address for

SSHserver working inband

IPv4 Address

Command Mode

Global Configuration

You can use this command to modify the address which SSH server works on, and
specify a vrf to provide SSH server. The source address can only be 0.0.0.0 or
addr ess, 0.0.

Default
None
Usage
|l oopback i
specified.
Examples

nterfaceos

The following example showshow to set SSHserver inbind address:

Switch#
Switch(config)#

Related Commands

ip sshserver

configure

terminal
ip ssh server

source address 10.10.10.1

0.

0
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2.8.9ip sshserver source port

Command Purpose

To configure the TCP port for SSH server working inband on your switch, use the ip
ssh server source command in Global Configuration. To restore the default value, use

the no form of this command.

Command Syntax

ip sshserver source port NUMBER

no ip sshserver source port

Parameter Parameter Description Parameter Value

port NUMBER Configure TCPport for SSH 102565535

server working inband

Command Mode

Global Configuration

Default
None

Usage
The CLI sfs homseriver source portodo wildl conf i
working inband with default value of 22.

Examples

The following example showsthe special port is configured:

Switch# configure  terminal
Switch(config)# ip ssh server source port 2222
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Related Commands

ip sshserver

2.8.10ip ssh server source mgmt-if port

Command Purpose

To configure the TCPport for SSHserver working outband on your switch, use the ip
ssh server source command in Global Configuration. To restore the default value, use

the no form of this command.

Command Syntax

ip sshserver source mgmt-if port NUMBER

no ip sshserver source mgmt-if port

Parameter Parameter Description Parameter Value

mgmt-if port NUMBER Configure TCPport for SSH 1025-65535

server working outband

Command Mode

Global Configuration

Default
None

Usage
The CLI of o0no ip s6h perveéer wsburcenmgour e
server working outband with default value of 22.

Examples

The following example showsthe special port is configured:
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Switch# configure  terminal
Switch(config)# ip ssh server source mgmtif port 2222

Related Commands

ip sshserver

2.8.11show ip ssh server session

Command Purpose

To display the sessioninformation for Secure Shell (SSH), usethe show ip ssh server

session command in Privileged EXEC mode.

Command Syntax

show ip sshserver session

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following example showsthe current SSHsessions:

Switch# show ip ssh server session

Version  Encryption Hmac User P State

2.0 aes128 - chc hmac- md5 abc 10.10.29.22 Session started
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Related Commands

show ip sshserver status

2.8.12show ip sshserver status

Command Purpose

To display the version and configuration data for Secure Shell (SSH), use the show

ip ssh server status command in Privileged EXEC mode.

Command Syntax

show ip sshserver status

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following example showsthe current SSHconfigurations:

Switch# show ip ssh server status

SSHserver enabled

Version: 1.99

Authentication timeout: 33 second(s)
Authentication retries: 6 time(s)

Server key lifetime: 60 minute(s)

Authentication type: password © public - key
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Related Commands

show ip sshserver session

2.8.13rsa key generate

Command Purpose

To create a key by system, use the rsa key generate command in Global

Configuration.

Command Syntax

rsa key KEYNAMHEenerate

Parameter Parameter Description Parameter Value

KEYNAME The name of the key Up to 32 characters

Command Mode

Global Configuration

Default

None
Usage

Usethe rsa key commandto create a key by system.
Examples

The following example creates a key named KEY1:

Switch# configure terminal
Switch(config)# rsa key KEY1 generate

Generating RSA private  key, 1024 bit long modulus
Please waiting for a moment: done!
Public exponent is 65537 (0x10001)
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Generate RSA key successfully

Switch(config)#
Related Commands

show rsa keys

2.8.14rsa key

Command Purpose

To create a key, usethe rsa key command in Global Configuration.

Command Syntax

rsa key KEYNAME

Parameter

Parameter Description

Parameter Value

KEYNAME

The name of the key

Up to 32 characters

Command Mode

Global Configuration

Default

None

Usage

Usethe rsa key commandto create a key.

Examples

The following example creates a key named KEY1:

Switch# configure  terminal

Switch(config)# rsa key KEY1

Switch(config - rsa - key)#
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Related Commands

show rsa keys

2.8.15key format

Command Purpose

To specify the key format, use the key format command in RSA key configuration

mode.

Command Syntax

key format ( der | pem)

Parameter Parameter Description Parameter Value
der The format is der -
pem The format is pem -

Command Mode

RsaKey Configuration

Default

The default key format is DER.
Usage

None
Examples

The following example specify the key format of KEYlasder :

Switch# configure  terminal
Switch(config)# rsa key KEY1
Switch(config -rsa - key)# key format der
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Related Commands

rsa key

2.8.16key string end

Command Purpose

To exit the rsa key configuration mode to Global Configuration and apply all rsa key

configurations, use the key string end command in RSA key configuration mode.

Command Syntax

key string end

Command Mode

RsaKey Configuration
Default

None
Usage

None
Examples

The following example showsexit the rsa key configuration mode :

Switch# configure terminal

Switch(config)# rsa key KEY1

Switch(config -rsa - key)# key string end
Switch(config)#

Related Commands

rsa key
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2.8.17key type
Command Purpose
To specify the key type, usethe key type command in RSAkey configuration mode.

Command Syntax

key type ( public | private )

Parameter Parameter Description Parameter Value
public Specify the key asa public | -

key
private Specify the key asa -

private key

Command Mode

RsaKey Configuration
Default

None
Usage

None
Examples

The following example specifies the key type of KEY las public key:

Switch# configure terminal
Switch(config)# rsa key KEY1
Switch(config -rsa - key)# key type public

Related Commands

rsa key
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2.8.18reset

Command Purpose

To clear all key configurations, use the reset command in RSA keyconfiguration

mode.

Command Syntax

reset

Command Mode

RsaKey Configuration
Default

None
Usage

None
Examples

The following example showsto clear all configurations for the key KEY1:

Switch# configure terminal
Switch(config)# rsa key KEY1
Switch(config -rsa - key)# reset

Related Commands

rsa key
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2.8.19validate

Command Purpose

To check the validation of the key strings, use the validate command in RSA key

configuration mode.

Command Syntax

validate

Command Mode

RsaKey Configuration
Default

None
Usage

None
Examples

The following example showsto validate key strings of the key KEY1.:

Switch# configure terminal
Switch(config)# rsa key KEY1
Switch(config -rsa - key)# validate

Related Commands

rsa key
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2.8.20KEYLINE

Command Purpose

To add key strings from the screen directly,

type any strings in RSA key

configuration mode except the keywords in this mode.

Command Syntax

KEYLINE

Parameter

Parameter Description

Parameter Value

KEYLINE

key line

key line string

Command Mode

RsaKey Configuration
Default

None
Usage

Type any key string.
Examples

The following example showsto type a key string of the key KEY1:

Switch# configure terminal

Switch(config)#
Switch(config
Switch(config

Related Commands

validate

rsa key KEY1

-rsa - key)# 00302017 4A7D385B 1234EF29 335FC973
-rsa - key)# 2DD50A37 C4F4BOFD 9DADE748 429618D5
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2.8.21rsa key export

Command Purpose

To export the key file to a specified destination, usethe rsa key export command in

Global Configuration.

Command Syntax

rsa key KEYNAMEexport url DEST_FILE public | private ) (der | der -hex|pem |

sshl|ssh2)

Parameter Parameter Description Parameter Value

KEYNAME Specify the key name to Up to 32 characters
display

DEST_FILE The destination file path | The full path and file
and name name up to 255

characters

public Specify the key asa public | -
key

private Specify the key asa -
private key

der DERformat -

der-hex DERHEXformat -

pem PEMformat -

sshl SSHvIformat -

ssh2 Specify the key format -

Command Mode

Global Configuration
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Default

None

Usage

Usethe rsa key generate command to generate a key.

Examples

The following example showsto export the key KEY1to flash asa public key:

Switch# configure  terminal
Switch(config)# rsa key KEY1 export wurl flash:/keyl.pub public  ssh2

The following example showsto export the key KEY2to flash asa private key:

Switch# configure  terminal
Switch(config)# rsa key KEY2 export url flash:/keyl private  sshl

Related Commands

rsakey generate

rsa key import

2.8.22rsa key import

Command Purpose

To import the key file from a specified source, use the rsa key import command in

Global Configuration.

Command Syntax

rsa key KEYNAMEmMport url SRC_FILE public | private ) (der | der -hex | pem |

sshl | ssh2)
Parameter Parameter Description Parameter Value
KEYNAME Specify the key name to Up to 32 characters
display
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SRC_FILE The destination file path | The full path and file

and name name up to 255
characters

public Specify the key asa public | -
key

private Specify the key asa -
private key

der DERformat -

der-hex DERHEXformat -

pem PEMformat -

sshl SSHvIformat -

ssh2 Specify the key format -

Command Mode

Global Configuration

Default

None

Usage

Usethe rsa key to generate commandto generate a key.

Examples

The following example showsto import the key KEY1to flash as a public key:

Switch# configure
Switch(config)#

terminal

rsa key KEY1import url flash:/keyl.pub public  ssh2

The following example showsto import the key KEY2to flash as a private key:

Switch# configure
Switch(config)#

terminal

rsa key KEY2 import url flash:/keyl private

sshl
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Related Commands

rsakey generate

rsa key export

2.8.23show rsa key

Command Purpose

To display the details of the keys, use the show rsa key command in Privileged EXEC

mode.

Command Syntax

show rsa key KEYNAME

Parameter Parameter Description Parameter Value
KEYNAME Specify the key name to Up to 32 characters
display

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following example displaysthe detailed information of the key namedd KEY 1 6 :

Switch# show rsa key KEY1

RSA key information:
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Name: KEY1
Type: private
Modulus: 1024 bit
Usage count: 0
Private  key DER code:
30820258
0201
00
028180
9B3E9726 6405BD54 692F172A901F3879 C947366E 5703D282 AA31707F 214D38C9

Related Commands

show rsa keys

2.8.24show rsakeys

Command Purpose

To display the brief information of all the keys, use the show rsa keys command in
Privileged EXEC mode.

Command Syntax

show rsa keys

Command Mode

Privileged EXEC

Default

None
Usage

Usethe rsa key generate command to generate a key.
Examples

The following example displays the brief information of the keys:
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Switch# show rsa keys

Name Type Usage Modulus
keyl private 0 1024
key2 public 0 1024

Related Commands

show rsa key

2.8.25ssh

Command Purpose

To connect to the remote SSHserver, usethe sshcommand in Privileged EXEQnode.

Command Syntax

ssh-I NAME({ -i KEYNAMB -p DPORT| -v(1]2)| -c{3des]|des|3des -cbc |
aesl28chbc | aes192-cbc | aes256-cbc }| -m { hmac-md5-128 | hmac -md5-96 | hmac -
shal-160| hmac-shal-96 } | -o numberofpasswordprompts NUM| -a A.B.C.D}

| ) ( mgmt-if | ) (A.B.C.D| X:X::X:X| HOST)

Parameter Parameter Description Parameter Value

- NAME Login usingthis user Up to 31 characters
name

-i KEYNAME Specify the name of RSA | Up to 32 characters
private key

-p DPORT Specify the remote port 1-65535

-v (1]2) Specify SSHorotocol -
version

-C Select encryption -
algorithm

3des Triple DESSSHvlonly) -

des DES(SSHvlonly) -
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3des-cbc Triple DESSSHv2nly) -

aesl128chc AES128 bits (SSHv2only) | -
aesl192chc AES192 bits (SSHv2only) | -
aes256c¢hbc AES256 bits (SSHv2only) | -
-m Select HMACalgorithm -

hmac-md5-128 MD5basedHMAC(128 -

bits, SSHv2 only)

hmac-md5-96 MD5based HMAC(96 bits, | -
SSHv2 only)
hmac-shal-160 SHAlbased HMAC(160 -

bits, SSHv2only)

remote system

hmac-shal-96 SHAlbased HMAC(96 bits, | -
SSHv2 only)

-0 numberof- Specify number of The range in [1, 7]

passwordprompts NUM passwordprompts with

-aA.B.CD Sshwith assignedIP IPv4 Address

mgmt-if UseManagementport -

AB.C.D Specify IPaddressof IPv4 Address
remote system

XX X:X Specify IPv6addressof IPv6 Address
remote system

HOST Specify hostname of -

Command Mode

Privileged EXEC
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Default

None

Usage

None

Examples

The following example displays the usageof this command:

Switch# ssh -1 aaa -v 2 1.1.1.1

aaa@1.1.1.1's password:
Switch#

Related Commands

ip sshserver

2.9Time&Timezone Commands

2.9.1clock setdatetime

Command Purpose

Usethis command to set system current date and time on the Switch.

Command Syntax

clock set datetime HH:MM:SSVIONTHDAYYEAR

Parameter Parameter Description Parameter Value
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HH:MM:SS Specify the time in hours | HH:MM:SSn 24-hour
(24-hour format), format.

minutes, and seconds.The
time specified is relative

to the configured time

zone

MONTH Specify the month by Shouldbe in range 1to 12
name

DAY Specify the day by date in | Shouldbe in range 1 to 31
the month

YEAR Specify the year Shouldbe in range 1993to

2035

Command Mode

Default

Usage

Examples

Global Configuration

The default time is basedfrom UTC.

If no other source of time is available, you can manually configure the time and date
after the system is restarted. The time remains accurate until the next system
restart. We recommend that you use manual configuration only as a last resort. If
you have an outside source to which the switch can synchronize, you do not need to

manually set the system clock.

This example shows howto manually set the system clockto I' 32 p.m. on July 23,

2014:

Switch# configure  terminal
Switch(config)# clock set 13:32:00 23 7 2014

202



Related Commands

show clock

2.9.2clock settimezone

Command Purpose

Usethis command to set the time zone on the Switch.

To restore to the default time of UTC, use the no form of this command.

Command Syntax

clock set timezone ZONE( add | minus ) hours -offset [ minutes -offset ] [ seconds -

offset ]

no clock set timezone

offset in minutes, should

be in range 0 to 59

Parameter Parameter Description Parameter Value
ZONE Specify the zone name the length should be [3,
32), and only [a-zA-Z_]is
supported, and the first
and last character must be
alphabet.
add Specify the time offset is | -
positive from UTC
minus Specify the time offset is | -
negative from UTC
HOUR_OFFSET Specify the time offset in | 0-18
hours
MINUTES_OFFSET [optional]Specify the time | 0-59
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SECCONDS_OFFSET [optional]Specify the time | 0-59

offset in seconds

Command Mode

Global Configuration

Default

The default time zone should be UTC.
Usage

None
Examples

The following example sets the Atlantic Canadatime zone is 3.5 hours less than
UTC:

Switch# configure  terminal
Switch(config)# clock set timezone Canada minus 3 30

The following example sets the time zone named ZZZis 5 hours faster than UTC:

Switch# configure  terminal
Switch(config)# clock set timezone ZZZ add 5

Related Commands

show clock (detail)

2.9.3clock setsummer-time

Command Purpose

Use this command to set summer time (daylight saving time) in areas where it

starts and ends on a particular day each year(recurring) or on specified year(date).

To restore to the default time of UTC, use the no form of this command.
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Command Syntax

clock set summer-time ZONErecurring start-time end-time offset
clock set summer-time ZONEdate start -time end -time offset

no clock set summer-time

Parameter Parameter Description Parameter Value
ZONE Specify the summer zone | The length should be [3,
name 32), and only [a-zA-Z_]is

supported, and the first
and last character must be
alphabet.

recurring Specify that summer time | -
starts and ends on a
particular day of the week

each year

date Specify that summertime | -
starts and ends on a
particular day of the

specified year

START_TIME Specify the start time of For recurring summer
summer time time, the format should
be month, day, hh:mm:ss
or (first | second| third |
fourth | last) DAY <1 -12>
HH:MM:SS, while for date
summer time, the format
should be month, day,

year, hh:mm:ss
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END_TIME Specify the end time of For recurring summer
summer time time, the format should
be month, day, hh:mm:ss
or (first | second| third |
fourth | last) DAY <1 -12>
HH:MM:SS, while for date
summer time, the format
should be month, day,
year, hhimm:ss

OFFSET For offset, specify the 1-120 minutes
number of minutes to add
during summer time. The
default is 60.

Command Mode

Default

Usage

Examples

Global Configuration

Summertime should be disabled by default.

The first part of the clock summer -time global configuration command specifies when
summer time begins, and the second part specifies when it ends. All times are
relative to the local time zone. The start time is relative to standard time. The end
time is relative to summer time. If the starting month is after the ending month, the

system assumes that you are in the southern hemisphere.

This example showshow to specify that summer time starts on june 1st at 0200 and
ends on the October 31 at 0200:
Switch# configure  terminal

Switch(config)# clock set summer-time stime recurring 6 1 02:00:00 10 31 02:00:00
120
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This example shows how to specify that summer time starts on March the second
Wednesday at 0200 and ends on the August the last Friday at 0100:

Switch# configure  terminal
Switch(config)# clock set summer-time stime recurring second Wed3 02:0:0 last Fri
8 01:0:0 60

Related Commands

show clock (detail)

2.9.4show clock

Command Purpose

Usethis command to display the current time and date configuration.

Command Syntax

show clock ( detail | )

Parameter Parameter Description Parameter Value

detail Display the configured -
timezone and summer
time information in
addition to current date

and time

Command Mode

Privileged EXEC

Default

None

Usage

None
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Examples

This example displays current time and date in detail:

Switch#show clock detall

10:43:00 beijing Fri Oct 25 2013
Time zone: (GMT + 08:00:00) beijing

Related Commands

show clock

2.9.5show timezones

Command Purpose

Usethis commandto display all the timezones in world.

Command Syntax

show timezons

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This example displays all the current timezones:

Switch#show timezones

(GMT+00:06:04) Europe/Andorra
(GMT+03:41:12) Asia/Dubai
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(GMT+04:36:48)
(GMT- 04:07:12)
(GMT- 04:12:16)
(GMT+01:19:20)
(GMT+02:58:00)
(GMT- 04:36:00)
(GMT+00:52:56)
(GMT+11:06:24)

Asia/Kabul
America/Antigua
America/Anguilla
Europe/Tirane
Asia/Yerevan
America/Curacao
Africa/Luanda
Antarctica/McMurdo

McMurdo Station, Ross Island

(GMT+00:00:00)
(GMT- 04:32:32)
(GMT- 04:16:24)

Related Commands

show clock

Antarctica/South_Pole
Antarctica/Rothera
Antarctica/Palmer

2.10License Commands

2.10.1generate device identifier

Command Purpose

Amundsen- Scott  Station, South Pole
Rothera Station, Adelaide Island
Palmer Station, Anvers Island

To generate device identifier, usethis command in Privileged EXEGnode.

Command Syntax

generate device identifier ( mgmt-if | ) GURLNAME

generate device identifier ( GFILENAME )

Parameter Parameter Description Parameter Value
mgmit-if Managementport -
GURLNAME URLname -
GFILENAME local file name -

Command Mode

Privileged EXEC
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Default

None

Usage

This command will generate the unique device identifier (UDI) on the current

device, customer can get license for the current

Examples

The following example showshow to generate UDI:

Switch# generate device identifier

Related Commands

None

2.10.2show license

Command Purpose

device form the vendor with UDI.

mgmt-if  tftp://10.10.38.160/device.udi

To show license on the device, use the show license command in Privileged EXEC

mode.

Command Syntax

show license ( GFILENAME )

Parameter

Parameter Description

Parameter Value

GFILENAME

local file name

Command Mode

Privileged EXEC

Default

None
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Usage

This command will showthe license on the current device.

Examples

The following example showshow to show license:
Switch# show lincese

License files:

flash:/ma.lic:

Created Time: Fri Dec 6 17:22:23 CST 2013
Vendor: Vendorl

Customer: Customerl

Device MAC: 00:1E:08:09:03:00

Feature Set: QINQ MVRERPS MEF ETHOAM
VPWSVPLS HVPLS SMLK TPOAM
OSPF PIM_SM IGMP VRF MPLS
LDP BGP RSVP OSPF_TEEXTEND_ACL
PTP BFD SSM IPV6 OSPF6
PIM_SM6 MVR6 RIPNG TUNNEL_V6

Related Commands

None

2.11HTTP commands Commands

2.11.1service http

Command Purpose

To enable HTTP service, use service http enable command in Global Configuration.

To disable HTTP service, use service http disable command.

Command Syntax

service http ( enable | disable)

Parameter Parameter Description Parameter Value
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enable Turn onthe HTTPservice | -

disable Turn off the HTTPservice | -

Command Mode

Global Configuration

Default

HTTPservice is disabled.
Usage

The WEBiImage should be loaded first.
Examples

The following example showshow to enable HTTPservice:

Switch# configure  terminal
Switch(config)# service http enable

Related Commands

http server load

http timeout

2.11.2service https

Command Purpose

To enable HTTPSservice, use service http enable command in Global Configuration.

To disable HTTPS service, use service http disable command.

Command Syntax

service https ( enable | disable)
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Parameter Parameter Description Parameter Value

enable Turn on the HTTPSservice | -

disable Turn off the HTTPSservice| -

Command Mode

Global Configuration

Default

HTTPSservice is disabled.
Usage

The WEBimage should be loaded first.
Examples

The following example showshow to enable HTTPSservice:

Switch# configure terminal
Switch(config)# service https enable

Related Commands

http server load

http timeout

2.11.3http server load

Command Purpose

To load WEBiImage, userthe http server load command .

Command Syntax

http server load FILENAME
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Parameter

Parameter Description

Parameter Value

FILENAME

Name of WEBiImage

Command Mode

Global Configuration

Default

None
Usage

None
Examples

The following example showshow to specify web image:

Switch# configure  terminal

Switch(config)# http  server

Related Commands

service http enable
service https enable

http timeout

2.11.4http timeout

Command Purpose

load flash:/weblmage.bin

To configure the expire time of online web users.

Command Syntax

http timeout TIMEOUT
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Parameter

Parameter Description

Parameter Value

TIMEOUT

Online web user expire

time.

The range is [1,60], unit is

minute.

Command Mode

Global Configuration

Default

20min.
Usage

None
Examples

The following example showshow to configure http timeout:

Switch# configure  terminal

Switch(config)# http  timeout

Related Commands

http server load
service http enable

service https enable

30

2.11.5http server source address

Command Purpose

To configure the source address of WEB server on your switch, use the http server

source address command in Global Configuration. To restore the default value, use

the no form of this command.
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Command Syntax

http server source address( vif NAME| ) A.B.C.D

no http server source address

Parameter Parameter Description Parameter Value
vrf NAME Specify a vrf to provide Astring with 1-15
WEBserver characters
AB.C.D Configure IP addressfor -
WEB server working

Command Mode

Global Configuration

Default
None
Usage
You can use this command to modify the address which WEB server works on, and
specify a vrf to provide WEB server. The source address can only be 0.0.0.0 or
|l oopback interfacebds address, 0.0.0.0 indic
specified.
Examples

The following example showshow to set inband http server address:

Switch# configure  terminal
Switch(config)# http server source address 10.10.10.1

Related Commands

http server load
service http enable

service https enable
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2.11.6http server source port

Command Purpose

To configure the TCP port for HTTP server working inband on your switch, use the

http server source port command in Global Configuration. To restore the default

value, use the no form of this command.

Command Syntax

http server source port PORT

no http server source port

Command Mode

Default

Usage

Examples

Parameter Parameter Description Parameter Value
PORT Configure TCPport for 102565535
HTTP server working
inband
Global Configuration
80
The CLI of ono http server source

working inband with default value of 80.

The following example showshow to set inband http server TCPport:

Switch# configure  terminal
Switch(config)# http server source port 1080

portéo
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Related Commands

http server load
service http enable

service https enable

2.11.7http server source ssl-port

Command Purpose

To configure the TCP port for HTTPS server working inband on your switch, use the
http server source sskport command in Global Configuration. To restore the default

value, use the no form of this command.

Command Syntax

http server source sskport PORT

no http server source sskport

Parameter Parameter Description Parameter Value
PORT Configure TCPport for 1025-65535
HTTPS server working
inband

Command Mode

Global Configuration

Default

443

Usage

TheCLIofono http ser-pert &configule @CPpastfor HTTPS server

working inband with default value of 443.
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Examples

The following example showshow to set inband https server TCPport:

Switch# configure

Switch(config)#

Switch# configure

Switch(config)#

Related Commands

http server load

terminal
http server source port 10443

terminal

http server source ssl -port 10443

service http enable

service https enable

2.11.8http server source mgmt-if port

Command Purpose

To configure the TCP port for HTTP server working outband on your switch, use the

http server source mgmt -if port command in Global Configuration. To restore the

default value, use the no form of this command.

Command Syntax

http server source mgmt-if port PORT

no http server source mgmt-if port

Parameter

Parameter Description

Parameter Value

PORT

Configure TCPport for
HTTP server working

outband

102565535

Command Mode

Global Configuration
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Default

80

Usage
The CLI of ono httpfsepoven ssobtceomdgmigur e
server working outband with default value of 80.

Examples

The following example showshow to set outband http server TCPport:

Switch# configure  terminal

Switch(config)# http server source mgmtif port 1080

Related Commands

http server load
service http enable

service https enable

2.11.9nhttp server source mgmt-if ssl-port

Command Purpose

To configure the TCP port for HTTPS server working outband on your switch, use the

http server source mgmt -if ssl-port command in Global Configuration. To restore the

default value, use the no form of this command.

Command Syntax

http server source mgmt-if sskport PORT

no http server source mgmt-if port

Parameter Parameter Description

Parameter Value
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PORT Configure TCPport for 102565535
HTTPS server working

outband

Command Mode

Global Configuration

Default
443

Usage
The CLI of 0 n attp server source mgmt-if sskp o r wild configure TCP port for
HTTPS server working outband with default value of 443.

Examples

The following example showshow to set outband https server TCPport:

Switch# configure  terminal
Switch(config)# http server source port 10443

Related Commands

http server load
service http enable

service https enable

2.11.10nttp authentication aaa

Command Purpose

To configure the AAA method list for web login on your switch, use the http
authentication aaa command in Global Configuration. To restore the default value,

use the no form of this command.
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Command Syntax

http authentication ( local | aaa ( login-authentication | exec-authorization )
(default| LISTNAMB )

no http authentication ( aaa ( login-authentication | exec-authorization ))

Parameter Parameter Description Parameter Value

local Configure web login -
authentication by local

aaa Configure web login -
authentication by AAA

login-authentication Configure web login -

authentication method list

exec-authorization Configure web login -

authorization method list

default Setmethod list name -
default
LISTNAME Set method list name Up to 31 characters

Command Mode

Global Configuration

Default
default web login method is local
Usage
The CLI of 0 ht tapthentication (local |aaa (login-authentication|exec -
authorization) (default|LISTNAME) ) 6 can only be configured w
Examples

The following example showshow to set web AAAlogin method to be default.:
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Switch# configure  terminal
Switch(config)# http  authentication aaa login - authentication default

Related Commands

aaa new-model
aaaauthentication login

aaa authorization exec

2.12RPC-APlI commands Commands
2.12.1service rpc-api

Command Purpose

To enable RPCGAPI service, use service rpc-api enable command in Global

Configuration. To disable RPC-API service, use service rpc-api disable command.

Command Syntax

service rpc-api ( enable ( port PORT] ssl ( ssl-port SSLPORT) |) (vif  NAME] ) |
disable)

service rpc-api disable

Parameter Parameter Description Parameter Value
enable Turn onthe RPGAPI -
service
disable Turn off the RPGAPI -
service
PORT TCPport number. 1025-65535

TCPport number.

By default, the RPC-API
service listens on TCPport
80 (HTTP)
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TCPport number.

By default, the RPC-API
service listens on TCPport
443 (HTTPS)

vrf NAME VPNRouting/Forwarding Astring with 1-15
instance characters

ssl Enable SSLHTTPS) -

SSLPORT TCPport number. 1025-65535

Command Mode

Global Configuration

Default

Disabled.
Usage

None
Examples

The following example showshow to enable RPCAPIservice:

Switch# configure  terminal
Switch(config)# service rpc - api enable port 2000

Related Commands

show services rpc-api

service rpc-api auth-mode

2.12.2service rpc-api auth-mode

Command Purpose

To enable RPGAPIHTTPBasicauthentication.
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Command Syntax

service rpc-api auth-mode basic

no service rpc-api auth-mode

Command Mode

Global Configuration

Default
Disabled.

Usage
Once enable or disable RPCAPI HTTP Basic authentication, and users want to
continue to use RPG-API service, users must re-enable it.

Examples

The following example showshow to enable RPCAPIHTTPBasic authentication:

Switch# configure  terminal
Switch(config)# service rpc -api auth - mode basic

Related Commands

service rpc-api enable

show services rpc-api

2.12.3show services rpc-api
Command Purpose
To show RPCGAPIconfiguration information.

Command Syntax

show services rpc-api
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Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following example showsthe configuration information:

Switch(config)# show services rpc - api

RPC API services  configuration:
HTTP server: shutdown, port: 80, authentication mode: none

Related Commands

service rpc-api enable

2.13DIAG Commands
2.13.1diagnostic -information discard
Command Purpose
Usethis command to enable the function of diagnostic-information discard.

Command Syntax

diagnostic-information discard enable

no diagnostic-information discard enable

Parameter Parameter Description Parameter Value
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enable enable The string of enable.

Command Mode

Global Configuration

Default

no diagnostic-information discard enable
Usage

The command usesto enable the function of diagnostic-information discard.
Examples

The following example shows how to enable the function of diagnostic -information
discard:

Switch(config)# diagnostic - information discard  enable

The following example shows how to disable the function of diagnostic -information
discard:

Switch(config)# no diagnostic - information discard enable
Related Commands

N/A

2.13.2show diagnostic -information discard

Command Purpose

Usethis command to display the situation of packet discard.

Command Syntax

show diagnostic-information discard

clear diagnostic-information discard
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Parameter Parameter Description Parameter Value

discard discard The string of discard.

Command Mode

Privileged EXEC

Default

None
Usage

The command usesto dispaly the situation of packet discard.
Examples

The following example showshow to display the situation of packet discard:

Switch# show diagnostic - information discard

Diagnostic - Information Discard:

Drop - Reason Description
CTC_DROP_TTL_CHK TTL check fail
CTC_DROP_ACL_DENY Acl deny
CTC_DROP_PKT_ERR Packet check error
CTC_DROP_ISOLATE_CHK Port isolate check fail
CTC_DROP_TRANSIT_DISABLE Transit disable
CTC_DROP_IP_CHK Ip address or packet check fail
CTC_DROP_VLAN FILTER Vlan filtering
CTC_DROP_STP_CHK Stp check fail
CTC_DROP_CHKSUM_ERR Checksum error
CTC_DROP_PARSER_ERR Parser error
CTC_DROP_TRAFFIC_MANAGER Trafic manager check fail
CTC_DROP_NET_RX Netrx check fail
CTC_DROP_NET_TX Nettx check fail

Others Other drop reasons

The following example showshow to clear packet discard:

Switch# clear diagnostic - information discard
Related Commands

N/A
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Ethernet Commands

3.1Interface Commands

3.1.1bandwidth

Command Purpose

Usethis commandto set the bandwidth of the port.

Toreturn the bandwidth to default value, use the no form of this command.

Command Syntax

bandwidth BANDWIDTH

no bandwidth

Parameter Parameter Description

Parameter Value

BANDWIDTH port bandwidth

1-100000000,unit" kbps

Command Mode

Interface Configuration

Default

None

Usage

None
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Examples

The following example set the bandwidth of the port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  bandwidth 1000

The following example returns the bandwidth to default value:

Switch# configure  terminal
Switch(config -ifj#  no bandwidth

Related Commands

duplex

speed

3.1.2clear counters

Command Purpose

Usethis commandto clear the counters on the physical interface.

Command Syntax

clear counters ( IFNAME )

Parameter Parameter Description Parameter Value
IFNAME Only clear the specified Support
interface statistics physical/aggregation ports

Command Mode

Privileged EXEC

Default

None
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Usage

The clear counters command clears all current interface counters from the interface
unless you specify optional arguments that clear only a specific interface type from

a specific interface number.

Examples

The following example clears the counters on all interfaces:

Switch# clear counters

The following example clears the counters on the interface eth-0-1:

Switch# clear counters eth -0-1

The following example clears the counters on the aggl:

Switch# clear counters aggl

Related Commands

None

3.1.3description

Command Purpose

Usethis commandto set the description on the interface.
To remove the description on the interface, usethe no form of this command.

Command Syntax

description LINE

no description

Parameter Parameter Description Parameter Value
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LINE

The description on the

interface

should be no more than
240 characters, and the
character can not include

0?0

Command Mode

Interface Configuration

Default

None
Usage

None
Examples

The following example sets the description on the interface:

Switch# configure terminal
Switch(config)# interface

eth -0-1
Switch(config -ify##  description Ethernet

The following example removesthe description on the interface:

Switch# configure  terminal

Switch(config -ifj#  no description

Related Commands

None

3.1.4duplex

Command Purpose

Use the duplex interface configuration command to specify the duplex mode of

operation for a port. Use the no form of this command to return the port to its default

value.
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Command Syntax

duplex (auto | full | half)

no duplex

Parameter Parameter Description Parameter Value

auto Enable automatic duplex | -
configuration; port
automatically detects
whether it should run in
full -duplex or half-duplex
mode, depending on the
attached device mode

full Enable full -duplex mode | -

half Enable half-duplex mode | -

(only for interfaces
operating at 10 or 100
Mb/s). You can not
configure half -duplex
mode for interfaces
operating at 1000
0r10,000 Mb/s

Command Mode

Interface Configuration

Default

auto

Usage

The command is not allowed to be set on 10G port or optical mode of combo port.
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Examples

The following example sets the duplex mode to auto:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config - if)# duplex auto

The following example sets the duplex mode to full:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ify#  duplex full

The following example returns the duplex mode to default:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  no duplex

Related Commands
bandwidth

speed

3.1.5speed

Command Purpose

Use the speed interface configuration command to specify the speed of port. Use

the no of this command to return the port to its default value.

Command Syntax

speed (10100 | 1000| 2G5| 5G| 10G| 25G| 40G| 50G| 100G| auto )

no speed
Parameter Parameter Description Parameter Value
auto Port automatically detects| -
the speed it should run
10 Port runs at 10 Mb/s -
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100 Port runs at 100 Mb/s -
1000 Port runs at 1000 Mb/s -
2G5 Port runs at 2.5Gb/s -
5G Port runs at 5Gb/s -
10G Port runs at 10Gb/s -
25G Port runs at 25Gb/s -
40G Port runs at 40Gb/s -
50G Port runs at 50Gb/s -
100G Port runs at 100Gb/s -

Command Mode

Interface Configuration

Default

auto
Usage

The command is not allowed to be set on optical mode of combo port.
Examples

This example showshow to set the speedon a port to 1000 Mb/s:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  speed 1000

This example showshow to return the speed on a port to default value:
Switch# configure terminal

Switch(config)# interface eth -0-1
Switch(config -ifj#  no speed
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Related Commands

bandwidth

duplex

3.1.6interface

Command Purpose

Usethis command to enter interface mode.

Command Syntax

interface IFNAME

Parameter

Parameter Description

Parameter Value

IFNAME

The name of interface,
i.e. eth-0-1, aggl,
vlanl,loopbackl

Support all interface types

Command Mode

Default

Usage

Examples

Global Configuration

None

The interface name can be either a port name (i.e. eth-0-1) or link-agg name

(i.e. aggl) or vlan name (i.e. vlan2) or loop -back name (i.e. loopback10).

The following example enters the interface mode for eth-0-1:

Switch(config)# interface

eth -0-1




The following example enters the interface mode for aggl:

Switch(config)# interface

aggl

The following example enters the interface mode for vlan2:

Switch(config)# interface

Related Commands

exit

3.1.7interface range

Command Purpose

vian2

Use this command to operate a list of interfaces, the interface include physical

port, vlan interface, linkagg interface and loopback interface.

Command Syntax

interface range IFNAME

Parameter

Parameter Description

Parameter Value

IFNAME

Interface range

Support all interface types
can be separate by

comma, dash

Command Mode

Default

Usage

Global Configuration

None

None
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Examples

The following example operate a list of physical interface:

Switch(config)# interface range eth -0-1 1 24
Switch(config -if - range)# shutdown

The following example operate a list of vlan interface:

Switch(config)# interface range vilan 1 - 20
Switch(config -if -range)# shutdown

The following example operate a list of linkagg interface:

Switch(config)# interface range agg 10 - 20
Switch(config -if -range)# shutdown

The following example operate a list of loopback interface:

Switch(config)# interface range loopback O - 5
Switch(config -if - range)# shutdown

Related Commands

None

3.1.8interface range createvlan
Command Purpose
Usethis command to create a list of vlan interface.

Command Syntax

interface range create vlan VLAN_RANGE

Parameter Parameter Description Parameter Value

VLAN_RANGE VLANID range VLANID range is 1-4094,
can be separate by

comma, dash

Command Mode

Global Configuration
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Default

None

Usage

None

Examples

The following example create vlan interface 10to 20:

Switch(config)# interface range create vlan 10 - 20
Switch(config -if - range)# shutdown

Related Commands

None

3.1.9jumboframe

Command Purpose

Usethis commandto enable jumbo frame. To disable jumbo frame, usethe no form

of this command.

Command Syntax

jumboframe enable

no jumboframe enable

Command Mode

Interface Configuration

Default

None
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Usage

Jumboframe is disabled by default. The max frame which can be transmitted is
1534 bytes. When enable jumboframe, the max frame can be 9600 bytes.

Examples

The following example enablesthe jumboframe:

Switch(config)# interface eth -0-1
Switch(config -ifj#  jumboframe enable

The following example disablesthe jumboframe:

Switch(config -ifj#  no jumboframe enable

Related Commands

None

3.1.10media-type

Command Purpose

Use the media-type interface configuration command to select a media type for an

interface. Use the no form of this command restore to the default value.

Command Syntax

media-type (auto-select | rj45 | sfp)

Parameter Parameter Description Parameter Value

auto-select Enable the switch to -
dynamically select the
type basedon which one

first links up

rj45 Select the R}45 interface | -
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sfp Select the small form- -
factor pluggable (SFP)

module interface

Command Mode

Interface Configuration

Default

Auto-select
Usage

By default, we use auto-select mode.
Examples

The following example showshow to configure the interface asa rj45 media:

Switch(config)# interface eth -0-1
Switch(config -if)j#  media-type 145

The following example showshow to restore to default value:

Switch(config -iff¥ no media - type
Related Commands

None

3.1.11unidirectional

Command Purpose

Use the unidirectional interface configuration command to enable/disable

unidirectional function.

Command Syntax

unidirectional ( enable | disable)
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Parameter Parameter Description Parameter Value
enable enable unidirectional -

function
disable disable unidirectional -

function

Command Mode

Interface Configuration

Default
disable unidirectional function

Usage
Enable unidirectional function will force enable the interface TXfunction and force
disable the interface RX function.
Only fiber port support the unidirectional function, and in 1000M speed mode,
duplex must be forced to full mode.

Examples

The following example showshow to enable unidirectional function:

Switch(config)# interface eth -0-1
Switch(config -ify#  unidirectional enable

The following example showshow to disable unidirectional function:

Switch(config -ifyj#  unidirectional disable

Related Commands

None
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3.1.12shutdown

Command Purpose

Use the shutdown interface configuration command to admin down an interface.

Use the no form of this command to admin up an interface.

Command Syntax

shutdown

no shutdown

Command Mode

Interface Configuration

Default

None
Usage

None
Examples

The following example showshow to shutdown a port:

Switch(config)# interface eth -0-1
Switch(config -ifj  shutdown

The following example showshow to admin up a port:

Switch(config -if)j# no shutdown

Related Commands

None
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3.1.13split interface

Command Purpose

Use the command to split physic port to 10G port. Use the no form of this

command to un-split the physic port.

Command Syntax

split interface IFNAME 10giga| 40giga)

no split interface

Parameter Parameter Description Parameter Value
IFNAME the physic port need to Support physical ports
split
10giga split physic port to four -
10G port
40giga split physic port to one -
10G port

Command Mode

Global Configuration

Default

None
Usage

Need save configuration and reboot to make command take effect
Examples

The following example showshow to split interface to four 10G port:
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Switch(config)#

Related Commands

None

3.1.14load-interval

Command Purpose

Usethe load-interval interface configuration command to specify the interval when
calculating speed of an interface. Use the no of this command to return the port to

its default value.

Command Syntax

split

interface

load-interval SECONDS

no load-interval

eth - 0- 1 10giga

Parameter

Parameter Description

Parameter Value

SECONDS

Load interval

5-600, unit:second

Command Mode

Interface Configuration

Default

300 seconds

Usage

Load-interval must be in increments of 5 second and its default value is 300 second.

Examples

This example showshow to set the load-interval on a port to 600 second:
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Switch(config)# interface eth -0-1
Switch(config -if)# load - interval 600

This example showshow to return the load-interval on a port to default value:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj# noload -interval

Related Commands

show interface

3.1.15vlan dotlq tag native

Command Purpose

Use the vlan dotlq tag native global configuration command to configure the edge
switch so that all packets going out an 802.1Q trunk, including the native VLAN.

Command Syntax

vlan dotlq tag native

no vlan dotlq tag native

Command Mode

Interface Configuration

Default
None

Usage
Use this command to enable tagging native. If enabled, the packet in native vlan
will be tagged with the native vlan. Otherwise, it will be untagged.

Examples

This example showshow to tag native for trunk port:
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Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)j# vlan dotlq tag native

This example showshow to disable tagging native for trunk port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)j# no vlan dotlq tag native

Related Commands

None

3.1.16show interface

Command Purpose

Usethis command to display the configurations and statistics on all interfaces or an

interface.

Command Syntax

show interface ( IFNAME )

Parameter Parameter Description Parameter Value

IFNAME The interface name eth:Physical interface
agg:Aggregationinterface
loopback:Loopback
interface

vlan:Vlan interface
tunnel:Tunnel interface

null:Null interface

Command Mode

Privileged EXEC

Default

None
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Usage

The OAMstatistics can only display when port is 10G mode.

Examples

This example shows how to display the configurations and statistics on the

interface eth -0-1:
Switch# show interface eth -0-1

Interface eth - 0-1
Interface current  state:  UP
Hardware is Ethernet, address is 001e.080a.5102 (bia 001e.080a.5102)
Bandwidth 1000000 kbits
Index 1, Metric 1 , Encapsulation ARPA
Speed - 1000Mb/s , Duplex - Full , Media type is 1000BASE_T_SFP
Link type is autonegotiation
Admin input flow -control is off, output flow -control is off
Oper input flow - control s off, output flow - control is off
The Maximum Frame Size is 1632 bytes
VRF binding: not bound
ARP timeout  01:00:00, ARP retry interval 1s
ARP Proxy is disabled, Local ARP Proxy is disabled
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 unicast, 0 broadcast, 0 multicast
0 runts, O giants, O input errors, 0 CRC
0 frame, O overrun, O pause input
24 packets output, 2160 bytes
Transmitted 0 unicast, 24 broadcast, 0 multicast
0 underruns, 0 output errors, 0 pause output
0 output discard

Related Commands

show interface status

3.1.17show interface status

Command Purpose

Use this command to display the brief information on all Ethernet and link

aggregation interfaces.
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Command Syntax

show interface ( IFNAME ) status

Parameter

Parameter Description Parameter Value

IFNAME

The interface name Support aggregation and

physical ports

Command Mode

Default

Usage

Examples

Privileged EXEC

None

This command will not showVLANand tunnel i nt e r infarma&icend

This example shows how to display the brief information on all Ethernet and LAG

interfaces:

Switch# show interface

status

Port Status Duplex Speed Mode Type Description
eth -0-1 down a- full a- 1000 ACCESS 1000BASE_T
eth -0-2 down a- full a- 1000 ACCESS 1000BASE_T
eth -0-3 admin down auto auto ACCESS 1000BASE_T
eth -0-4 admin down auto auto ACCESS 1000BASE_T
eth -0-5 up a- full a- 1000 routed 1000BASE_T
eth -0-6 up a- full a- 100 ACCESS 1000BASE_T
eth -0-7 admin down auto auto ACCESS 1000BASE_T
eth -0-8 admin down auto auto ACCESS 1000BASE_T
eth -0-9 down a- full a- 1000 ACCESS 1000BASE_T
eth - 0- 10 down a- full a- 1000 ACCESS 1000BASE_T
eth -0-11 admin down auto auto ACCESS 1000BASE_T
eth - 0- 12 admin down auto auto ACCESS 1000BASE_T
eth - 0- 13 admin down auto auto ACCESS 1000BASE_T
eth -0-14 admin down auto auto ACCESS 1000BASE_T
eth - 0-15 admin down auto auto ACCESS 1000BASE_T
eth - 0- 16 admin down auto auto ACCESS 1000BASE_T
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eth - 0- 17 admin
eth - 0- 18 admin
eth - 0- 19 admin
eth - 0- 20 admin

Related Commands

None

3.1.18show interface summary

Command Purpose

down auto
down auto
down auto
down auto

auto ACCESS 1000BASE_T
auto ACCESS 1000BASE_T
auto ACCESS 1000BASE_T
auto ACCESS 1000BASE_T

Usethis command to display the summary on all interfaces or an interface.

Command Syntax

show interface ( IFNAMHE ) summary

Parameter

Parameter Description

Parameter Value

IFNAME

The interface name

Support all interface types

Command Mode

Privileged EXEC

This command will display the summary on all interfaces or an interface in the

Default

None
Usage

form of list.
Examples

This example showshow to display the summary on the interface eth-0-1:

Switch# show interface

eth - 0-1 summary
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RXBS: rx ra te (bits/sec) RXPS: rx rate (pkts/sec)

TXBS: tx ra te (bits/sec) TXPS: tx rate (pkts/sec)
Interface Link  RXBS RXPS TXBS TXPS
eth -0-1 DOWN 0 0 0 0

Related Commands

show interface

3.1.19show ip interface

Command Purpose

Usethis command to show layer3 interface information.

Command Syntax

showip interface ( IFNAME )

show ip interface brief

Parameter Parameter Description

Parameter Value

IFNAME The interface name, can

be eth, vlan or agg

Support all interface types

Command Mode

Privileged EXEC

Default

None

Usage

None
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Examples

This example showsthe vlan interface information:

Switch# show interface vlan10

Interface vlan10
Interface current  state:  DOWN
Hardware is VLAN, address is 8633.d260.6500 (bia 8633.d260.6500)
Bandwidth 1000000 kbits
Index 4098 , Metric 1 , Encapsulation ARPA
The maximum transmit  unit (MTU) is 1500 bytes
VRF binding: not bound
Label switching is disabled
No virtual circuit configured
VRRPmaster of : VRRPis not configured on this interface
ARP timeout  01:00:00, ARP retry interval 1s

Related Commands

None

3.1.20switchport

Command Purpose

Use this command to configure a port to a bridge (layer 2) or routing (layer 3)

mode.

Command Syntax

switchport

no switchport

Command Mode

Interface Configuration

Default

Switchport
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Usage

When using this command to change the mode of a port, all bridge or routing
configurations of this port will be cleared and not restored. By default, the port is a

switchport.

Examples

This example showshow to configure a port to bridge mode:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ify#  switchport

This example showshow to configure a port to routing mode:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  no switchport

Related Commands

None

3.1.21switchport accessallowed

Command Purpose

Use this command to configure whether the specified VLAN flow can pass this

access port.

Command Syntax

switchport accessallowed vlan (add, remove ) VLAN_ID

Parameter Parameter Description Parameter Value

add Allow the traffic from the | -
vlan to pass the access

port
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remove Not allow the traffic from -
the vlan to passthe access

port

VLAN_ID Vlan list connected with &| 1-4094
dand 6 , for,example, 0 1
10,15,20,30-4 0 6

Command Mode

Interface Configuration

Default
1

Usage
This command is used to allow the traffic from the specific VLAN to pass the access
port.

Examples

This example showshow to configure the specified VLANflow passthrough the port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  switchport access allowed vlan add 10

This example showshow to allow the traffic from the vlanll to passthe port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)#  switchport access allowed vlan add 11

This example showshow to refuse the traffic from the vlan12 to passthe port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)#  switchport access allowed vlan remove 12

Related Commands

switchport trunk allowed vlan (add vid, remove vid| all | none)
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3.1.22switchport accessvlan

Command Purpose

Usethis command to set the default VLANfor accessport.

Command Syntax

switchport accessvlan VLAN_ID

no switchport accessvlan

Parameter Parameter Description Parameter Value

VLAN_ID Vlan id 2-4094

Command Mode

Default

Usage

Examples

Interface Configuration

The port should be an access port by switchport mode access command before add

to vlan by this command.

This example showshow to configure the accessport to add to default vlan 10:

Switch# configure terminal

Switch(config)# interface eth -0-1
Switch(config -if)#  switchport mode access
Switch(config -if)#  switchport access vlan 10

This example showshow to configure the accessport to restore to default vian 1:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)j# no switchport access vian
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Related Commands

switchport trunk native

3.1.23switchport mode access

Command Purpose

Usethis command to configure the port work in accessmode.

Command Syntax

switchport mode access

Command Mode

Interface Configuration

Default
AccessPort

Usage
The access mode is usuallyused to connect the port to a terminal device, such as a
PC.
When the mode is changed, both the MACIlearnt dynamically and configured
statically on the port will be cleared.

Examples

This example showshow to set the switchport mode to access:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)#  switchport mode access

Related Commands

switchport mode trunk
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3.1.24switchport mode trunk

Command Purpose

Usethis command to configure the port work in trunk mode.

Command Syntax

switchport mode trunk

Command Mode

Interface Configuration

Default
AccessPort
Usage
The trunk mode is usually usedto connect the port with other switch.
The trunk mode is can also usedto connect the port with host device.
When the mode is changed, both the MACIlearnt dynamically and configured
statically on the port will be cleared.
Examples

This example showshow to return the port to default vlan 1:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)#  switchport mode trunk

Related Commands

switchport mode access
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3.1.25switchport mode dotlg-tunnel

Command Purpose

Usethis command to configure the port as QINQport.

Command Syntax

switchport mode dot1g-tunnel

Command Mode

Interface Configuration

Default

AccessPort
Usage

When port mode changed, all the dynamic FDBwill be cleared.
Examples

This example showshow to configure the port to QINQmode:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj  switchport mode dotlg - tunnel

Related Commands

switchport mode trunk

3.1.26switchport trunk allowed

Command Purpose

Use this command to configure whether the specified VLAN flow can pass this trunk

port.
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Command Syntax

switchport trunk allowed vian ( add VLAN_ID| remove VLAN_ID| all | none)

Parameter Parameter Description Parameter Value

add VLAN_ID allow the traffic from the 1-4094
specified vlan to transmit
the trunk port. Vlan list
connected with 8-6and 6 ,
for exampl e,
10,15,20,30-4 0 6

remove VLAN_ID do not allow the traffic 1-4094
from the specified vlan to
transmit the trunk port.
Vlan list connected with &
dand 6 , for,example, 0 1
10,15,20,30-4 0 6

all allow the traffic from all -
the vlan to transmit the

trunk port

none do not allow the traffic -
from all the vlan to

transmit the trunk port

Command Mode

Interface Configuration

Default

Usage

This command is used to allow traffic from specified VLANto transmit the trunk

port.
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Examples

This example showshow to configure the specified VLANflow passthrough the port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)#  switchport trunk allowed vlan add 10

This example shows how to refuse traffic fromthe specified VLAN to transmit the

trunk port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)#  switchport trunk allowed vlan remove 11,12

This example showshow to allow traffic from all vlan to transmit the trunk port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)#  switchport trunk allowed vilan all

This example showshow to refuse traffic from all vlan to transmit the trunk port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  switchport trunk allowed vlan none

Related Commands

switchport accessallowed vlan (add, remove) vid

3.1.27switchport trunk native vlan

Command Purpose

Usethis command to set the default VLANfor trunk port.

Command Syntax

switchport trunk native vlan VLAN_ID

no switchport trunk native vian

Parameter Parameter Description Parameter Value

VLAN_ID Vlan id 2-4094
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Command Mode

Interface Configuration

Default
1

Usage
The port should be a trunk port by switchport mode trunk command before add to
vlan by this command.

Examples

This example showshow to configure default vian 10 for trunk port:

Switch# configure terminal

Switch(config)# interface eth -0-1
Switch(config -if)#  switchport mode trunk
Switch(config -if)#  switchport trunk native vlan 10

This example showshow to configure the trunk port to restore to default vlan 1:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)j# no switchport trunk native vlan

Related Commands

switchport accessvlan vid

3.1.28switchport port-bridge enable

Command Purpose

Use this command to enable port-bridge, allow homologous and homologous

translate.

Command Syntax

switchport port-bridge enable
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no switchport port-bridge enable

Command Mode

Interface Configuration

Default

None
Usage

None
Examples

This example showshow to enable port-bridge:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ify#  switchport port - bridge  enable

Related Commands

port-bridge enable

3.1.29port-bridge enable

Command Purpose

Usethis command to enable port-bridge suppoort multicast and broadcast.

Command Syntax

port-bridge enable

no port-bridge enable

Command Mode

Global Configuration
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Default

None

Usage

None

Examples

This example showshow to enable port-bridge support multicast and broadcast:

Switch# configure terminal
Switch(config)# port - bridge enable

Related Commands

switchport port-bridge enable

3.1.30port -xconnect

Command Purpose

Use this command to set port cross connect destination interface.Use the no form

of this command remove destination interface.

Command Syntax

port-xconnect destination -interface ( IFPHYSICAL IFAGG)

no port-xconnect destination -interface

Parameter Parameter Description Parameter Value
IFPHYSICAL Physical port N/A
IFAGG Aggregate port -

Command Mode

Interface Configuration

263



Default

Usage

Examples

None

None

This example shows how to set eth-0-1 port-xconnect destination interface to eth -
0-2:

Switch# configure  terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface eth -0-1
Switch(config -ifjf  port -xconnect destination - interface eth -0-2

Related Commands

None

3.1.31carrier up-hold -time interval

Command Purpose

Use this command to set port up hold time.Use the no form of this command

remove port up hold time.

Command Syntax

carrier up-hold-time interval TIME

no carrier up-hold-time interval

Parameter Parameter Description Parameter Value
TIME up hold time 0-3600000,unit is
millisecond
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Command Mode

Interface Configuration

Default

0
Usage

None
Examples

This example showshow to set 300msfor eth-0-1 up hold time:

Switch(config)# interface eth -0-1

Switch(config -ifyj# carrierup  -hold -time interval 300

Related Commands

None

3.1.32carrier down -hold -time interval

Command Purpose

Use this command to set port down hold time.Use the no form of this command

remove port down hold time.

Command Syntax

carrier down-hold-time interval TIME

no carrier down-hold-time interval

Parameter Parameter Description

Parameter Value

TIME down hold time

0-3600000,unit is

millisecond
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Command Mode

Interface Configuration

Default

0
Usage

None
Examples

This example showshow to set 300msfor eth-0-1 down hold time:

Switch(config)# interface eth -0-1
Switch(config -ifyj#  carrierdown -hold -time interval 300

Related Commands

None

3.1.33mtu

Command Purpose

Usethis commandto configure the maximum transmit unit for this interface.

Command Syntax

mtu VALUE
Parameter Parameter Description Parameter Value
VALUE MTU 68-9216

Command Mode

Interface Configuration
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Default

1500

Usage

This command is only allowed to be usedin layer3 interface.

Examples

This example showshow to configure MTU1600for VLANiInterface 10:

Switch# configure terminal
Switch(config)# interface vlan10
Switch(config - if)##mtu 1600

Related Commands

None

3.1.34wavelength freq

Command Purpose

Use this command to configure the wavelength of tunable fiber used on this
interface.Use the no form of this command restore to the default value.Each
wavelength corresponds to a fixed frequency and the command sets the wavelength

by configuring the frequency.

Command Syntax

wavelength freq FREQ

no wavelength freq

Parameter Parameter Description Parameter Value

FREQ fiber frequency 1911019615,stepis 5

Command Mode

Interface Configuration
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Default

19340

Usage
The configurations of this command only effective when the tunable fiber is
inserted on this interface.

Examples

This example showshow to configure wavelength freq 19120for interface 10:

Switch# configure terminal
Switch(config)# interface
Switch(config - ifffwavelength

eth - 0- 10
fre@ 19120

Related Commands

None

3.1.35fec

Command Purpose

Use this command to set fec function for a port. And use the no form of this

command to unset fec function for a port.

Command Syntax

fec (none| baser| rs)

no fec
Parameter Parameter Description Parameter Value
none fec none -
baser fec baser -
rs fec rs -
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Command Mode

Interface Configuration

Default

no fec
Usage

FECis support on 10G/40G/25G/50G/100G physical interface
Examples

The following example showshow to enable fec rs function for a port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if -eth -0-1)# fec rs

The following example showshow to disable fec function for a port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if -eth -0-1)# fec none

The following example showshow to set default fec function for a port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if -eth -0-1)# no fec

Related Commands

None

3.1.36mdi

Command Purpose

Use this command to set MDI crossover mode for ethernet port. And use the no

form of this command to unset MDI mode for ethernet port
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Command Syntax

mdi ( across| auto | normal )

no mdi
Parameter Parameter Description Parameter Value
auto automatic MDlcrossover | -
across Copper media forced to -
MDIX
normal Copper media forced to -
MDI

Command Mode

Default

Usage

Examples

Interface Configuration

auto

MDlis support on ethernet interface

The following example showshow to set automatic MDIcrossover:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if -eth -0-1)# mdi auto

The following example showshow to set MDIXmode:
Switch# configure terminal

Switch(config)# interface eth -0-1
Switch(config -if -eth -0-1)# mdi across

The following example showshow to set MDImode:

270



Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if -eth -0-1)# mdi normal

Related Commands

None

3.2Interface Errdisable Commands

3.2.1errdisable detect

Command Purpose

Use the interface errdisable detects configuration command to enable errdisable
detection. Use the no form of this command to disable errdisable detection.

Command Syntax

errdisable detect reason( link-flap | fdb-loop | udid )

no errdisable detect reason ( link-flap | fdb-loop | udld )

Parameter Parameter Description Parameter Value
link-flap Enabledetect Link flap -
error
fdb-loop Enable detect FDBerror -
udld Enable detect UDLDerror | -

Command Mode

Global Configuration

Default

link-flap Enable

fdb-loop Enable
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udld Enable

Usage

None

Examples

This example showshow to enable errdisable detect link flap:

Switch# configure  terminal
Switch(config)# errdisable detect reason link -flap

This example showshow to disable errdisable detect link flap:

Switch# configure  terminal
Switch(config)# no errdisable detect reason link -flap

Related Commands

show errdisable detect

3.2.2errdisable recovery interval

Command Purpose

Use this command to set the specified timer to recover from the errdisable state.

Use the no form of this command to restore to the default interval.

Command Syntax

errdisable recovery interval RANGE

no errdisable recovery interval

Parameter Parameter Description Parameter Value

RANGE Recoveryinterval range 30-86400, unit:second

Command Mode

Global Configuration
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Default

300 seconds

Usage
Default recovery interval is 300 seconds.The change of interval will not affect
already started errdisable recovery timer.If not enable errdisable recovery, the port
will not revoery automatic.

Examples

This example showshow to set errdisable recovery to 30 seconds:

Switch# configure  terminal
Switch(config)# errdisable recovery interval 30

This example showshow to set errdisable recovery to default values:

Switch# configure  terminal
Switch(config)# no errdisable recovery interval

Related Commands

errdisable recovery reason

show errdisable recovery

3.2.3errdisable fdb -loop count

Command Purpose

Use this command to set FDBloop check parameter. Use the no form of this

command to restore to the default count.

Command Syntax

errdisable fdb-loop count COUNT

no errdisable fdb-loop count

Parameter Parameter Description Parameter Value
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COUNT Setthe FDBIloop times, 3-50
default 10.

Command Mode

Global Configuration

Default

10
Usage

Period is 60s.
Examples

This example showshow to set count 5:

Switch# configure  terminal
Switch(config)# errdisable fdb -loop count 5

Related Commands

errdisable recovery reason
show errdisable recovery

show errdisable fdb -loop

3.2.4errdisable fdb -loop exclude-vian

Command Purpose

Usethis command to set FDBloop vlan white list. Use the no form of this command

to detect the specified vlan.

Command Syntax

errdisable fdb-loop exclude-vlan VLAN_LIST
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no errdisable fdb-loop exclude-vlan

Parameter Parameter Description Parameter Value
VLAN_LIST Setthe vlan list that not | Connectedwith & 6and
need FDBloop detect 6,06, for exa

10,15,20,30-4 0 6

Command Mode

Global Configuration

Default

None
Usage

None
Examples

This example showshow to set exclude-vlan 1,5-7:

Switch# configure  terminal
Switch(config)# errdisable fdb -loop exclude -vlan 15-7

Related Commands

show errdisable fdb-loop

3.2.5errdisable recovery reason

Command Purpose

Use this command to enable error disable detection for a specified cause or all

cause. Use the no form of this command to disable the error disable feature.
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Command Syntax

errdisable recovery reason ( all | bpduguard | bpduloop | port-security | link-flap |

link-monitor -failure | oam -remote -failure | udld | fdb

no errdisable recovery reason ( all | bpduguard | bpduloop | port
flap | link -monitor -failure | oam -remote-failure | udld | fdb

-loop | loopback -detection )

-security | link -
-loop | loopback -

detection )
Parameter Parameter Description Parameter Value
all Enabletimer to recover -
from all reason
bpduguard Enabletimer to recover -
from BPDU Guard error
disable state
bpduloop Enable timer to recover -

from BPDULoopbackerror
disable state

port-security

Enable timer to recover

from Port security failure

link -flap

Enabletimer to recover

from Link flap failure

link -monitor -failure

Enabletimer to recover
from link monitoring

failure

oam-remote -failure

Enabletimer to recover
from OAM detected

remote failure

from FDB loop failure

udid Enabletimer to recover -
from UDLD failure
fdb-loop Enabletimer to recover -
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loopback-detection Enable timer to recover -
from loopback detection

error disable state

Command Mode

Global Configuration

Default
Disabled

Usage
The change of reason will not affect those interfaces have already enter errdisable
state.

Examples

This example showshow to enable link flap errdisable recovery:

Switch# configure  terminal
Switch(config)# errdisable recovery reason link - flap

This example showshow to disable link flap errdisable recovery:

Switch# configure  terminal
Switch(config)# no errdisable recovery reason link -flap

Related Commands

errdisable recovery interval

show errdisable recovery

3.2.6errdisable flap

Command Purpose

Usethis command to set the parameters for link-flap error disable. Usethe no form

of this command to restore to default value.
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Command Syntax

errdisable flap reasonlink-flap COUNTSECONDS

no errdisable flap reasonlink-flap COUNTSECONDS

Parameter Parameter Description Parameter Value
link -flap Configure link flap -

conditions
COUNT Maxflap count 1-100, unit:times
SECONDS Flap count time in secondg 1-120, unit:second

Command Mode

Default

Usage

Examples

Global Configuration

count : 10, seconds:10

Only the link flap can be detected. <1 -100> is the threshold of flap count, and <1 -
120> is the count time in seconds for flap count. If the errdisable detect link flap is
enabled, will result in link flap errdisable, otherwise, will only print a message in

log.

This example showshow to set link flap conditions to 20 times in 60 seconds:

Switch# configure  terminal
Switch(config)# errdisable flap reason link -flap 20 60

This example showshow to disable link flap conditions to default:

Switch# configure  terminal
Switch(config)# no errdisable flap reason link - flap
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Related Commands

show errdisable flap

3.2.7show errdisable detect

Command Purpose

Usethis command to display the error disable detection reason.

Command Syntax

show errdisable detect

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This example showshow to display the error disable detection reason:

DUT1# show errdisable detect

ErrDisable Reason Detection  status
bpduguard Enabled
bpduloop Enabled
link - monitor - failure Enabled
oam remote - failure Enabled
port - security Enabled
link - flap Enabled
monitor - link Enabled
udld Disabled
fdb - loop Disabled
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loopback - detection Enabled
reload - delay Enabled

Related Commands

errdisable detect

3.2.8show errdisable recovery

Command Purpose

Usethis command to display the error disable recovery timer.

Command Syntax

show errdisable recovery

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This example showshow to display the error disable recovery:

Switch# show errdisable recovery

ErrDisable Reason Timer Status
bpduguard Disabled
bpduloop Disabled
link - monitor - failure Disabled
oam- remote - failure Disabled
port - security Disabled
link - flap Disabled
udld Disabled
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fdb - loop Disabled
loopback - detection Disabled

Timer interval: 300 seconds
Related Commands

errdisable recovery interval

errdisable recovery reason

3.2.9show errdisable flap

Command Purpose

Usethis commandto display error disable link flap parameters.

Command Syntax

show errdisable flap

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This example showshow to display the flap configuration:

Switch# show errdisable flap
ErrDisable  Reason Flaps Time (sec)
link - flap 10 10
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Related Commands

errdisable flap

3.2.10show errdisable fdb -loop

Command Purpose

Usethis command to display error disable fdb-loop parameters.

Command Syntax

show errdisable fdb-loop

Command Mode

Privileged EXEC

Default
None

Usage
When mac address migrates from one port to another port for 10 times in one minute,
this mac address is considered as flapping and switch would print a flapping log for
users. The log would be printed every 10 minutes.

Examples

This example showshow to display the fdb-loop configuration:

Switch# show errdisable fdb - loop

Errdisable FDB loop information

Exclude VLAN list o N/A
Detecting  count ;10
Detecting  period : 60s
Printing log period : 600s
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Related Commands

None

3.2.11errdisable fdb -loop trust

Command Purpose

Usethis command to set trust mode on interface™ and this interface would not be

set error disable by fdb -loop detection.

Usethe no form of this command to disable the error disable feature.

Command Syntax

errdisable fdb-loop trust

no errdisable fdb-loop trust

Command Mode

Interface Configuration

Default

None
Usage

None
Examples

This example showshow to set trust mode on interface for fdb flap:

DUT1(config)# interface eth -0-1
DUT1(config -if)j# errdisable fdb - loop trust

This example showshow to unset trust mode on interface for fdb flap:

DUT1(config)# interface eth -0-1
DUT1(config -if)}¥ no errdisable fdb - loop trust
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Related Commands

None

3.3MAC Address Table Commands

3.3.1mac-address-table aging-time

Command Purpose

Use the mac-address-table aging-time global configuration command on the switch

to set the length of time that a dynamic entry remains in the MAC address table after

the entry is used or updated. Use the no form of this command to return to the

default setting . The aging time applies to all VLANS.

Command Syntax

MAC_ADDRestble aging-time SECONDS

no MAC_ADDRestable aging-time

Parameter Parameter Description

Parameter Value

SECONDS Agingtime.

0 10-1000000,0 means
that MAC aging function
does not work

unit:second

Command Mode

Global Configuration

Default

The default is 300 seconds
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Usage

If packets are not received continuously, user can increase the aging time to make
the system recording the dynamic entries for a longer time. Increasingthe time can

reduce the possibility of flooding when the hosts send again.

Examples

This example showshow to set the agingtime to 200 secondsfor all VLANS:

Switch# configure  terminal
Switch(config)# mac - address -table aging -time 200

Related Commands

show mac addresstable aging-time

3.3.2mac-address-table hardware -learning

Command Purpose

Usethe mac-addresstable hardware-learning enable global configuration command
on the switch to study FDB without software. Use the no form of this command to

return to the default setting.

Command Syntax

MAC_ADDRestable hardware-learning enable

no MAC_ADDRestable hardware-learning enable

Command Mode

Global Configuration

Default

Disable
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Usage

Hardware learning is more faster than software learning.

Examples

This example showshow to enable hardware learning:

Switch# configure  terminal
Switch(config)# mac- address -table hardware - learning enable

Related Commands

None

3.3.3mac-address-table forward

Command Purpose

Use the mac-address-table forward global configuration command on the switch to
add static addresses to the MAC address table. Use the no form of this command to

remove static entries from the table.

Command Syntax

MAC_ADDRestble MAC_ADDRforward ( IFNAME| eps EPS_ID| remote-vtep
REMOTE_VTEP_IDsmart-link SMART_LINK_Ipvlan VLAN_ID

no MAC_ADDRestable MAC_ADDRorward ( IFNAME| eps EPS_IDj remote -vtep
REMOTE_VTEP_IDsmart-link SMART_LINK_Ipvlan VLAN_ID

Parameter Parameter Description Parameter Value
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MAC_ADDR

Destination MAC address
(unicast or multicast) to
add to the address table.
Packets with this
destination address
received in the specified
VLANare forwarded to the

specified interface

Mac address in
HHHH.HHHH.HHHHormat

IFNAME Interface to which the Valid interfaces include
received packet is physical ports and link
forwarded. aggregation ports

VLAN_ID Specify the VLAN for 1-4094
which the packet with the
specified MAC address is
received.

EPS_ID EPSprotection group. 1-2048

REMOTE_VTEP_ID Remote VTEP 1-65535

SMART_LINK_ID Smart-Link Group 1-16

Command Mode

Global Configuration

Default

None

Usage

The static addressentries which are added by this command are not aged.
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Examples

This example shows how to add the static address c2f3220a12f4 to the MAC address
table When a packet is received in VLAN 4 with this MAC address as its destination,

the packet is forwarded to the specified interface:

Switch# configure  terminal
Switch(config)# mac- address -table c¢2f3.220a.12f4 forward eth-0-1 vlan 4

Related Commands

show mac address-table

3.3.4mac-address-table discard

Command Purpose

Use the mac-addresstable discard global configuration command on the switch to
enable unicast MAC address filtering and to configure the switch to drop traffic ~ with
a specific source or destination MAC address. Use the no form of this command to

return to the default setting.

Command Syntax

MAC_ADDRestable MAC_ADDHliscard

no MAC_ADDRestble MAC_ADDRIiscard

Parameter Parameter Description Parameter Value

MAC_ADDR Source or Destination MA( -
address (unicast) to add to

the address filtering table

Command Mode

Global Configuration

Default

None
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Usage

Follow these guidelines when using this feature:

Multicast MAC addresses, broadcast MAC addresses, and router MAC addresses are
not supported. Packets that are forwarded to the CPU are also not supported.
Examples

This example shows how to enable unicast MAC address filtering and to configure the
switch to drop packets that have a source or destination address of c2f3220a12f4
When a packet is received with this MAC address as its source or destination, the

packet is dropped:

Switch# configure  terminal
Switch(config)# mac- address -table c2f3.220a.12f4 discard

Related Commands

mac-addresstable forward

3.3.5clear mac address-table

Command Purpose

Use the clear mac address-table privileged EXEC command on the switch to delete
all dynamic(or static, or multicast) addresses, or all dynamic(or static, or multicast)
addresses on a particular interface, or all dynamic(or static, or multicast)

addresses on a particular VLAN from the MAC address table.

Command Syntax

clear mac addresstable ( static | dynamic | multicast ) { address MAC_ADDR
interface IFNAME vlan VLAN_ID}

Parameter Parameter Description Parameter Value
dynamic Delete the dynamic MAC | -
address
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address

static Delete the static MAC -
address
multicast Delete the multicast MAC | -

addressMAC_ADDR

Delete the specified MAC
address

Mac address in
HHHH.HHHH.HHHHormat

interface IFNAME

Delete all MACaddresses
on the specified physical
port or link aggregation
port

Support
physical/aggregation ports

vlan VLAN_ID

Delete all MACaddresses
for the specified VLAN.

1-4094

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This example shows how to remove a specific MAC address from the dynamic

address table:

Switch# clear

Related Commands

show mac address-table

mac address - table

dynamic address 0008.0070.0007
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3.3.6port-bridge

Command Purpose

Use this command to support to forward packets with the src-mac and dset-mac

learned by the same port.

Command Syntax

switchport port-bridge enable

no switchport port-bridge enable

Command Mode

Interface Configuration

Default

None
Usage

None
Examples

This example showshow to enable port-bridge function:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjf  no switchport port - bridge enable

Related Commands

None
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3.3.7show mac address-table aging-time

Command Purpose

Use the show mac addresstable aging-time privileged EXECcommand to display

the aging time of all address table instances on all VLANS.

Command Syntax

show mac addresstable aging-time

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This is an example of output from the show mac addresstable aging-time command:

Switch# show mac address -table aging - time

MACaddress table aging time is 300 seconds

Related Commands

mac-addresstable aging-time
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3.3.8show mac address-table

Command Purpose

Usethe show mac addresstable privileged EXECcommand to display a specific MAC

addresstable static and dynamic entry or the MACaddresstable static and dynamic

entries on a specific interface or VLAN.

Command Syntax

show mac addresstable ( dynamic | static | multicast | ) ( address

interface IFNAME vlan VLAN_ID])

MAC_ADDR

address

Parameter Parameter Description Parameter Value
dynamic Displaythe dynamic MAC | -
address
static Displaythe static MAC -
address
multicast Displaythe multicast MAC| -

addressMAC_ADDR

Displaythe specified MAC

address

Mac address in
HHHH.HHHH.HHHHormat

interface IFNAME

Display all MACaddresses
on the specified physical
port or link aggregation

port

Support
physical/aggregation ports

vlan VLAN_ID

Display all MACaddresses
for the specified VLAN.

1-4094

Command Mode

Privileged EXEC
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Default

None

Usage

None

Examples

This is an example of output from the show mac addresstable command:

Switch# show mac address - table

Mac Address Table

@) - Security  Entry (M) - MLAG Entry

(MO) - MLAGOutput Entry (MI) - MLAG Input Entry
Vian Mac Address Type Ports

1 0000.0000.0001 static eth - 0-2

1 0000.0001.0003 static(*) eth -0-1

1 0000.0001.0002 static(*) eth -0-1

2 26fc.72e5.0100 dynamic(*) eth -0-9
1 0100.0000.0001 static eth -0-2

Related Commands

mac-addresstable

3.3.9show mac address-table hardware

Command Purpose

Use the show mac addresstable hardware privileged EXEC command to display a
specific MACaddresstable static and dynamic entry or the MAC addresstable static

and dynamic entries on a specific interface or VLAN in hardware.

Command Syntax

show mac addresstable hardware ( dynamic | static | ) ( address MAC_ADDR
interface IFNAME| vlan VLAN_ID|)
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Parameter

Parameter Description

Parameter Value

address

dynamic Displaythe dynamic MAC | -
address
static Displaythe static MAC -

addressMAC_ADDR

Displaythe specified MAC

address

Mac address in
HHHH.HHHH.HHHHormat

interface IFNAME

Display all MACaddresses
on the specified physical
port or link aggregation
port

Support
physical/aggregation ports

vlan VLAN_ID

Display all MACaddresses
for the specified VLAN.

1-4094

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This is an example of output from the show mac addresstable hardware command:

Switch# show mac address -table hardware
Mac Address Table
*) - Security  Entry - MLAG Entry

(MO) - MLAGOutput Entry

Vian Mac Address

- MLAGInput Entry

Type Ports




1 0000.0000.0001 static eth - 0-2
1 0000.0001.0003 static(*) eth -0-1

1 0000.0001.0002 static(*) eth -0-1

2 26fc.72e5.0100 dynamic(*) eth -0-9
1 0100.0000.0001 static eth - 0-2

Related Commands

mac-address-table

3.3.10show mac address-table count

Command Purpose

Use the show mac addresstable count privileged EXECcommand to display the
number of addresses present in all VLANSs.

Command Syntax

show mac address-table count

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This is an example of output from the show mac addresstable count command:

Switch# show mac address -table count

Dynamic Address Count : 1 (Security: 0)
Static Address Count : 1 (Security: 0)
Total Mac Addresses : 2 (Security: 0)
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Related Commands

show mac address-table

3.3.11show mac address-table hardware count

Command Purpose

Use the show mac addresstable count privileged EXECcommand to display the

number of addresses present in all VLANSs in hardware.

Command Syntax

show mac addresstable hardware count

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This is an example of output from the show mac addresstable hardware count

command:

Switch# show mac addr 3ss-table hardware count

MACaddress count in hardware table:

(Include MAC security entry)

Dynamic Address Count : 0
Static Address Count 0
Total Mac Addresses : 0
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Related Commands

show mac addresstable hardware

3.3.12show mac address-table add-fdb -falil

Command Purpose

Use the show mac addresstable add -fdb-fail privileged EXEC command to display

all failed static FDB entries when adding FDB table in chip for hash conflict.

Command Syntax

show mac address-table add-fdb-fail

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This is an example of output from the show mac addresstable add-fdb-fail

command:

Switch# show mac address -table add- fdb - fail

Vian Mac Address Type Ports
1 0000.0000.0001 static eth -0-1
1 0000.0000.0002 static eth -0-2

Related Commands

show mac address-table
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3.3.13show mac-filter address-table

Command Purpose

Use the show mac-filter addresstable privileged EXECcommand to display the

number of filter addresses presentin all VLANS.

Command Syntax

showmac-filter address-table

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This is an example of output from the show mac-filter addresstable command:

Switch# show mac- filter address - table

MACFilter Address Table

Current  count . 0
Max count . 128
Left count . 128

Filter address list :

Related Commands

show mac address-table
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3.3.14show resource mac-filter

Command Purpose

Usethis command to display the resource statistic used by mac-filter.

Command Syntax

show resource mac-filter

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is sample output from the show resource mac-filter command:

Switch# show resource mac- filter

MACFILTER
Resource Used Capability
Blackhole =~ MACAddresses 0 128

Related Commands

show resource static -fdb
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3.3.15show resource static-fdb

Command Purpose

Usethis command to display the resource statistic used by static FDB.

Command Syntax

show resource static -fdb

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is sample output from the show resource static -fdb command:

Switch# show resource static - fdb

STATIC- FDB
Resource Used Capability
Static  FDB 0 1024

Related Commands

show resource mac-filter
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3.4VLAN Commands

3.4.1vlan database

Command Purpose

Usethis commandto enter VLANconfigure mode.

Command Syntax

vlan database

Command Mode

Global Configuration

Default
None

Usage
When you try to create or remove VLAN, you must use this command to enter VLAN
configure mode first. To exit VLAN configure mode, use exit command.

Examples

This example showshow to enter VLANconfigure mode:

Switch# configure terminal
Switch(config)# vlan database
Switch(config - vian)#

This example showshow to exit VLANconfigure mode:

Switch# configure terminal

Switch(config)# vlan database
Switch(config - vlan)# exit
Switch(config)#

302



Related Commands
exit

3.4.2vlan

Command Purpose

Use the vlan VLAN configuration command to configure VLAN characteristics for a
VLAN in the VLAN database. Use the no form of this command to delete a VLAN.

Command Syntax

vlan VLAN_ID( name NAME| ) ( state ( enable | disable) | )

no vian VLAN_ID

Parameter Parameter Description Parameter Value
VLAN_ID Vlan id 1-4094
NAME the name for specific Astring with no more than
vlan, 31 characters
enable set the operational state | -
of the VLAN to enable,
and it is enabled by
default
disable set the operational state | -
of the VLAN to disable

Command Mode

VLANConfiguration

Default

VLANL1 is the default VLANand all ports have been added to it by default.
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Usage

Default VLAN1 can not be removed.

Examples

This example showshow to create VLAN11andnhamedittoo vl an1106:

Switch# configure terminal
Switch(config)# vlan database
Switch(config -vlan)# vlan 11 name vlanll state enable

This example showshow to remove VLAN11:

Switch# configure terminal
Switch(config)# vlan database
Switch(config -vlan)# no vian 11

Related Commands

vlan VLAN_LIST
show vlan vlan

show vlan all

3.4.3vlan port

Command Purpose

Use the vlan VLAN configuration command to add VLAN to port. Use the no form of

this command to remove VLAN from port.

Command Syntax

vlan VLAN_IDport slot SLOT_IDport PORT_ID

no vlan VLAN_IDport slot SLOT_IDport PORT_ID

Parameter Parameter Description Parameter Value
VLAN_ID Vianid 1-4094
SLOT_ID The slot id of the port -
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PORT_ID The port id of the port -

Command Mode

VLANConfiguration
Default

None
Usage

None
Examples

This example showshow to add VLAN11 to eth-0-4:

Switch# configure terminal
Switch(config)# vlan database
Switch(config -vlan)# vlan 11 port slot 0 port 4

Related Commands

vlan VLAN_LIST

3.4.4vlan VLAN_LIST

Command Purpose

Usethe vlan VLAN_LISTonfiguration command to add a normal-range VLANSsto the
VLAN database.

Command Syntax

vlan VLAN_LIST

no vlan VLAN_LIST

Parameter Parameter Description Parameter Value
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VLAN_LIST vlan list vlan list connected with &
dand 6 , for,example, 0 1
10,15,20,30-4 0 6

Command Mode

VLANCo onfiguration
Default
Vlan 1 is the default vlan and all ports have been added to it by default.
Usage
The vlian |list shoulddndedb¢codnnebeedalvuiehsboul
of <1-4094> and should beascending order.
Default VLAN1 can not be removed.
Examples

This example showshow to addvlansof 6 1 00, 2 84,0330 0

Switch# configure terminal
Switch(config)# vlan database
Switch(config -vian)# vlan 100,200,300 - 400

This example showshow to remove vlansof 6 1 0 0, 2 &4®,030 0

Switch# configure terminal
Switch(config)# vlan database
Switch(config -vlan)# no vlan 100,200,300 - 400

Related Commands

vlan <1-4094>
showvlan vlan

show vlan all
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3.4.5show vlan
Command Purpose
Usethis command to display specific vlan information.

Command Syntax

show vlan VLAN_ID

Parameter Parameter Description Parameter Value

VLAN_ID Vlan id 1-4094

Command Mode

Privileged EXEC

Default
None

Usage
This command is used to display VLANproperty including name, state, stp id, DSCP,
member ports.

Examples

This example showshow to display the information on VLAN11:
Switch# show vian 11
VLAN ID Name State STP ID Member ports

(u) -Untagged, (t) - Tagged

11 VLANOO11 ACTIVE 0 eth - 0-3(u) eth - 0- 4(t)
Related Commands

show vlan all
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3.4.6show vlan all

Command Purpose

Usethis command to show the information of all the VLAN.

Command Syntax

show vlan all

Command Mode

Privileged EXEC

Default
None

Usage
This command is used to display all VLAN property including name, state, stp id,
DSCP, member ports.

Examples

This example showshow to display the information on VLANall:

Switch# show vian all
VLAN ID Name State STP ID Member ports

(u) -Untagged, (t) - Tagged

1 default ACTIVE 0 eth -0-1(u) eth - 0- 2(u)
eth -0-4(t) eth - 0- 5(u)
11 VLAN0011 ACTIVE 0 eth - 0-3(u) eth - 0- 4(Y)

Related Commands

show vlan vlan
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3.4.7show vlan brief

Command Purpose

Usethis command to show the brief information on VLAN.

Command Syntax

show vlan brief

Command Mode

Privileged EXEC

Default
None

Usage
This command is used to display all VLAN information for all bridges, including
static and dynamic.

Examples

This example showshow to display the brief information on VLAN:

Switch# show vlan brief

VLAN ID Name State STP ID Member ports
(u) -Untagged, (t) - Tagged

1 default ACTIVE 0 eth -0-1(u) eth - 0- 2(u)
eth - 0-4(u) eth - 0- 5(u)
10 VLANO010 ACTIVE 0 eth - 0- 3(u)

Related Commands

show vlan vlan
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3.4.8show interface switchport

Command Purpose

Use this command to show the vlan configurations on all bridge ports or a bridge

port.

Command Syntax

show interface switchport { interface IFNAME }

Parameter Parameter Description Parameter Value

IFNAME Interface name Support aggregation and
physical ports

Command Mode

Privileged EXEC

Default

None
Usage

This command is used to display one or all V L A NLB cenfigurations.
Examples

This example shows how to display the vlan configurations on all bridge ports or a

bridge port:

Switch# show interface switchport interface eth -0-1

Interface name : eth-0-1

Switchport  mode . access

Ingress filter : enable

Acceptable frame types : vlan -untagged only
Default Vlan 01

Configured  Vlans 1
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Interface name

Switchport  mode

Ingress filter

Acceptable frame types
Default Vlan 01
Configured  Vlans 1

Related Commands

switchport mode access

switchport mode trunk

3.4.9switchport accessallowed

Command Purpose

: eth-0-2
: access
: enable
: vlan -untagged only

Usethis command to allow or remove the accessport to the specifid vlan

Command Syntax

switchport accessallowed vlan (add, remove ) VLAN_ID_LIST

Parameter Parameter Description Parameter Value
add add the port to the -
specified vlan
remove remove the port from the | -
specified vlan
VLAN_ID_LIST vlan list Connected with &-6and
6,06, for exa
10,15,20,30-4 0 6

Command Mode

Interface Configuration

None
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Usage

This command usedto allow or forbid the port transmit in specified vlan.

Examples

This example showshow to add the accessport to vianl1l:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  switchport access allowed vlan add 11

This example showshow to remove the accessport to vlianl2:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)#  switchport access allowed vlan remove 12

Related Commands

switchport trunk allowed

3.4.10switchport accessvlan

Command Purpose

Use this command to add port to a specified.Use the no form of this command to

add port to vianl.

Command Syntax

switchport accessvlan VLAN_ID

no switchport accessvlan

Parameter Parameter Description Parameter Value

VLAN_ID Vlan id 2-4094

Command Mode

Interface Configuration
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Default

All ports are default in vian 1

Usage

Used the switchport mode access command to switch the port to access mode

before use this command.

Examples

This example showshow to add the accessport to vianl1.:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)#  switchport access vilan 11

This example showshow to revert the port to vianl:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)j# no switchport access vian

Related Commands

switchport mode access

3.4.11switchport mode access

Command Purpose

Usethis command to swith port to accessmode.

Command Syntax

switchport mode access

Command Mode

Interface Configuration
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Default

None

Usage

Access mode used to connect terminal, e.g:PC.The FDB on the port will be cleared
when switch the port mode.

Examples

This example showshow to set the port to accessmode:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)j#  switchport mode access

Related Commands

switchport mode trunk

3.4.12switchport mode trunk

Command Purpose

Usethis command to swith port to trunk mode.

Command Syntax

switchport mode trunk

Command Mode

Interface Configuration

Default

None
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Usage

Trunk mode used to connect swith device or terminal.The FDB on the port will be

cleared when switch the port mode.

Examples

This example showshow to set the port to trunk mode:

Switch# configure terminal
Switch(config)# interface eth
switchport

Switch(config - if#

Related Commands

switchport mode access

3.4.13switchport trunk allowed

Command Purpose

-0-1
mode trunk

Usethis command to allow or remove the trunk port to the specifid vlan

Command Syntax

switchport trunk allowed vlan (add VLAN_ID_LIST remove VLAN_ID_LISTall |

none)

no switchport trunk

Parameter Parameter Description Parameter Value
VLAN_ID_LIST vlan list Connected with 6-6and
6,06, for exa
10,15,20,30-4 0 6
add add the port to the -
specified vlan
remove remove the port from the | -
specified vlan
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all add the port to all vlans -

none remove the port from all | -

vlans

Command Mode

Interface Configuration

Default

None
Usage

This command used to allow or forbid the port transmit in specified vlan.
Examples

This example showshow to add the port in vlan11,12:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)#  switchport trunk allowed vlan add 11,12

This example showshow to remove the port from vian11,12:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)#  switchport trunk allowed vlan remove 11,12

This example showshow to allow the port transmit in all vian:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  switchport trunk allowed vlan all

This example showshow to forbid the port transmit in all vian:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)#  switchport trunk allowed vlan none

Related Commands

switchport accessallowed
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3.4.14switchport trunk native

Command Purpose

Usethis command to configure the default VLANfor this trunk port.

Command Syntax

switchport trunk native vlan VLAN_ID

no switchport trunk native vian

Parameter Parameter Description Parameter Value

VLAN_ID An existing Vlan id 2-4094

Command Mode

Default

Usage

Examples

Interface Configuration

vlan 1

This command is used to set the native VLANfor sending and receiving untagged

traffic.

This example showshow to set the native vlan to vlan 10 on the interface:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)#  switchport trunk native vlan 10

This example showshow to return the native vlan to default on the interface:
Switch# configure terminal

Switch(config)# interface eth -0-1
Switch(config -if)j# no switchport trunk native vlan
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Related Commands

switchport trunk allowed

3.4.15switchport trunk unatgged vian

Command Purpose

Usethis command to strip the packets vlan tag out of this port.

Command Syntax

switchport trunk untagged vlan VLAN_ID_LIST

no switchport trunk untagged vlan VLAN_ID_LIST

Parameter

Parameter Description

Parameter Value

VLAN_ID_LIST

vlan list

Connected with 6-6and

o, 0,
10,15,20,30-4 0 6

for exa

Command Mode

Default

Usage

Examples

Interface Configuration

None

None

This example showshow to allocate the needing strip vlan tag on the interface.:

Switch# configure terminal
Switch(config)# interface
Switch(config -if)#  switchport

eth -0-1
trunk untagged vlan 1-2

318




Related Commands

None

3.4.16vlan bridge disable

Command Purpose

Usethis command to disable bridge function on specific VLAN.To enable it, usethe

no form of this command.

Command Syntax

vlan VLAN_IDbridge disable

no vlan vlan bridge disable

Parameter Parameter Description Parameter Value

VLAN_ID Vlan id 1-4094

Command Mode

VLANConfiguration
Default

Vlan bridge enable
Usage

None
Examples

This example showshow to disable bridge function on VLANZ2:

Switch# configure terminal
Switch(config)# vlan database
Switch(config -vlan)# vlan 10 bridge disable

This example showshow to enable bridge function on VLAN2:
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Switch# configure terminal
Switch(config)# vlan database
Switch(config -vlan)# no vlan 10 bridge disable

Related Commands

None

3.4.17vlan statistics enable

Command Purpose

Usethis command to enable the statistics of VLAN.

To disable the statistics, usethe noform of this command.

Command Syntax

vlan VLAN_IDstatistics enable

no vlan VLAN_ IDstatistics enable

Parameter Parameter Description Parameter Value

VLAN_ID An existing Vlanid 1-4094

Command Mode

VLANConfiguration
Default

inactive
Usage

none
Examples

This example showshow to enable the statistics of vlan 2:
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Switch# configure terminal
Switch(config)# vlan database
Switch(config -vlan)# vlan 2 statistics enable

This example showshow to disable the statistics of vlan 2:

Switch# configure terminal
Switch(config)# vlan database
Switch(config -vlan)#no vlan 2 statistics enable

Related Commands

vlan statistics interval

clear vlan statistics

showvlan vlan statistics

3.4.18vlan statistics interval

Command Purpose

Usethis commandto set sample interval.

Torestore to default value, usethe no form of this command.

Command Syntax

vlan statistics interval VALUE

no vlan statistics intval

Parameter Parameter Description Parameter Value

VALUE Sampleinterval 5-600, unit:second

Command Mode

VLANConfiguration

10s
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Usage

none

Examples

This example showshow to set sample interval:

Switch# configure terminal
Switch(config)# vlan database
Switch(config -vlan)# vlan statistics interval 20

Related Commands

vlan statistics enable
clear vlan statistics

showvlan vlan statistics

3.4.19clear vlan statistics
Command Purpose
Usethis command to clear statistics information.

Command Syntax

clear vlan VLAN_IDstatistics

Parameter Parameter Description

Parameter Value

VLAN_ID An existing Vlanid

1-4094

Command Mode

Privileged EXEC

Default

none
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Usage

none

Examples

This example showshow to clear vlan statistics:

Switch# clear vlan 2 statistics

Related Commands

vlan statistics enable
vlan statistics interval

showvlan vlan statistics

3.4.20show vlan statistics
Command Purpose
Usethis command to show statistics information.

Command Syntax

show vlan VLAN_ IDstatistics

Parameter Parameter Description

Parameter Value

VLAN_ID An existing Vlanid

1-4094

Command Mode

Privileged EXEC

Default

none
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Usage

none

Examples

This example showshow to show vlan statistics:

Switch# show vlan 2 statistics

VLAN: 2

Item Packets
Inbound: 3654365
Outbound: 3654365

Related Commands

vlan statistics enable

vlan statistics interval

3.4.21show resource vlan -stats

Command Purpose

Usethis commandto showthe resource statistic used by vlan statistics.

Command Syntax

show resource vlan-stats

Command Mode

Privileged EXEC

Default

none
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Usage

none

Examples
This example showshow to show resource used by vlan statistics:

Switch# show resource vlan - stats

VLAN STATS
Resource Used Capability
Applied VLAN Stats Entry 1 128

Related Commands

vlan statistics enable

3.5Voice VLAN Commands
3.5.1voice vian

Command Purpose

Usethis command to specific VLANas VOICEVLAN.

Command Syntax

voice vlan VLAN_ID

no voice vian

Parameter Parameter Description Parameter Value

VLAN_ID Vlan id 2-4094

Command Mode

Global Configuration
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Default

Voice VLANIs disable

Usage

This command is enabled VOICEVLAN.

Examples

This example showshow to enable VLAN2 as VOICEVLAN:

Switch# configure terminal
Switch(config)# voice vlan 2

Related Commands

None

3.5.2voice vlan security enable

Command Purpose

Usethis commandto enable VOICEVLANSsecurity.

Command Syntax

voice vlan security enable

no voice vlan security enable

Command Mode

Global Configuration

Default

By default the mode is security.
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Usage

If the security is enabled, all the packet that whose MAC is

will be dropped in VOICE VLAN.

Examples

This example showshow to enable security:

Switch# configure terminal

Switch(config)# voice vlan security enable

Related Commands

show voice vlan state

3.5.3voice vlan setcosto

Command Purpose

Usethis command to set COSfor VOICEpacket.

Command Syntax

voice vlan set costo COS

no voice vlan set cos

mismatched with OUI

Parameter

Parameter Description

Parameter Value

COS

cosvalue

0-7

Command Mode

Global Configuration

Default

By default the phbis 5
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Usage

This command is used to set COSfor VOICEpacket in global configuration.

Examples

This example showshow to set costo 7:

Switch# configure terminal

Switch(config)# voice vlan set cos to 7

Related Commands

show voice vlan state

3.5.4voice vlan mac-address

Command Purpose

Usethis command to add OUIto system.

Command Syntax

voice vlan mac-address MACMASKdescription LINE

no voice vlan mac-address MAC

Parameter Parameter Description Parameter Value
MAC Source MAC address MAC Address in
(unicast or multicast) to HHHH.HHHH.HHHHormat
add to the addresstable
MASK The MASKor the Source | MAC Mask in
MAC HHHH.HHHH.HHHHormat
LINE The description for this Up to 63 characters
Oul

Command Mode

Global Configuration
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Default

There are 5 default OUlin the system.:
0003-6b00-0000 Cisco phone
000f-e200-0000H3CAOolynk phone
00d0-1e00-0000 Pingtel phone
00e0-7500-0000 Polycom phone

00e0-bb00-0000 3Com phone

Usage

This command is used to add OUI to system database. The packet will
considered as VOICE VLAN packet when the source MAC match the OUI.

Examples

This example showshow to add OUlto system:

Switch# configure  terminal
Switch(config)# voice vlan mac- address 0034.3400.0000 FFFF.FF00.0000 description
test

Related Commands

show voice vlan state

3.5.5voice vlan enable

Command Purpose

Usethis command to enable VOICEVLANonN port.

Command Syntax

voice vlan enable

no voice vlan enable

be
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Command Mode

Interface Configuration

Default

VOICEVLAN:Is disable on port
Usage

This command is used to enable VOICEVLANonN port.
Examples

This example showshow to enable VOICEVLANonN port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  voice vlan enable

Related Commands

show voice vlan state

3.5.6show voice vlan state

Command Purpose

Usethis command to showthe current status of VOICEG/LAN.

Command Syntax

show voice vlan state

Command Mode

Privileged EXEC

Default

None
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Usage

This command is used to showthe current status of VOICECG/LAN.

Examples

This example showshow to showthe current status of VOICEG/LAN:

Switch# show voice vlan state

Related Commands

voice vlan enable

3.6Link Aggregation Commands
3.6.1channel-group

Command Purpose

Use this command to assign a port to a channel group. Use the no form of this

command to remove a port from a channel group.

Command Syntax

channel-group GROUP_NUMBERode ( active | passive)

no channel-group

Parameter Parameter Description Parameter Value
GROUP_NUMBER Channel group number 1-63
active Enableinitiation of LACP | -

negotiation on a port

passive Disableinitiation of LACP | -

negotiation on a port
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Command Mode

Interface Configuration

Default

None
Usage

None
Examples

This example showshow to assigna port to a channel group 1:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  channel -group 1 mode active

This example showshow to remove a port from an channel group 1:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -iffj#  nochannel -group

Related Commands

None

3.6.2static-channel-group

Command Purpose

Use this command to assigna port to a static channel group. Use the no form of

this command to remove a port from a static channel group.

Command Syntax

static -channel-group GROUP_NUMBER

no static -channel-group
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Parameter Parameter Description Parameter Value

GROUP_NUMBER Channel group number 0-63

Command Mode

Interface Configuration

Default

None
Usage

None
Examples

This example showshow to assigna port to a static channel group 1:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjg  static -channel -group 1

This example showshow to remove a port from a static channel group 1:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj# no static -channel -group

Related Commands

None

3.6.3distribute -weight

Command Purpose

Use this command to configure the distribute -weight of member for the static
channel group or the Link Aggregation Control Protocol (LACP). Use the no form of

this command to return to the default setting.
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Command Syntax

distribute -weight WEIGHT

Parameter Parameter Description Parameter Value

WEIGHT Distribute -weight 1-256

Command Mode

Default

Usage

Examples

Interface Configuration

Distribute -weight is only supported in non -selfing-healing of static load -balance-
mode member port, and the total weights of member ports cannot exceed the

maximum number of member ports.

This example showshow to configure the distribute -weight 10 for member:

Switch# configure terminal

Switch(config)# interface eth -0-1
Switch(config -ifj#  static -channel -group 1
Switch(config -ify#  distribute - weight 10

This example showshow to return to the default setting:

Switch# configure terminal

Switch(config)# interface eth -0-1
Switch(config -if)j# static -channel -group 1
Switch(config -ifj#  no distribute - weight

Related Commands

None
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3.6.4lacp max-active-linknumber

Command Purpose

Use this command to configure the aggregator max active link number for the Link
Aggregation Control Protocol (LACP). Use the no form of this command to return to

the default setting.

Command Syntax

lacp max-active -linknumber NUMBER

Parameter Parameter Description Parameter Value

NUMBER Maxactive -linknumber 1-255

Command Mode

Default

Usage

Examples

Interface Configuration

255

Maxactive -linknum is only supported in the aggregator of Link Aggregation Control
Protocol (LACP)

This example shows how to configure the max -active -linknumber 100 for the Link

Aggregation Control Protocol (LACP) aggregator:

Switch# configure terminal
Switch(config)# interface aggl
Switch(config -ifj#  lacp max active -linknumber 100

This example showshow to return to the default setting:
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Switch# configure terminal
Switch(config)# interface aggl
Switch(config -ifjf  nolacp max active - linknumber

Related Commands

None

3.6.5lacp preempt enable

Command Purpose

Use this command to enable the aggregator of Aggregation Control Protocol (LACP)

preemption. Use the no form of this command to return to the default setting.

Command Syntax

lacp preempt enable

no lacp preempt enable

Command Mode

Interface Configuration

Default
Disabled

Usage
lacp preempt enable is only supported in the aggregator of Link Aggregation
Control Protocol (LACP)

Examples

This example shows how to enable preempt for the Link Aggregation Control
Protocol (LACP) aggregator:
Switch# configure terminal

Switch(config)# interface aggl
Switch(config -if)j# lacp preempt enable
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This example showshow to return to the default setting:

Switch# configure terminal
Switch(config)# interface aggl
Switch(config -if)j# no lacp preempt enable

Related Commands

None

3.6.6lacp preempt delay

Command Purpose

Use this command to config the aggregator of Aggregation Control Protocol (LACP)

preempt delay. Use the no form of this command to return to the default setting.

Command Syntax

lacp preempt delay TIME

no lacp preempt delay

Parameter Parameter Description Parameter Value

TIME preempt delay time 0-180

Command Mode

Interface Configuration

Default

30

Usage

lacp preempt delay is only supported in the aggregator of Link Aggregation Control

Protocol (LACP), and take effect when preempt is enabled
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Examples

This example shows how to configure lacp preempt delay 100 for the Link
Aggregation Control Protocol (LACP) aggregator:

Switch# configure terminal
Switch(config)# interface aggl
Switch(config -if)j# lacp preempt delay 100

This example showshow to return to the default setting:

Switch# configure terminal
Switch(config)# interface aggl
Switch(config -if)j# no lacp preempt delay

Related Commands

None

3.6.7lacp port -priority

Command Purpose

Use this command to configure the port priority for the Link Aggregation Control

Protocol (LACP). Use the no form of this command to return to the default setting.

Command Syntax

lacp port-priority PRIORITY

Parameter Parameter Description Parameter Value

PRIORITY LACPport priority 1-65535

Command Mode

Interface Configuration

Default

32768
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Usage

Examples

None

This example shows how to configure the port priority 100 for the Link
Control Protocol (LACP) member:
Switch# configure terminal

Switch(config)# interface eth -0-1
Switch(config -ifjf  lacp port - priority 100

This example showshow to return to the default setting:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjf  no lacp port - priority

Related Commands

None

3.6.8lacp timeout

Command Purpose

Aggregation

Use this command to configure the port timeout for the Link Aggregation Control

Protocol (LACP). Use the no form of this command to return to the default setting.

Command Syntax

lacp timeout ( short | long)

Parameter Parameter Description Parameter Value
short Set LACPshort timeout -
long Set LACPlong timeout -

Command Mode

Interface Configuration
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Default

Long

Usage

None

Examples

This example shows how to configure the port timeout short for the Link

Aggregation Control Protocol (LACP):

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj# lacp timeout short

This example showshow to return to the default setting:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjf  no lacp timeout

Related Commands

None

3.6.9lacp system-priority

Command Purpose

Use this command to configure the system priority for the Link  Aggregation Control

Protocol (LACP). Use the no form of this command to return to the default setting.

Command Syntax

lacp system-priority PRIORITY

Parameter Parameter Description Parameter Value

PRIORITY LACPsystem priority 1-65535
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Command Mode

Global Configuration

Default

32768
Usage

None
Examples

This example shows how to configure the system priority 100 for the Link
Aggregation Control Protocol (LACP):

Switch# configure  terminal
Switch(config)# lacp system - priority 100

This example showshow to return to the default setting:

Switch# configure  terminal
Switch(config)# no lacp system - priority

Related Commands

None

3.6.10lacp mlag system-id

Command Purpose

Use this command to configure the mlag system id for the Link Aggregation Control

Protocol (LACP). Usethe no form of this command to return to the default setting.

Command Syntax

lacp mlag system-id MAC

no lacp mlag system-id
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Parameter

Parameter Description

Parameter Value

MAC

LACPmlag systemid

Mac address in
HHHH.HHHH.HHHHormat

Command Mode

Global Configuration

Default

system route -mac
Usage

None
Examples

This example shows how to configure the mlag system id 1111.1111.1111 for the
Link Aggregation Control Protocol (LACP):

Switch# configure
Switch(config)#

This example showshow to return to the default setting:

Switch# configure
Switch(config)#

Related Commands

None

terminal

lacp mlag system -id 1111.1111.1111

terminal

no lacp mlag system -id
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3.6.11port-channel channel-group-number load-balance-mode

dynamic

Command Purpose

Use this command to enable dynamic load balance for the Link Aggregation Group
(both static and dynamic aggregator). Use the no form of this command to return  to

the default setting.

Command Syntax

port-channel GROUP_NUMBER load-balance-mode  dynamic (  flow-number
FLOW_NUMBER)

no port-channel GROUP_NUMBH®Bad-balance-mode

Parameter Parameter Description Parameter Value
GROUP_NUMBER Channel group number 0-63
FLOW_NUMBER Flow Number, default -

value is 32, can be
32/64/128/256/512/1024
/2048

Command Mode

Global Configuration

Default

None

Usage

Before enable or disable the load -balance mode, the Link Aggregation Group should

not be create.
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Examples

This example showshow to enable dynamic load balance for aggl:

Switch# configure  terminal
Switch(config)# port -channel 1 load - balance - mode dynamic

Related Commands

None

3.6.12port-channel channel-group-number load-balance-mode

resilient

Command Purpose

Use this command to enable resilient load balance for the Link Aggregation
Group(both static and dynamic aggregator). Use the no form of this command to

return to the default setting.

Command Syntax

port-channel GROUP_NUMBER load-balance-mode resilient (  flow-number
FLOW_NUMBER)

no port-channel channel-group-number load-balance-mode

Parameter Parameter Description Parameter Value
GROUP_NUMBER Channel group number 0-63
FLOW_NUMBER Flow Number, default -

value is 32, can be
32/64/128/256

Command Mode

Global Configuration
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Default

None

Usage

Before enable or disable the load -balance mode, the Link Aggregation Group should

not be create.

Examples

This example showshow to enable resilient load balance for aggl.:

Switch# configure  terminal
Switch(config)# port -channel 1 load - balance - mode resilient

Related Commands

None

3.6.13port-channel channel-group-number load-balance-mode

round -robin

Command Purpose

Use this command to enable round-robin load balance for the Link Aggregation
Group(both static and dynamic aggregator). Use the no form of this command to

return to the default setting.

Command Syntax

port-channel GROUP_NUMBERIoad-balance-mode round-robin ( flow-number
FLOW_NUMBER)

no port-channel GROUP_NUMBH®ad-balance-mode

Parameter Parameter Description Parameter Value

GROUP_NUMBER Channel group number 0-63
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FLOW_NUMBER Flow Number, default -

value is 24

Command Mode

Global Configuration

Default
None

Usage
Before enable or disable the load -balance mode, the Link Aggregation Group should
not be create.

Examples

This example showshow to enable round-robin load balance for aggl:

Switch# configure  terminal
Switch(config)# port -channel 1 load - balance - mode round - robin

Related Commands

None

3.6.14port-channel channel-group -number self-healing

Command Purpose

Use this command to enable self-healing for the Link Aggregation Group(both static
and dynamic aggregator). Use the no form of this command to return to the default

setting.

Command Syntax

port-channel GROUP_NUMBEStIf-healing

no port-channel GROUP_NUMBERIf-healing
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Parameter Parameter Description Parameter Value

GROUP_NUMBER Channel group number 0-63

Command Mode

Global Configuration

Default
None

Usage
Before enable or disable the self -healing, the Link Aggregation Group should not be
create.

Examples

This example showshow to enable self-healing for aggl:

Switch# configure  terminal
Switch(config)# port -channel 1 self -healing

Related Commands

None

3.6.15port-channel channel-group -number static

Command Purpose

Use this command to enable static load balance for the Link Aggregation Group (both
static and dynamic aggregator). Use the no form of this command to return  to the

default setting.

Command Syntax

port-channel GROUP_NUMBER load-balance-mode  static (  flow-number
FLOW_NUMBER)
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no port-channel GROUP_NUMBH®Bad-balance-mode

Parameter

Parameter Description

Parameter Value

GROUP_NUMBER

Channel group number

0-63

FLOW_NUMBER

Flow Number, default
value is 16, can be
1~24/32/64/128

Command Mode

Global Configuration

Before enable or disable the load -balance mode, the Link Aggregation Group should

Default

None
Usage

not be create.
Examples

This example showshow to enable static load balance for aggl:

Switch# configure  terminal
Switch(config)# port - channel

Related Commands

None

1 load - balance - mode static

3.6.16port-channel channel-group -number lacp-mode dynamic

Command Purpose

Use this command to enable dynamic lacp for the Link Aggregation Group (only

dynamic aggregator). Use the no form of this command to unset the setting.
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Command Syntax

port-channel GROUP_NUMBHRcp-mode dynamic

no port-channel GROUP_NUMBHRcp-mode

Parameter

Parameter Description

Parameter Value

GROUP_NUMBER

Channel group number

0-63

Command Mode

Global Configuration

Before enable or disable the dynamic lacp mode, the Link Aggregation Group should

Default

None
Usage

not be create.
Examples

This example showshow to enable dynamic lacp-mode for aggl.:

Switch# configure  terminal

Switch(config)# port -channel 1 lacp - mode dynamic

Related Commands

None

3.6.17port-channel group -mode

Command Purpose

Use this command to switch the Link Aggregation Group mode. Use the no form of

this command to return to the default group mode(56). Lacp cannot use ID O.
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Command Syntax

port-channel group-mode ( flexible | 8| 16| 32| 56)

no port-channel group-mode

Parameter Parameter Description Parameter Value

flexible Group mode flexible, the | -
group range is 0~63

8 Group mode 8, the group | 8
range is 0~7

16 Group mode 16, the group | 16
range is 0~15

32 Group mode 32, the group | 32
range is 0~31

56 Group mode 32, the group | 56
range is 0~55

Command Mode

Default

Usage

Examples

Global Configuration

flexible

The linkagg group-mode you specified will

configuration and reboot

This example showshow to switch to group mode 32:

terminal
port - channel

Switch# configure
Switch(config)#

group - mode 32

not take effect

until you save
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Related Commands

None

3.6.18local-preference
Command Purpose
Usethis command to configure local-preference mode of link aggregation.

Command Syntax

local-preference ™~ enable | disable™

Parameter Parameter Description Parameter Value
enable Enablelocal-preference -
disable Disable local-preference -

Command Mode

Interface Configuration

Default

Enabled
Usage

None
Examples

This example showshow to configure local-preference mode of link aggregation:

DUT1# configure  terminal

Enter configuration commands, one per line. End with CNTL/Z.
DUT1(config)# interface agg 1

DUT1(config -if)j#¥ local -preference  enable
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Related Commands

None

3.6.19show channel-group summary

Command Purpose

Use this command to display a summary of all of the channel groups, or a specified

channel group.

Command Syntax

show channel-group ( channel-group-number | ) summary

Parameter Parameter Description Parameter Value

channel-group-number Channel group number 0-63

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This example showshow to display a summary of all of the channel groups:

Switch# show channel -group summary

port -channel load - balance hash - arithmetic: xor
port -channelload - balance hash -field - select:

ipsa ipda srcport dstport ip - protocol
port - channel group - mode: flexible
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Flags: s - Suspend T Standby
D - Down/Admin down B - In bundle
R - Layer3 S - Layer2
w - Wait U- In use

Mode: SLB - Static load balance
DLB - Dynamic load balance
RR - Round robin load balance

RLB - Resilient load balance
Aggregator Name Mode Protocol Ports

57 et et

agg4(SD) SLB Static eth - 0- 10(D)
Related Commands

None

3.6.20show channel-group detalil

Command Purpose

Use this command to display detailed information of all of the channel groups, or a
specified channel group.

Command Syntax

show channel-group ( GROUP_NUMBHR) detail

Parameter Parameter Description Parameter Value

GROUP_NUMBER Channel group number 0-63

Command Mode

Privileged EXEC

Default

None

353



Usage

None

Examples

This example showshow to display detailed information of the channel group 10:

Switch# show channel -group detail

Channel - group listing:

Group: 4

Group state: L2

Ports: 1 Maxports: 16

Number of ports in bundle: 0 Max Channel - groups: 63
Protocol: Static

Ports in the group:

Port: eth - 0-10

Port state : down Not - in - Bndl
Channel grou p : 4 Protocol : Static Port - channel . agg4d
Port index ;10

Related Commands

None

3.6.21show lacp internal

Command Purpose

Use this command to display internal information of all of the channel groups, or a

specified channel group.

Command Syntax

show lacp ( GROUP_NUMBHR) internal

Parameter Parameter Description Parameter Value
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GROUP_NUMBER Channel group number 0-63

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This example showshow to display internal information of all of the channel groups:
Switch# show lacp internal
Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs

A - Device is in Active mode P - Device is in Passive mode

Channel group 1

LACP port Admin Oper Port Port
Port Flags State Priority key Key Number State
eth -0-9 SA bndl 32768 1 1 0x9 0x3d

Related Commands

None

3.6.22show lacp internal detalil

Command Purpose

Use this command to display detailed internal information of all of the channel

groups, or a specified channel group.
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Command Syntax

show lacp ( GROUP_NUMBHR) internal detail

Parameter Parameter Description Parameter Value

GROUP_NUMBER Channel group number 0-63

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This example shows how to display detailed internal information of all of the

channel groups:

Switch# show lacp internal detall

Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs

A - Device is in Active mode P - Device is in Passive mode
Channel group 1
Actor's  information:

Actor Actor Actor
Port System ID Port Number Flags
eth -0-9 32768,e0ef.1a32.7e00 0x9 SA

LACP Actor Actor Actor

Port  Priority Oper Key Port  State

32768 1 Ox4d

Port State Flags Decode:

Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collecting: Distributing: Defaulted: Expired:
No No Yes No
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Related Commands

None

3.6.23show lacp neighbor

Command Purpose

Usethis command to display neighbor information of all of the channel groups, or a

specified channel group.

Command Syntax

show lacp ( GROUP_NUMBHR) neighbor

Parameter Parameter Description Parameter Value

channel-group- Channel group number 0-63
numberGROUP_NUMBER

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This example shows how to display neighbor information of all of the channel

groups:
Switch# show lacp neighbor

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
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A - Device is in Active mode P - Device
Channel group 1 neighbors
Partner's information:
LACP port Admin
Port Flags Priority Dev ID key
eth -0-9 FP 0 0000.0000.0000 0

Related Commands

None

3.6.24show lacp neighbor detall

Command Purpose

is in Passive mode
Oper Port Port
Key Number State
0 0x0 0x46

Use this command to display detailed neighbor information of all of the channel

groups, or a specified channel group.

Command Syntax

show lacp ( GROUP_NUMBHR) neighbor detail

Parameter

Parameter Description

Parameter Value

GROUP_NUMBER

Channel group number

0-63

Command Mode

Privileged EXEC

Default

None

Usage

None
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Examples

This example shows how to display detailed neighbor information of all of the

channel groups:

Switch# show lacp neighbor detail

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs

A - Device is in Active mode P - Device is i | IIENINIIGGEN

Channel group 1 neighbors

Partner's information:
Partner Partner Partner
Port System ID Port Number Flags
eth -0-9 32768,0000.0000.0000 0x0 SP
LACP Partner Partner Partner
Port  Priority Oper Key Port State
0 0 0x44

Port State Flags Decode:

Activity: Timeout: Aggregation: Synchronization:
Passive Long Yes No

Collecting: Distributing: Defaulted: Expired:
No No Yes No

Related Commands

None

3.6.25show channel-group port

Command Purpose

Use this command to display details of the LACP port of all of the channel groups,

or a specified channel group, or a specified port.

Command Syntax

show channel-group port ( IFNAME] )

show channel-group GROUP_NUMBHEport

Parameter Parameter Description Parameter Value
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IFNAME

Interface name Support physical ports

GROUP_NUMBER

Channel group number 0-63

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This example shows how to display details of the LACP port of all of the channel

group:
Switch# show channel -group port

Channel - group listing:
Group: 1

Ports in the group:
Port:  eth -0-9
Port state Up Sngl - port - Bndl Not-in - Bndl
Channel number : 1 Protocol : LACP Channel - group : aggl
Port index 19 Mode : Active
Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs

A - Device is in active mode P - Device is in passive mode

Local information:
Actor LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
eth -0-9 SA indep 32768 1 1 9 0x4d
Partner's information:
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Actor LACP port Oper
Port Flags Priority Dev ID Key
eth -0-9 SP 0 0000.0000.0000 0

Port Port
Number State
0 0x44

This example showshow to display details of the LACPport of a specified port:

Switch# show channel -group port eth-0-9

Port:  eth -0-9

Port state : Up Sngl - port -Bndl Not-in - Bndl

Channel number : 1 Protocol : LACP Channel - group : aggl

Port index 19 Mode : Active

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs
A - Device is in active mode P - Device is in passive mode

Local information:

Actor LACP port Admin Oper Port Port

Port Flags State Priority Key Key Number State

eth -0-9 SA indep 32768 1 1 9 0x4d

Partner's information:

Actor LACP port Oper Port Port

Port Flags Priority Dev ID Key Number State

eth-0-9 SP 0 0000.0000.0000 0 0 0x44

Related Commands

None

3.6.26show lacp counters

Command Purpose

Use this command to display the packet traffic on all of the channel groups,

specified channel group.

Command Syntax

show lacp [ GROUP_NUMBERcounters

ora

Parameter Parameter Description

Parameter Value

GROUP_NUMBER Channel group number

0-63
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Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This example showshow to display the packet traffic on all of the channel groups:

Switch# show lacp counters

Traffic statistics
Port LACPDUs Pkts err
Sent Recv Sent Recv

Channel - group aggl
eth -0-9 27 0 0 0

Related Commands

None

3.6.27show lacp sys-id

Command Purpose

Usethis command to display the LACPsystem ID.

Command Syntax

show lacp sysid

Command Mode

Privileged EXEC
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Default

None

Usage

None

Examples

This example showshow to display the LACPsystem ID:

Switch# show lacp sys -id

System ID: 32768,4600.0987.6c01
Related Commands

None

3.6.28clear lacp counters

Command Purpose

Use this command to clear all counters of all of the channel groups, or a specified

channel group.

Command Syntax

clear lacp ( GROUP_NUMBHR) counters

Parameter Parameter Description Parameter Value

GROUP_NUMBER Channel group number 0-63

Command Mode

Privileged EXEC
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Default

None

Usage

None

Examples

This example showshow to clear all counters of all of the channel groups:

Switch# clear

lacp counters

This example showshow to clear a specified channel group:

Switch# clear

Related Commands

None

3.6.29debug lacp

Command Purpose

lacp 10 counters

Use this command to specify the options for the displayed debugging information for
LACPcli, LACPevent, LACPha, LACPpacket, LACPsync and LACPtimer. Usethe no

parameter with this command to disable all debugging.

Command Syntax

debuglacp (all | cli | event | ha| packet | sync| timer )

no debuglacp (all | cli | event | ha| packet | sync| timer )

Parameter

Parameter Description

Parameter Value

all

All LACPdebug

information
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cli LACP commands debug | -

information is displayed

event LACP events debug -

information is displayed

ha LACP highavailability -
events debug information

is displayed

packet LACPpacket contents -
debug information is

displayed

sync LACPsynchronization -
debug information is

displayed

timer(detail|) LACPtimer expiry debug | -

information is displayed

Command Mode

Privileged EXEC

Default

Disabled
Usage

None
Examples

The following example displays information about the lacp packets that are

received and sent out from the connected router:

Switch# debug lacp packet
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Related Commands

show debugging lacp

3.6.30show debugging lacp

Command Purpose

Usethis command to display the LACPdebugging status for these debugging options:
LACPcli debugging, LACP event debugging, LACP ha debugging, LACP packet
debugging, LACP sync debugging and LACP timer debugging.

Command Syntax

show debugging lacp

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is sample output from the show debugging lacp command:

Switch# show debuging lacp

LACP debugging status:
LACP packet debugging is on

Related Commands

debug lacp all
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3.7VLAN Classification Commands

3.7.1vlan classifier activate

Command Purpose

Usethis command to apply vlan classifier group to an interface.

To remove it, use the no form of this command.

Command Syntax

vlan classifier activate GROUP_NUMBBS#ased (ip | mac | protocol )

no vlan classifier activate

Parameter

Parameter Description

Parameter Value

GROUP_NUMBER

VLANCclassifier group id

0-31, only group id 31 can

be used for protocol

ip Basedon ip -
mac Basedon MAC -
protocol Basedon protocol -

Command Mode

Default

Usage

Interface Configuration

None

Aninterface can only be applied by one vlan classifier group.

One vlan classifier group can apply more than one interface.

367




This command applies vlan classifier group to interface, and the interface can

classify packets to different vlan according to the rule in vlan classifier group.
To create the rule, refer to vlan classifier rule command.

To create the group, refer to vlan classifier group command.

Examples

This example showshow to apply vlan classifier group 1 to the interface:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjf  vlan classifier activate 1 based ip

This example showshow to remove the vlan classifier group 1 from the interface:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  no vlan classifier activate

Related Commands

vlan classifier group

vlan classifier rule

3.7.2vlan classifier group

Command Purpose

Use this command to add or delete rule to vlan classifier group. Use the no form of

this command to delete the group.

Command Syntax

vlan classifier group GROUP_NUMBHRadd | delete ) rule RULE

no vlan classifier group group

Parameter Parameter Description Parameter Value

GROUP_NUMBER VLANCclassifier group id 0-31, only group id 31 can

be used for protocol
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add Add rule to vlan classifier | -

group

delete Delete rule to vlan -

classifier group

RULE The id of rule 0-4095

Command Mode

Default

Usage

Examples

Global Configuration

None

To create the rule, refer to vlan classifier rule command.

To apply the vlan classifier group to an interface, refer to vlan classifier activate

command.

When add a rule to the group by this command, the rule will be active immediately

if the group has been applied to an interface already.

When delete a rule from the group by this command, the rule on this interface will

be inactive immediately if the group is still applied to that interface.

The vlan classifier group will be deleted when the last rule on this group is deleted.

This example showshow to add rulel to vlan classifier group 1:

Switch# configure  terminal
Switch(config)# vlan classifier group 1 add rule 1

This example showshow to delete rulel from vlan classifier group 1:

Switch# configure  terminal
Switch(config)# vlan classifier group 1 delete rule 1

This example showshow to delete vlan classifier group 1:
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Switch# configure  terminal
Switch(config)# no vlan classifier group 1

Related Commands
vlan classifier activate

vlan classifier rule

3.7.3vlan classifier rule

Command Purpose

Usethis command to create vlan classifier rule.

To remove the vlan classifier rule, usethe no form of this command.

Command Syntax

vlan classifier rule RULEip IP_ADDRip IP_ADDR/PREFKENGTH ipv6 IPV6_ADDR
| mac MAC_ADDR protocol (arp | ip | mpls | mpls  -mcast | pppoe | rarp ) ) vlan
VLAN_ID

no vlan classifier rule RULE

Parameter Parameter Description Parameter Value
RULE Theid of vlan classifier 0-4095
rule
IP_ADDR The source of ipv4 address| IPv4 address
in packets
PREFIX.ENGTH Prefix length for the ip 1-32
address.
IPV6_ADDR The source of ipv6 address| IPv6address
in packets
MAC_ADDR The source of mac address| Mac address in
in packets HHHH.HHHH.HHHHormat
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protocol Specify an ethernet -
protocol classification

arp Specifiy ARPprotocol -

ip Specifiy IP protocol -

mpls Specifiy MPLSprotocol -

mpls-mcast Specifiy MPLSnulti cast -
protocol

pppoe Specifiy PPPOBrotocol -

rarp Specifiy RARPorotocol -

VLAN_ID The vlan id to be assigned| 1-4094

Command Mode

Global Configuration

Default
None

Usage
The rule will be effective only in inbound on interface.
The vlan id assigned by vlan classifier rule will be appended to the packets which
match the rule.
To add this rule to vlan classifier group or apply the group to an interface, refer to
vlan classifier group and vlan classifier activate command.

Examples

This example shows how to create rulel which will classify all ipv4 packets to

vian11l:

Switch# configure  terminal
Switch(config)# vlan classifier rule 1 protocol ip vlan 11
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This example showshow to delete rulel:

Switch# configure terminal
Switch(config)# no vlan classifier rue 1

Related Commands

vlan classifier group

vlan classifier activate

3.7.4vlan classifier default -action

Command Purpose

Usethis command to set action when not hit vlan classifier rule. Usethe no form of

this command to restore default action.

Command Syntax

vlan classifier default -action drop

no vlan classifier default -action drop

Command Mode

Interface Configuration

Default
None

Usage
When packet input the port which enable vlan classifier and not hit any vlan
classifier rule, the packet will be dropped.

Examples

This example showshow to set default action drop:

372



Switch# configure terminal
Switch(config)# interface eth -0-1

Switch(config -ifjg  vlan classifier default -action drop

This example showshow to set default action not drop:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  no vlan classifier default - action

Related Commands

vlan classifier activate

3.7.5show vlan classifier group

Command Purpose

Usethis commandto showthe information about vlan classifier group.

Command Syntax

show vlan classifier group GROUP_ID

Parameter Parameter Description

Parameter Value

GROUP_ID VLANCclassifier group id

0-31, only group id 31 can

be used for protocol

Command Mode

Privileged EXEC

Default

None

Usage

None
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Examples

This example showshow to display information about vlan classifier group 1:

Switch# show vlan classifier group 1

Related Commands

showvlan classifier interface

show vlan classifier rule

3.7.6show vlan classifier interface

Command Purpose

Usethis commandto showthe information about vlan classifier group on interface.

Command Syntax

show vlan classifier interface group GROUP_ID

Parameter Parameter Description

Parameter Value

GROUP_ID VLANCclassifier group id

0-31, only group id 31 can

be used for protocol

Command Mode

Privileged EXEC

Default

None

Usage

None
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Examples

This example shows how to display information about vlan classifier group 1 on

interface:

Switch# show vlan classifier interface group 1

Related Commands

show vlan classifier group

show vlan classifier rule

3.7.7show vlan classifier rule
Command Purpose
Usethis command to showthe information about vlan classifier rule.

Command Syntax

show vlan classifier rule ( RULE| )

Parameter Parameter Description Parameter Value
RULE Theid of vlan classifier 0-4095
rule

Command Mode

Privileged EXEC

Default

None

Usage

None
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Examples

This example showshow to display information about all the vlan classifier rules:

Switch# show vlan classifier rule

This example showshow to display information about the vlan classifier rulel:

Switch# show vlan classifier rule 1

Related Commands

show vlan classifier group

showvlan classifier interface

3.7.8show resource vian -classification

Command Purpose

Usethis command to display the resource statistic used by vlan classification rules.

Command Syntax

show resource vlan-classification

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is sample output from the show resource vlan-classification command:
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Switch# show resource vlan - classification

VLAN CLASS
Resource Used

Capability

MACBased VLAN Classification 0 512
IPv4 Based VLAN Classification 0 512

Related Commands

None

3.8VLAN Mapping Commands

3.8.1ethernet evc

Command Purpose

Usethis command to add or delete EVCtable.

Command Syntax

ethernet evc WORD

no ethernet evc WORD

Parameter Parameter Description

Parameter Value

WORD EVCname

Up to 16 characters

Command Mode

Global Configuration

Default

None

Usage

None

377




Examples

Create ethernet evc evc_table:

Switch# configure terminal
Switch(config)# ethernet evc evc_table
Switch(config -evc)# dotlqg mapped-vlan 10

Related Commands

show ethernet evc NAME

3.8.2dotlg mapped-vian

Command Purpose

Usethis command to add evc entry to EVCtable.

Command Syntax

dotlg mapped-vlian VLAN_ID

no dotlq mapped-vian

Parameter Parameter Description

Parameter Value

VLAN_ID Mappedvlan id

1-4094

Command Mode

EVCConfiguration
Default

None
Usage

None
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Examples

Add EVCmapped-vian entry, mapped vian is 100:

Switch# configure terminal
Switch(config)# ethernet evc evc_table
Switch(config -evc)# dotlq map

Related Commands

show ethernet evc NAME

ped- vlan 100

3.8.3dotlq mapped-double -vlan

Command Purpose

Usethis command to add evc entry with double vlansto EVCtable.

Command Syntax

dotlg mapped-double-vian INNER_VLAN_IDUTER_VLAN_ID

no dotlg mapped-double-vian

Parameter Parameter Description Parameter Value
INNER_VLAN_ID Mappedinner vlan id 1-4094
OUTER_VLAN_ID Mappedouter vlan id 1-4094

Command Mode

EVCConfiguration

Default

None

Usage

This command is only used for untagged packet
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Examples

Add EVCmapped-vlan entry, mapped inner vlan is 100, mapped outer vlan is 10:

Switch# configure terminal
Switch(config)#

Switch(config

Related Commands

evc evc_table
mapped- double -vlan 100 10

show ethernet evc NAME

3.8.4vlan mapping table

Command Purpose

Usethis command to add or delete vlan mapping table.

Command Syntax

vlan mapping table WORD

no vlan mapping table WORD

Parameter

Parameter Description

Parameter Value

WORD

The name of vlan mapping
table

Up to 16 characters

Command Mode

Global Configuration

Default

None

Usage

None

380




Examples

Create vlan mapping table VMT:

Switch# configure terminal
Switch(config)# vlan mapping table VMT
Switch(config -vlan - mapping)#

Related Commands

show vlan mapping table WORD

3.8.5raw vlan group

Command Purpose

Usethis command to create raw VLANgroup.

Command Syntax

raw vlan group GROUP_Ilan VLAN_LIST

no raw vlan group GROUP_ID

Parameter Parameter Description Parameter Value
GROUP_ID Raw vlan group id 1-64
VLAN_LIST The VLANID list, example:| vlan list connected with &
2-5,9-11 dand 6 , for,example, 0 1
10,15,20,30-4 0 6

Command Mode

Global Configuration

Default

None
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Usage

None

Examples

Create raw VLANgroup 1 and the VLANIist is from 10 to 20:

Switch# configure  terminal
Switch(config)# raw vlan group 1 vlan 10-20

Related Commands

show vlan mapping table WORD

3.8.6raw-vlan

Command Purpose

Usethis command to add vlan mapping entry into vlan mapping table.

Command Syntax

raw-vlan ( VLAN_ID| out-of-range | untagged| group GROUP_ID evc WORD
no raw-vlan ( VLAN_ID| out-of-range | untagged | group)
raw-vlan INNER_VLANDUTER_VLANgressvlan ( untagged | MAPPED_VLAN

no raw-vlan INNER_VLAN OUTER_VLA&Nressvlan

Parameter Parameter Description Parameter Value

VLAN_ID Raw vlan id, range from vlan list connected with &

1~4094,the format could | dand 6 , for,example, 0 1

be 1,2,3 or 1-20. 10,15,20,30-4 0 6
out-of-range Vlanid i s rsgetified -
untagged Untagged packet -
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group GROUP_ID

Raw VLAN group, The

group will use less

1-64

resource compare with

VLAN range.
WORD EVCname Up to 16 characters
INNER_VLAN Inner vlan id 1-4094
OUTER_VLAN Outer vilan id 1-4094
MAPPED_VLAN Mappedvlan id 1-4094

Command Mode

VLANMapping Configuration

Default

None
Usage

None
Examples

Add vlan mapping entry, raw vlan is from 10to 20, mapped evc is evc_table:

Switch# configure terminal

Switch(config)# vlan mapping table VMT

Switch(config -vlan - mapping)#raw -vlan 10-20 evc evc_table

Related Commands

show vlan mapping table WORD

3.8.7raw-vlan

Command Purpose

Usethis command to add vlan mapping entry into vlan mapping table.
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Command Syntax

raw-vlan ( VLAN_ID| out-of-range | untagged | group GROUP_ID evc WORD

no raw-vlan ( VLAN_ID| out-of-range | untagged | group)

raw-vlan INNER_VLANDUTER_VLANgressvlan ( untagged | MAPPED_VLAN

raw-vian INNER_VLAN OUTER_VLAN: WORD

no raw-vlan INNER_VLANDUTER_VLAMNgressvlan

Parameter

Parameter Description

Parameter Value

VLAN_ID

Raw vlan id, range from
1~4094,the format could
be 1,2,3 or 1-20.

vlan list connected with &
dand 6 , for,example, 0 1
10,15,20,30-4 0 6

out-of-range

Vlanid i s rspetified

untagged

Untagged packet

group GROUP_ID

Raw VLAN group, The

group will use less

1-64

resource compare with

VLAN range.
WORD EVCname Up to 16 characters
INNER_VLAN Inner vlan id 1-4094
OUTER_VLAN Outer vlan id 1-4094
MAPPED_VLAN Mappedvlan id 1-4094

Command Mode

VLANMapping Configuration

Default

None
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Usage

None

Examples

Add vlan mapping entry, raw vlan is from 10to 20, mapped evc is evc_table:

Switch# configure terminal
Switch(config)# vlan mapping table VMT
Switch(config -vlan - mapping)#raw -vlan 10-20 evc evc_table

Related Commands

show vlan mapping table WORD

3.8.8dotlq ethertype

Command Purpose

Usethis command to set ethertype on interface.

Command Syntax

dotlq ethertype VALUE

no dotlq ethertype

Parameter Parameter Description Parameter Value
VALUE Specify The ethertype of | The format is HEX, the
VLAN tag. default value is 0x8100

Command Mode

Interface Configuration

Default

None
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Usage

None

Examples

Set ethertype to 0x9100:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)j# dotlq ethertype 9100

Related Commands

None

3.8.9show vlan mapping table

Command Purpose

Usethis command to display current vlan mapping table.

Command Syntax

show vlan mapping table ( WORD )

Parameter Parameter Description Parameter Value
WORD The vlan mapping table to | Up to 16 characters
be displayed

Command Mode

Privileged EXEC

Default

None
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Usage

None

Examples

This example show all vlan mapping table existed in system:

Switch# show vlan mapping table

Table Name EVC Name Mapped VLAN Forward Interface Raw VLAN
VMT evc_table 100 n/a 10- 20
VMT_double evc_double 10(100) n/a untagged
VMT_forward evc_forward 20 eth -0-9 30

Related Commands

show vlan mapping table applied-interface

3.8.10show vlan mapping table applied -interface

Command Purpose

Usethis command to display who is using the vlan mapping table of interface.

Command Syntax

show vlan mapping table applied-interface

Command Mode

Privileged EXEC

Default

None

Usage

None
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Examples

This example show which interface usedthe vlan mapping table:

Switch# show vlan mapping table applied - interface

Table Name Interface Name Type

VMT eth -0-1 802.1Q - Tunnel
Related Commands

show vlan mapping table WORD

3.8.11switchport mode

Command Purpose

Usethis command to configure switchport mode

Command Syntax

switchport mode ( access| trunk | dotlg-tunnel )

no switchport dotlq -tunnel

Parameter Parameter Description Parameter Value

access Configure this port to -

access port

trunk Configure this port to -
trunk port
dotlg-tunnel Configure this port to -

dotlg-tunnel port

Command Mode

Interface Configuration
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Default

None

Usage

None

Examples

This example showshow to configure a switchport to dotlqg-tunnel port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj  switchport mode dotlg - tunnel

Related Commands

show interface switchport

3.8.12switchport dotlg-tunnel type
Command Purpose
Usethis commandto configure dotlg-tunnel type.

Command Syntax

switchport dotlg-tunnel type ( basic| selective )

Parameter Parameter Description Parameter Value
basic Dotlg-tunnel basic type -
selective Dotlg-tunnel selective -

type

Command Mode

Interface Configuration
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Default

basic type

Usage

None

Examples

This command is used to configure dotlq-tunnel type:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj  switchport dotlq -tunnel type selective

Related Commands

show interface switchport

3.8.13switchport dotlg-tunnel native

Command Purpose

Usethis command to configure a switch-p o r defadlt vian.

Command Syntax

switchport dotlg-tunnel native (vlan | inner-vlan ) VLAN_ID

no switchport dotlg-tunnel native vian

Parameter Parameter Description Parameter Value
vlan VLANthat will be added | -

inner-vian Untaggedinner VLAN -

VLAN_ID Vlan Id 1-4094

Command Mode

Interface Configuration
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Default

None

Usage

None

Examples

Configure the eth-0-1 to dotlg-tunnel and configure this p o r haéive to vlan 10:

Switch# configure terminal
Switch(config)# vlan database
Switch(config - vlan)# vlan 100

Switch(config - vlan)# exit

Switch(config)# interface eth - 0- 23

Switch(config -ifj  switchport mode dotlg - tunnel

Switch(config -ifj#  switchport dotlq - tunnel native vlan 100

Related Commands

None

3.8.14switchport dotlg-tunnel allow vian
Command Purpose
Usethis command to configure dotlqg-tunnel allowed vlan.

Command Syntax

switchport dotlg-tunnel allow vlan (all | none| add VLAN_ID| remove VLAN_ID)

Parameter Parameter Description Parameter Value

all Add all VLANsto the -
allowed VLAN list

none Removeall VLANSrom -
the allowed VLAN list
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add VLAN_ID Add VLANSo the allowed | 1-4094
VLAN list

remove VLAN_ID RemoveVLANSrom the 1-4094
allowed VLAN list

Command Mode

Interface Configuration

Default

None
Usage

None
Examples

Configure dotlg-tunnel allowed vilan 100 on interface:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  switchport dotlq - tunnel allowed vlan add 100

Related Commands

show vlan brief

3.8.15switchport dotlg-tunnel vlan mapping table

Command Purpose

Usethis commandto apply vlan mapping table on selective dotlq tunnel port.

Command Syntax

switchport dotlg-tunnel vlan mapping table WORD

no switchport dotlg-tunnel vlan mapping table
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Parameter Parameter Description Parameter Value

WORD VLANmapping table name | Up to 16 characters

Command Mode

Interface Configuration

Default
None

Usage
Apply exist vlan mapping table on dotlqg-tunnel port. The type of dotlq-tunnel port
should be selective.

Examples

The following is a sample that applying vlan mapping table on selective dotlq
tunnel port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  switchport dotlq - tunnel vlan mapping table mp

Related Commands

show interface switchport

3.8.16switchport dotlg-tunnel vlan mapping miss-forward

Command Purpose

Use this command to set packet do normal forward when vlan mapping table is not

matched on selective dotlq tunnel port.

Command Syntax

switchport dotlqg-tunnel vlan mapping miss-forward
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no switchport dotlg-tunnel vlan mapping miss-forward

Command Mode

Interface Configuration

Default

None
Usage

Needto swith the dotlg-tunnel port in selective type before config this command.
Examples

The following is a sample that set packet do normal forward when vlan mapping

table is not matched on selective dotlq tunnel port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ify#  switchport dotlq -tunnel vlan mapping miss - forward

Related Commands

None

3.8.17switchport trunk vlan -translation

Command Purpose

Usethis command to enable vlan translation.

Command Syntax

switchport trunk vlan-translation

no switchport trunk vlan-translation
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Command Mode

Interface Configuration

Default
None

Usage
Use this command to enable vlan translation on trunk port. Only trunk port can
enable vlan translation.

Examples

The following is a sample that enabling vlan translation on trunk port:

Switch# configure terminal

Switch(config)# interface eth -0-1
Switch(config -ifj#  switchport mode trunk
Switch(config -ify#  switchport trunk vlan - translation

Related Commands

show interface switchport

3.8.18switchport trunk vlan-translation mapping table

Command Purpose

Usethis commandto apply vlan mapping table on vlan translation port.

Command Syntax

switchport trunk vlan-translation mapping table WORD

no switchport trunk vlan-translation mapping table

Parameter Parameter Description Parameter Value

WORD VLANmapping table name | Up to 16 characters
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Command Mode

Interface Configuration

Default

None
Usage

Usethis commandto apply vlan mapping on vlan translation port.
Examples

The following is a sample that applying vlan mapping on vlan translation port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)#  switchport trunk vlan - translation vlan mapping table map_table

Related Commands

show interface switchport

3.8.19switchport trunk vlan-translation miss-forward

Command Purpose

Usethis command to allow the packet which not match vlan mapping table forward

Command Syntax

switchport trunk vlan-translation mapping miss-forward

no switchport trunk vlan-translation mapping miss-forward

Command Mode

Interface Configuration
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Default

None

Usage

None

Examples

The following is a sample that let the packet which not matched vlan mapping
table forward:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ify#  switchport trunk vlan - translation mapping miss - forward

Related Commands

None

3.8.20vlan dotlq tag native

Command Purpose

Usethis command to set tag the vlan on packet if in default vlian

Command Syntax

vlan dotlq tag native

no vlan dotlq tag native

Command Mode

Interface Configuration

Default

None
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Usage

None

Examples

The following is a sample that tag the vlan if in default vian:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjf vlan dotlg tag native

Related Commands

None

3.8.21show resource vlan -mapping

Command Purpose

Usethis command to display the resource statistic used by vlan mapping table.

Command Syntax

show resource vlan-mapping

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is sample output from the show resource vlan-mapping command:
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Switch# show resource vlan - mapping

VLAN MAPPING
Resource Used Capability

Applied VLAN Mapping Entry 0 1024
Related Commands

None

3.9MSTP Commands
3.9.1spanning -tree enable

Command Purpose

Use this command to enable the Spanning Tree Protocol on a bridge. Use the no

parameter to disable the Spanning Tree Protocol on the bridge.

Command Syntax

spanning-tree enable

no spanning-tree enable

Command Mode

Global Configuration

Default

Disable
Usage

None
Examples

This example showshow to global enable stp:
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Switch# configure  terminal
Switch(config)# spanning -tree enable

This example showshow to global disable stp:

Switch# configure  terminal
Switch(config)# no spanning -tree enable

Related Commands

show spanning stree

3.9.2spanning -tree priority

Command Purpose

Use this command to set the bridge priority for the common instance for the default

bridge. Using a lower priority indicates a higher likelihood of the bridge becoming

root. Use the no parameter with this command to reset it to the default  value.

Command Syntax

spanningtree priority PRIORITY

no spanning-tree priority

Parameter Parameter Description

Parameter Value

PRIORITY Bridge priority

0-61440

Command Mode

Global Configuration

Default

The default priority is 32678 (or hex 0x8000)
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Usage

This command is used to set the priority of the bridge. The priority values must be
in multiples of 4096.

Examples

This example showshow to set the bridge priority.:

Switch# configure  terminal
Switch(config)# spanning -tree priority 4096

This example showshow to reset the bridge priority to default value:

Switch# configure  terminal
Switch(config)# no spanning -tree priority

Related Commands

show spanning stree

3.9.3spanning -tree instance priority

Command Purpose

Use this command to set the default bridge priority for an MST instance to the  value
specified. Use the no parameter with this command to restore the default value of

the default bridge priority.

Command Syntax

spanning-tree instance INSTANCE_Ipriority PRIORITY

no spanning-tree instance INSTANCE_ |priority

Parameter Parameter Description Parameter Value
INSTANCE_ID Specify the instance ID 1-4094
PRIORITY Specify the bridge priority | 0-61440
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Command Mode

Global Configuration

Default
The default value of port priority for each instance is 32768.

Usage
The lower the priority of the bridge, there is higher likelihood that the bridge
becomes a root bridge or a designated bridge for the LAN. The permitted range of
values is 0-61440. The priority values must be in multiples of 4096.

Examples

This example showshow to set the priority for instance 1.

Switch# configure  terminal
Switch(config)# spanning -tree instance 1 priority 0

Related Commands

show spanning-stree

3.9.4spanning -tree forward -time

Command Purpose

Use this command to set the time after which (if this bridge is the root  bridge) each
port in the default bridge changes states to learning and forwarding. This value is
used by all instances. Use the no parameter with this command to restore the default

value of 15 seconds.

Command Syntax

spanning-tree forward -time SECONDS

no spanning-tree forward -time
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Parameter Parameter Description Parameter Value

SECONDS Forwarding time delay, in | 2018/4/30
seconds, for the default
bridge

Command Mode

Global Configuration

Default
The default value is 15 seconds

Usage
The allowable range for the forward time is 4 -30 seconds. It is not advisable to set
the value below 7 seconds.

Examples

This example showshow to set the forward time to 16 seconds:

Switch# configure  terminal
Switch(config)# spanning -tree forward -time 16

This example showshow to reset the forward time to default value:

Switch# configure  terminal
Switch(config)# no spanning -tree forward -time

Related Commands

show spanning-stree

3.9.5spanning -tree hello -time

Command Purpose

Use this command to set the hello -time, the time in seconds after which (if this
bridge is the root bridge) all the default bridges in a bridged LAN exchange Bridge

Protocol Data Units (BPDUs).A very low value of this parameter leads to excessive
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traffic on the network, while a higher value delays the detection of topology

change. This value is used by all instances.

Command Syntax

spanning-tree hello-time SECONDS

no spanningtree hello-time

Parameter Parameter Description Parameter Value

SECONDS Hello BPDUinterval 1-10, unit:second

Command Mode

Global Configuration

Default

The default hello-time value is 2
Usage

The allowable range of valuesis 1-10 seconds.
Examples

This example showshow to set the hello time to 5 seconds:

Switch# configure  terminal
Switch(config)# spanning - tree hello -time 5

This example showshow to reset the hello-time to default value:

Switch# configure  terminal
Switch(config)# no spanning -tree hello -time

Related Commands

show spanning-stree

404



3.9.6spanning -tree max-age

Command Purpose

Use this command to set the maximum age for the default bridge. Use the no

parameter with this command to restore the default value of the maximum age.

Command Syntax

spanning-tree max-age SECONDS

no spanning-tree max-age

Parameter Parameter Description Parameter Value

SECONDS The maximum time, in 6-40
seconds, to listen for the

root bridge

Command Mode

Global Configuration

Default

The default value of bridge maximum age is 20 seconds.

Usage

Maximum age is the maximum time for which (if a bridge is the root bridge) a message
is considered valid. This prevents the frames from looping indefinitely.  The value of
maximum age should be greater than twice the value of hello time plus 1, and less
than twice the value of forward delay minus 1. The allowable range for maximum
age is 6-40 seconds. Configure this value sufficiently high, so that a frame generated

by root can be propagated to the leaf nodes without exceeding the maximum age.
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Examples

This example showshow to set the max ageto 12 seconds:

Switch# configure terminal
Switch(config)# spanning -tree max- age 12

This example showshow to reset the max age to default value:

Switch# configure  terminal
Switch(config)# no spanning -tree max- age

Related Commands

show spanningtree

3.9.7spanning -tree max-hops

Command Purpose

Use this command to specify the maximum allowed hops for a BPDU in an MST region.
This parameter is used by all the instances of the MST. To restore the default value,

use the no parameter with this command.

Command Syntax

spanning-tree max-hops NUMBER

no spanning-tree max-hops

Parameter Parameter Description Parameter Value

NUMBER Max hops 1-40

Command Mode

Global Configuration

Default

The default maximum hopsin an MSTregion are 20
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Usage

Specifying the maximum hops for a BPDU prevents the messages from looping
indefinitely in the network. When a bridge receives an MST BPDU that has exceeded

the allowed maximum hops, it discards the BPDU packets.

The configuration should be shownwhen the bridge is MSTPmode.

Examples

This example showshow to set the max hopsto 25:

Switch# configure  terminal
Switch(config)# spanning -tree max- hops 25

This example showshow to reset the max hopsto default value:

Switch# configure  terminal
Switch(config)# no spanning -tree max- hops

Related Commands

show spanning-tree

3.9.8spanning -tree transmit -holdcount

Command Purpose

Use this command to set the maximum number of transmissions of BPDUs in an MST
region by the transmit state machine. Use the no parameter with this command to

restore the default transmit hold -count value.

Command Syntax

spanning-tree transmit -holdcount NUMBER

no spanning-tree transmit -holdcount

Parameter Parameter Description Parameter Value

NUMBER Transmit hold-count value | 1-10
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Command Mode

Global Configuration

Default

Transmit hold-count default value is 3
Usage

None
Examples

This example showshow to set hold count to 5:

Switch# configure  terminal
Switch(config)# spanning -tree transmit - holdcount 5

This example showshow to reset the hold count to default value:

Switch# configure  terminal
Switch(config)# no spanning -tree transmit - holdcount

Related Commands

show spanningtree

3.9.9spanning -tree edgeport bpdu -guard

Command Purpose

Use this command to enable the BPDU (Bridge Protocol Data Unit) Guard feature on
a bridge. Use the no parameter with this command to disable the BPDU Guard feature

on a bridge.

Command Syntax

spanning-tree edgeport bpdu-guard

no spanningtree edgeport bpdu-guard
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Command Mode

Global Configuration

Default
BPDUguard is disabled

Usage
Use the show spanningtree command to display the bridge and port configurations
for the BPDU Guard feature. It shows both the administratively configured and
currently running values of the BPDU guard.

Examples

This example shows how to global enable bpdu-guard and enable bpdu-guard on
eth-0-1:

Switch# configure terminal

Switch(config)# interface eth -0-1

Switch(config -if)j# spanning -tree edgeport

Switch(config -ifjf  spanning -tree edgeport bpdu-guard enable

Related Commands

show spanning-tree interface

3.9.10spanning -tree edgeport bpdu -filter

Command Purpose

Use this command to enable the edgeport BPDUfilter for the bridge. Use the no

parameter with this command to disable the BPDU filter for the bridge.

Command Syntax

spanning-tree edgeport bpdu-filter

no spanning-tree edgeport bpdu-filter
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Command Mode

Default

Usage

Examples

Global Configuration

None

Use the show spanning tree command to display administratively configured, and
currently running values, of the BPDU filter parameter for the bridge and port.

If bpdu-guard and bpdu-filter are all configed on port, bpdu-filter has a higher
priority.

This example shows how to global enable bpdu-filter and enable bpdu-filter on eth-
0-1:

Switch# configure terminal

Switch(config)# interface eth -0-1

Switch(config -ifjf  spanning -tree edgeport
Switch(config -ifj#  spanning -tree edgeportbpdu - filter

Related Commands

show spanningtree interface

3.9.11spanning -tree port

Command Purpose

Usethis command to enable or disable spanningtree protocol on specified port.

Command Syntax

spanning-tree port ( enable | disable)

Parameter Parameter Description Parameter Value
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enable Enable spanningprotocol | -
on this port

disable Disable spanningprotocol | -
on this port

Command Mode

Interface Configuration

Default

The default spanningtree state of the port is enabled.
Usage

None
Examples

This example showshow to enable STPon port eth-0-1:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjf spanning -tree portenable

This example showshow to disable STPon port eth-0-1.:

Switch# configure  terminal
Switch(config -ifj¥ spanning -tree port disable

Related Commands

show spanningtree interface

3.9.12spanning -tree port-priority

Command Purpose

Use this command to set the port priority for a bridge.

greater likelihood of the bridge becoming root.

A lower priority indicates a
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Command Syntax

spanning-tree port-priority PRIORITY

no spanning-tree port-priority

Parameter Parameter Description

Parameter Value

PRIORITY Port priority

0-240

Command Mode

Interface Configuration

Default

The default priority is 128
Usage

None
Examples

This example showshow to set the priority to 240 on port eth-0-1:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjf spanning -tree port - priority 240

Related Commands

show spanning-tree interface

3.9.13spanning -tree pathcost-standard

Command Purpose

Use this command to set the path cost standard associated with the default bridge

group. Use the no parameter with this command to set to default value.
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Command Syntax

spanning-tree pathcost-standard ( dot1d-1998| dotlt )

no spanning-tree pathcost -standard

Parameter Parameter Description Parameter Value
dot1d-1998 IEEEB02.1D-1998 standard | -
dotlt IEEEB02.1T standard -

Command Mode

Global Configuration

Default
The default pathcost-standard is dot1t

Usage
If the pathcost-standard is changed, cost of every port will be reset and auto-
calculated.

Examples

This example showshow to set the path cost standard:

Switch# configure  terminal
Switch(config)# spanning -tree pathcost -standard dotld - 1998

Cost of every port has been reset and auto - calculation is available

Related Commands

show spanning-tree
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3.9.14spanning -tree path-cost

Command Purpose

Use this command to set the cost of a path associated with the default bridge - group.
The lower the path cost, the greater likelihood of the bridge becoming root. Use the
no parameter with this command to calcul at

speed.

Command Syntax

spanning-tree path-cost NUMBER

no spanning-tree path-cost

Parameter Parameter Description Parameter Value
NUMBER The cost to be assignedto | The range is 1 to
the group. 200000000for dotlt and
1-65535 for dot1d-1998

Command Mode

Interface Configuration

Default

The default path cost value is calculated accordingtoi nt er Speatde &6 s
Usage

None
Examples

This example showshow to set the STPpath-cost to 123:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  spanning -tree path -cost 123

This example showshow to reset the STPpath-cost to deafult value:
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Switch# configure  terminal
Switch(config -iffj# nospanning -tree path - cost

Related Commands

show spanningtree interface

3.9.15spanning -tree link -type

Command Purpose

Use this command to enable or disable point -to-point or shared link types. Use the

no parameter with this command to disable rapid transition.

Command Syntax

spanningtree link-type (auto | point-to-point | shared)

no spanning-tree link -type

Parameter Parameter Description Parameter Value
auto Automatically detect link | -
type
point-to-point Enable point to point link | -
shared Disable point to point link | -

Command Mode

Interface Configuration

Default

The link type is auto detected

Usage

None
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Examples

This example showshow to set the link type to shared on port eth-0-1:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  spanning -tree link -type shared

Related Commands

show spanning-tree brief

3.9.16spanning -tree edgeport

Command Purpose

Usethis command to set a port as an edge-port and to enable rapid transitions. Use
the no parameter with this command to set a port to its default state (not an edge-

port) and to disable rapid transitions.

Command Syntax

spanning-tree edgeport

no spanningtree edgeport

Command Mode

Interface Configuration

Default

The port is not an edge-port
Usage

None
Examples

This example showshow to set the port eth-0-1 to edgeport:
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Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  spanning -tree edgeport

This example showshow to reset the port to an non-edgeport:

Switch# configure  terminal
Switch(config -iff# no spanning -tree edgeport

Related Commands

show spanningtree interface

3.9.17spanning -tree edgeport bpdu -guard

Command Purpose

Use this command to enable or disable the BPDU Guard feature on a port. Use the
no parameter with this command to set the BPDU Guard feature on a portto default.

Command Syntax

spanning-tree edgeport bpdu-guard ( enable | disable | default )

no spanning-tree edgeport bpdu -guard

Parameter Parameter Description Parameter Value
enable Enable edgeport bpdu- -
guard
disable Disable edgeport bpdu- -
guard
default Default -

Command Mode

Interface Configuration
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Default

BPDUguard is disabled on port

Usage

None

Examples

This example showshow to change port to edgeport and enable bpdu-guard on port:

Switch# configure terminal

Switch(config)# interface eth -0-1

Switch(config -ifj#  spanning -tree edgeport

Switch(config -ifjf spanning -tree edgeport bpdu-guard enable

Related Commands

show spanningtree interface

3.9.18spanning -tree edgeport bpdu -filter

Command Purpose

Use this command to set edgeport BPDU filter for the port. Use the no parameter

with this command to revert the port BPDU filter value to default.

Command Syntax

spanning-tree edgeport bpdu-filter ( enable | disable | default )

no spanning-tree edgeport bpdu -filter

Parameter Parameter Description Parameter Value
enable Enable edgeport bpdu- -

filter
disable Disable edgeport bpdu- -

filter
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default Default -

Command Mode

Default

Usage

Examples

Interface Configuration

BPDUfilter is disabled on port

None

This example showshow to enable bpdu-filter on port:

Switch# configure terminal

Switch(config)# interface eth -0-1

Switch(config -ifjf  spanning -tree edgeport
Switch(config -ifj#  spanning -tree edgeportbpdu - filter

This example showshow to disable bpdu-filter on port:

Switch# configure  terminal
Switch(config -ifj  no spanning -tree edgeport bpdu - filter

Related Commands

show spanningtree interface

3.9.19spanning -tree guard root

Command Purpose

Use this command to enable the Root Guard feature for the port. This feature
disables reception of superior BPDUs. Use the no parameter with this command to

disable the root guard feature for the port.
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Command Syntax

spanning-tree guard root

no spanning-tree guard root

Command Mode

Interface Configuration

Default
Root guard is disabled

Usage
The Root Guard feature makes sure that the port on which it is enabled is a
designated port. If a port with Root Guard enabled receives a superior BPDU, it goes
to a Listening state (for STP) or discarding state (for RSTP and MSTP).

Examples

This example showshow to enable the Root Guard feature for the port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjf  spanning -tree guard root

This example showshow to disable the Root Guard feature for the port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  no spanning -tree guard root

Related Commands

None
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3.9.20spanning -tree guard loop

Command Purpose

Use this command to enable the loop guard feature for the port. This feature
provides additional protection against Layer 2 forwarding loops. Use the no

parameter with this command to disable the loop guard feature for the port.

Command Syntax

spanning-tree guard loop

no spanning-tree guard loop

Command Mode

Interface Configuration

Default
Loop guard is disabled
Usage
The loop guard feature should be enabled on the non -designated ports. When a port
enables loop guard, and BPDUs are not received on a non-designated port after
max_age, the port should move into the STP loop-inconsistent blocking state, instead
of the listening / learning / forwarding state, and should not pass user traffic.
Examples

This example showshow to enable the loop guard on the port:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  spanning -tree guard loop

Related Commands

spanning-tree guard root
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3.9.21spanning -tree force-version

Command Purpose

Use this command to specify the version. Aversion identifier of less than a value of
2 enforces the spanning tree protocol. Although the command supports an input
range of 0-3, for RSTP, the valid range is 0-2. Use the no parameter with this

command to set the default protocol version.

Command Syntax

spanning-tree force-version NUMBER

no spanningtree force-version

Parameter Parameter Description Parameter Value

NUMBER Version identifier. 0- STP,1- Not supported,
2-RSTP3- MSTP

Command Mode

Default

Usage

Examples

Interface Configuration

STPdefault 0, RSTRlefault 2, MSTPRdefault 3

None

This example showshow to specify the version:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  spanning -tree force -version 1

This example showshow to reset the default version:
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Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj no spanning -tree force -version

Related Commands

None

3.9.22spanning -tree restricted -tcn

Command Purpose

Use this command to set the restricted TCN value of the port to TRUE. Use the no

parameter with this command to set the restricted TCN value of the port to FALSE.

Command Syntax

spanningtree restricted -tcn

no spanning-tree restricted -tcn

Command Mode

Interface Configuration

Default

The default restricted TCNvalue is FALSE
Usage

None
Examples

This example showshow to set the restricted TCNvalue of the port to TRUE:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  spanning -tree restricted -tcn

This example showshow to set the restricted TCNvalue of the port to FALSE:
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Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjf  nospanning -tree restricted -ten

Related Commands

None

3.9.23spanning -tree restricted -role

Command Purpose

Use this command to set the restricted -role value of the port to TRUE. Use the no

parameter with this command to set the restricted -role value of the port to FALSE.

Command Syntax

spanningtree restricted -role

no spanning-tree restricted -role

Command Mode

Interface Configuration

Default

The default restricted -role value is FALSE
Usage

None
Examples

This example showshow to set the restricted -role value of the port to TRUE:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  spanning -tree restricted - role

This example showshow to set the restricted -role value of the port to FALSE:
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Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  nospanning -tree restricted - role

Related Commands

None

3.9.24spanning -tree tc-protection

Command Purpose

Use this command to set the tc -protection value to TRUE. Use the no parameter with
this command to set the tc -protection value to FALSE. If tc -protection is set, the
number of tc packets which can be processed

greater than the number of tc -protection threshold.

Command Syntax

spanning-tree tc-protection

no spanning-tree tc-protection

Command Mode

Global Configuration

Default

The default tc-protection value is FALSE
Usage

None
Examples

This example showshow to set the tc-protection value to TRUE:

Switch# configure  terminal
Switch(config)# spanning -tree tc - protection
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This example showshow to set the tc-protection value to FALSE:

Switch# configure  terminal
Switch(config)# no spanning -tree tc - protection

Related Commands

None

3.9.25spanning -tree tc-protection threshold

Command Purpose

Use this command to set the tc -protection threshold value. Use the no parameter

with this command to set the tc -protection threshold value to 1. If tc -protection is

set, the number of tc packets which can be processed every hello time interval

shoul dndét be gr eat er-prdaebtianthresholé. number of tc

Command Syntax

spanning-tree tc-protection threshold NUMBER

no spanning-tree tc-protection threshold

Parameter Parameter Description Parameter Value

NUMBER Tc-protection threshole 1-255

value, default 1

Command Mode

Global Configuration

Default

The default tc-protection threshold value is 1

Usage

None
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Examples

This example showshow to set the tc-protection to 255:

Switch# configure  terminal
Switch(config)# spanning -tree tc - protection threshold 255

This example showshow to reset the tc-protection to default value:

Switch# configure terminal
Switch(config)# interface eth -0-1

Switch(config -iff# no spanning -tree tc - protection threshold

Related Commands

None

3.9.26spanning -tree mode
Command Purpose
Usethis command to set spanningtree mode.

Command Syntax

spanning-tree mode ( stp | rstp | mstp)

Parameter Parameter Description Parameter Value
stp spanningtree protocol -
rstp rapid spanningtree -
protocol
mstp multiple spanningtree -
protocol

Command Mode

Global Configuration
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Default

The default spanning-tree mode is rstp

Usage

None

Examples

This example showshow to set the spanningtree mode to mstp:

Switch# configure terminal
Switch(config)# spanning -tree mode mstp

Related Commands

None

3.9.27spanning -tree instance port -priority

Command Purpose

Use this command to set the port priority for a bridge group. Use the no parameter

with this command to restore the default priority value.

Command Syntax

spanning-tree instance INSTANCE_I[port-priority PRIORITY

no spanning-tree instance INSTANCE_|port -priority

Parameter Parameter Description Parameter Value
INSTANCE_ID Specify the identifier 1-4094
PRIORITY Specify the port priority (a| 0-240

lower priority indicates
greater likelihood of the
interface becoming a

root). The range is 0~240

428



Command Mode

Interface Configuration

Default

The default priority is 128

Usage

The Multiple Spanning Tree Protocol uses port priority as a tiebreaker to determine
which port should forward frame for a particular instance on a LAN, or which port
should be the root port for an instance. A lower value implies a better  priority. In
the case of the same priority, the interface index will serve as the tiebreaker, with
the lower -numbered interface being preferred over others.

The permitted range is 0 -240. The priority values can only be set in increments of

16.

Examples

This example showshow to set the port priority to 112 for instance 3:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjf spanning -tree instance 3 port - priority 112

This example showshow to reset the port priority to defaule value for instance 3:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)j# no spanning -tree instance 3 port - priority

Related Commands

None

3.9.28spanning -tree instance path-cost

Command Purpose

Usethis command to set the cost of a path associated with an interface. Usethe no

parameter with this command to restore the default cost value of the path.
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Command Syntax

spanningtree instance INSTANCE_Ipath-cost COST

no spanning-tree instance INSTANCE_|path-cost

Parameter Parameter Description Parameter Value
INSTANCE_ID Specify the identifier 1-4094
COST Specify the cost of path <1-200000000> for dot1t

and <1-65535> for dot1d-
1998 (a lower path -cost
indicates a greater
likelihood of the specified

interface becoming a root)

Command Mode

Interface Configuration

Default
Assuminga 10 Mb/s link speed, the default value is configured as 2,000,000
Usage
Before you can use this command to set a path-cost in a VLAN configuration, you
must explicitly add an MST instance to a port using the bridge -group instance
command (see the example below).
Examples

This example showshow to set the cost of a path associated with an interface:

Switch# configure  terminal

Switch(config)# spanning -tree mst configuration

Switch(config - mst)# instance 3 vlan 3

Switch(config - mst)# exit

Switch(config)# interface eth -0-1

Switch(config -if)#  switchport mode trunk

Switch(config -if)#  switchport trunk allowed vlan add 3
Switch(config -ifj# spanning -tree instance 3 path -cost 1000
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Switch(config - mst)# exit

Switch(config)# interface eth -0-1

Switch(config - if)# switchport mode access

Switch(config -if)#  switchport access vlan 3

Switch(config -if)j# spanning -tree instance 3 path -cost 1000

Related Commands

None

3.9.29spanning -tree instance restricted -tcn

Command Purpose

Usethis command to set the restricted TCNvalue for the instance to TRUE. Usethe
no parameter with this command to set the restricted TCNvalue for the instance to
FALSE.

Command Syntax

spanningtree instance INSTANCE_ IPestricted -tcn

no spanning-tree instance INSTANCE_ IPestricted -tcn

Parameter Parameter Description Parameter Value

INSTANCE_ID Specify the instance ID 1-4094

Command Mode

Interface Configuration

Default

The default restricted TCNvalue is FALSE

Usage

None
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Examples

This example showshow to set the restricted TCNvalue for the instance to TRUE:

Switch# configure terminal

Switch(config)#

Switch(config - if)#

Related Commands

None

eth -0-1

spanning -tree instance 2 restricted

3.9.30spanning -tree instance restricted -role

Command Purpose

Usethis command to set the restricted role value for the instance to TRUE.Usethe

no parameter with this command to set the restricted role value for the instance to

FALSE.

Command Syntax

spanningtree instance INSTANCE_ IEestricted -role

no spanningtree instance INSTANCE_|Bestricted -role

Parameter

Parameter Description

Parameter Value

INSTANCE_ID

Specify the instance ID

1-4094

Command Mode

Interface Configuration

Default

The default restricted -role value is FALSE.

Usage

None
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Examples

This example showshow to set the restricted role value for the instance to TRUE:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  spanning -tree instance 2 restricted - role

Related Commands

None

3.9.31spanning -tree mst configuration

Command Purpose

Usethis command to enter mst configuration mode.

Command Syntax

spanning-tree mst configuraiton

Command Mode

Global Configuration

Default

None
Usage

None
Examples

This example showshow to enter into mst configuration mode:

Switch# configure  terminal
Switch(config)# spanning -tree mst configuration

433



Related Commands

None

3.9.32instance

Command Purpose

Usethis command to create an mstp instance and map VLANsto an MSTinstance.

Command Syntax

instance INSTANCE_IRlan VLAN_ID

no instance INSTANCE_IDlan VLAN_ID

Parameter Parameter Description Parameter Value

INSTANCE_ID Instance id, we support at | 1-4094

most 64 instances

VLAN_ID The vlan associated with | 1-4094
instance must be created

first.

Command Mode

MSTConfiguration

Default

None

Usage

When you map VLANs to an MST instance, the mapping iSncremental, and the VLANs

specified in the command are added to or removed from the VLANs that were

previously mapped.
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Examples

This example showshow to map vlan 10 to instance 1.

Switch# configure terminal

Switch(config)# vlan database

Switch(config - vlan)# vlan 10

Switch(config - vlan)# exit

Switch(config)# spanning -tree Mst configuration
Switch(config -mst)# instance 1 vlan 10

Related Commands

None

3.9.33region

Command Purpose

Usethis commandto create mstp region.

Command Syntax

region NAME

no region NAME

Parameter Parameter Description Parameter Value

NAME Specify the region name. | The name string has a
maximum length of 32
characters and is case

sensitive

Command Mode

MSTConfiguration

Default

The default region hame is an empty string
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Usage

None

Examples

This example showshow to set the region to Switch :

Switch# configure terminal

Switch(config)# vlan database

Switch(config - vlan)# vlan 10

Switch(config - vlan)# exit

Switch(config)# spanning -tree mst configuration

Switch(config -mst}# region Switch

Related Commands

None

3.9.34revision

Command Purpose

Usethis commandto create an mstp revision humber.

Command Syntax

revision NUMBER

no revision NUMBER

Parameter Parameter Description Parameter Value

NUMBER Specify the configuration | 0-65535

revision number.

Command Mode

MSTConfiguration

Default

Default value is 0
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Usage

None

Examples

This example showshow to set the revision number to 1:

Switch# configure  terminal
Switch(config)# spanning - tree
Switch(config - mst)# revision 1

Related Commands

None

mst configuration

3.9.35clear spanning -tree detected protocols

Command Purpose

Usethis commandto clear the detected protocols for a specific bridge or interface.

Command Syntax

clear spanning-tree detected

protocols ( interface IFNAMH )

Parameter

Parameter Description

Parameter Value

interface IFNAME

Specify the name of the
interface on which
protocols have to be

cleared

Command Mode

Privileged EXEC

Default

None
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Usage

None

Examples

This example shows how to clear the detected protocols for a specific bridge or

interface eth -0-1:

Switch# clear spanning -tree detected protocols interface eth -0-1

Related Commands

None

3.9.36¢lear spanning -tree disabled -port

Command Purpose

Usethis commandto clear all spanningtree protocol disabled port.

Command Syntax

clear spanning-tree disabled-port

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This example showshow to clear all spanningtree protocol disabled port:
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Switch# clear spanning -tree disabled - port

Related Commands

None

3.9.37show spanning -tree

Command Purpose

Use this command to show the state of the spanning tree. This command only

shows up interfaceds state.

Command Syntax

show spanning-tree

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This example showshow to show the state of spanningtree:

Switch# show spanning - tree

Bridge up - Spanning Tree Enabled

Mode - Multiple spanning tree protocol

Path Cost Standard - dotlt

CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768
Forward Delay 15 - Hello Time 2 - MaxAge 20 - Max- hops 20

Tx Hold Count 6
CIST Root Id 80008afa58e9cb00
CIST Reg Root Id 80008afa58e9ch00

439



CIST Bridge Id 80008afa58e9ch00

Edgeport bpdu - filter disabled

Edgeport bpdu - guard disabled

eth -0-1: Port 1 - Id 8001 - Role Designated - State Forwarding

eth - 0- 1: Designated External Path Cost O - Internal Path Cost 0

eth - 0-1: Configured Path Cost 20000 - Add type Explicit ref count 1
eth - 0- 1: Designated Port I1d 8001 - CIST Priority 128

eth - 0- 1: CIST Root 80008afa58e9cb00

eth - 0-1: Regional Root 80008afa58e9cb00

eth - 0- 1: Designated Bridge 80008afa58e9ch00

eth - 0- 1: Message Age 0 - Max Age 20

eth -0-1: CIST Hello Time 2 - Forward Delay 15

eth -0-1: CIST Forward Timer 0 - Msg Age Timer O - Hello Timer 0 - topo change t

imer 0
eth - 0-1: Forward - transitions 2
eth -0-1: BPDUsent 373 - BPDUreceived 0
eth - 0-1: Version Multiple spanning tree protocol - Received None - Send MSTP
eth - 0- 1: No edgeport configured - Current edgeport off
eth - 0- 1: Edgeport bpdu- guard Default - Current edgeport bpdu - guard off
eth - 0-1: Edgeport bpdu - filter Default - Current edgeport bpdu- filter off
eth - 0- 1: No root guard configured - Current root guard off
eth -0-1: No loop guard configured - Current loop guard off

eth - 0-1: Configured Link Type auto - Current point -to - point

Related Commands

None

3.9.38show spanning -tree interface
Command Purpose
Usethis command to showthe state of the spanningtree of the specified interface.

Command Syntax

show spanning-tree interface IFNAMK brief | )

Parameter Parameter Description Parameter Value
IFNAME Specify the name of the -

interface
brief The brief spanning-tree -

information
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Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is an output of this command displaying the state of the spanning
tree of the interface eth -0-1:

Switch# show spanning -tree interface eth -0-1

Bridgeup - Spanning Tree Enabled

Mode - Multiple spanning tree protocol

Path Cost Standard - dotlt

CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768
Forward Delay 15 - Hello Time 2 - MaxAge20 - Max hops 20

Tx Hold Count 6

CIST Root Id 80008afa58e9cb00

CIST Reg Root Id 80008afa58e9cb00

CIST Bridge Id 80008afa58e9ch00

Edgeport bpdu - filter disabled

Edgeport bpdu - guard disabled

eth-0-1: Port 1 - Id 8001 - Role Designated - State Forwarding

eth - 0-1: Designated External Path Cost O - Internal Path Cost 0

eth - 0-1: Configured Path Cost 20000 - Add type Explicit ref count 1

eth - 0- 1: Designated Port I1d 8001 - CIST Priority 128

eth - 0- 1: CIST Root 80008afa58e9cb00

eth - 0-1: Regional Root 80008afa58e9cb00

eth - 0- 1: Designated Bridge 80008afa58e9cb00

eth - 0- 1: Message Age 0 - Max Age 20

eth -0-1: CIST Hello Time 2 - Forward Delay 15

eth -0-1: CIST Forward Timer O - Msg Age Timer O - Hello Timer O - topo change t
imer O

eth - 0-1: Forward - transitions 2

eth -0-1: BPDUsent 352 - BPDUreceived 0

eth - 0-1: Version Multiple spanning tree protocol - Received None - Send MSTP
eth - 0- 1: No edgeport configured - Current edgeport off

eth - 0-1: Edgeport bpdu-guard Default - Current edgeport bpdu-guard off
eth - 0-1: Edgeport bpdu - filter Default - Current edgeport bpdu- filter off
eth - 0- 1: No root guard configured - Current root guard off
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eth -0-1: No loop guard configured - Current loop guard off
eth - 0-1: Configured Link Type auto - Current point -to - point

Related Commands

None

3.9.39show spanning -tree brief

Command Purpose

Usethis command to showthe brief state of the spanningtree.

Command Syntax

show spanning-tree brief

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is an output of this command displaying the brief state of the

spanning tree The down interface should not be show:

Switch# show spanning -tree brief

Multiple spanning tree protocol  Enabled

Root ID Priority 32768 (0x8000)

Address 8afa.58e9.cb00

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (0x8000)

Address 8afa.58e9.ch00

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Aging Time 300 sec

Interface Role State Cost Priority.Number Type
eth -0-1 Designated Forwarding 20000 128.1 P2p
eth - 0-2 Designated Forwarding 20000 128.2 P2p

Related Commands

None

3.9.40show spanning -tree disabled -port

Command Purpose

Usethis command to showthe spanningtree protocol disabled port.

Command Syntax

show spanning-tree disabled-port

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is an output of this command displaying all spanning tree protocol

disabled port:

Switch# show spanning -tree disabled - port

Interface
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Related Commands

None

3.9.41show spanning -tree mst

Command Purpose

Usethis command to show the mstp information.

Command Syntax

show spanning-tree mst

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is an output of this command displaying the mstp information The

down interface should not be show:

Switch#show spanning -tree  mst

Bridge up - Spanning Tree Enabled
Mode - Multiple spanning tree protocol

Path Cost Standard - dotit
CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768
Forward Delay 15 - Hello Time 2 - MaxAge 20 - Max- hops 20

Tx Hold Count 6

CIST Root Id 80008afa58e9cb00

CIST Reg Root Id 80008afa58e9ch00
CIST Bridge Id 80008afa58e9cb00
Edgeport bpdu - filter disabled
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Edgeport bpdu-guard disabled

Instance Interface VLAN
0 : 1, 3
1: eth -0-2 2

Related Commands

None

3.9.42show spanning -tree mst config

Command Purpose

Usethis command to showthe mstp region configuration information.

Command Syntax

show spanning-tree mst config

Command Mode

Default

Usage

Examples

Privileged EXEC

None

None

This example showshow to showthe mstp region configuration information:

Switch#show spanning -tree mst config

MSTP Configuration Information:
Format Id 0
Name : switch
Revision Level : 0
Digest . O0x3AB68794D602FDF43B21C0B37AC3BCAS

Instances  configured 1
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Instance Vlans mapped

1, 3
1 2

Related Commands

None

3.9.43show spanning -tree mst detail
Command Purpose
Usethis command to show the detail mstp information.

Command Syntax

show spanning-tree mst detail ( interface IFNAME )

Parameter Parameter Description Parameter Value

interface IFNAME The interface name you -

want to display

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is an output of this command displaying the mstp information The

down interface should not be show:
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Switch#show spanning -tree mst detail interface

Bridgeup - Spanning Tree Enabled
Mode - Multiple spanning tree protocol
Path Cost Standard - dotlt

eth -0-1

CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

Forward Delay 15 - Hello Time 2 - Max Age 20
Tx Hold Count 6

CIST Root Id 80008afa58e9ch00

CIST Reg Root Id 80008afa58e9cb00

CIST Bridge I|d 80008afa58e9cb00

Edgeport bpdu - filter disabled

Edgeport bpdu - guard disabled

- Max- hops 20

eth -0-1: Port 1 - Id 8001 - Role Designated - State Forwarding

eth - 0-1: Designated External Path Cost O - Internal Path Cost 0
eth - 0-1: Configured Path Cost 20000 - Add type Explicit ref count 1
eth - 0- 1: Designated Port I1d 8001 - CIST Priority 128

eth - 0- 1: CIST Root 80008afa58e9cb00

eth - 0-1: Regional Root 80008afa58e9cb00

eth - 0- 1: Designated Bridge 80008afa58e9cb00

eth - 0- 1: Message Age 0 - Max Age 20

eth -0-1: CIST Hello Time 2 - Forward Delay 15
eth -0-1: CIST Forward Timer 0O - Msg Age Timer
imer 0

eth -0-1: Forward - transitions 2

eth -0-1: BPDUsent 247 - BPDUreceived 0

eth -0-1: Version Multiple spanning tree protocol

0 - Hello Timer O - topo change t

- Received None - Send MSTP

eth - 0- 1: No edgeport configured - Current edgeport off

Related Commands

None

3.9.44show spanning -tree mst instance

Command Purpose

Usethis command to showthe detail mstp information of a specific instance.

Command Syntax

show spanning-tree mst instance INSTANCE_IDinterface IFNAME )

Parameter Parameter Description Parameter Value
INSTANCE_ID Instance number you want | 1-4094
to display
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IFNAME The interface name you Support

want to display physical/aggregation ports

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is an output of this command displaying the detail mstp information:

Switch#show spanning -tree mst instance 2

MSTI Root Path Cost 0 - MSTI Root Port O
MSTI Root Id 8002e083bce89601

MSTI Bridge Id 8002e083bce89601

MSTI Bridge Priority 32768

eth - 0- 48: Port 48 - 1d8030 - Role Disabled - State Discarding

eth - 0- 48: Designated Internal Path Cost O - Designated Port Id O
eth - 0- 48: Configured Internal Path Cost 20000

eth - 0-48: Configured CST External Path cost 20000

eth - 0- 48: CST Priority 128 - MSTI Priority 128

eth - 0- 48: Designated Root 0000000000000000

eth - 0- 48: Designated Bridge 0000000000000000

eth - 0- 48: Message Age 0 - Max Age O

eth -0-48: Hello Time 2 - Forward Delay 15

eth - 0-48: Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0

eth - 0- 1: Port 1 - 1d8001 - Role Disabled - State Discarding

eth - 0- 1: Designated Internal Path Cost 0 - Designated Port Id 0
eth - 0- 1: Configured Internal Path Cost 20000

eth - 0-1: Configured CST External Path cost 20000

eth - 0- 1: CST Priority 128 - MSTI Priority 128

eth - 0- 1: Designated Root 0000e083bce89601

eth - 0-1: Designated Bridge 0000e083bce89601

eth - 0- 1: Message Age 0 - Max Age 0

eth -0-1: Hello Time 2 - Forward Delay 15

eth -0-1: Forward Timer 0 - Msg Age Timer O - Hello Timer 0
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Related Commands

None

3.9.45show spanning -tree mst interface
Command Purpose
Usethis command to show the detail mstp information of a specific interface.

Command Syntax

show spanning-tree mst interface IFNAME

Parameter Parameter Description Parameter Value
IFNAME The interface name you Support
want to display physical/aggregation ports

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is an output of this command displaying the mstp information of an

interface:

Switch# show spanning -tree mst interface eth -0-1

Bridge up - Spanning Tree Enabled

Mode - Multiple spanning tree protocol

Path Cost Standard - dotlt

CIST Root Path Cost O - CIST Root Port 0 - CIST Bridge Priority 32768

449



Forward Delay 15 - Hello Time 2 - Max Age 20 - Max- hops 20
Tx Hold Count 6

CIST Root Id 8000be8c722f7f00

CIST Reg Root Id 8000be8c722f7f00

CIST Bridge Id 8000be8c722f7f00

Edgeport bpdu - filter disabled

Edgeport bpdu - guard disabled

Loop guard configured disabled

Instance Interface VLAN

0 1, 4-100
1 eth -0-1 2

2 eth -0-1 3

Related Commands

None

3.9.46show spanning -tree mst brief

Command Purpose

Usethis commandto show the brief mstp information.

Command Syntax

show spanning-tree mst brief (interface IFNAME instance INSTANCE_ID)

Parameter Parameter Description Parameter Value

interface IFNAME The interface name you -

want to display

instance INSTANCE_ID Instance number you want | 1-4094
to display

Command Mode

Privileged EXEC

Default

None
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Usage

None

Examples

The following is an output of this command displaying the brief mstp information:

Switch#show spanning -tree mst brief

#H#H MSTO:  Vians: 1
Multiple spanning tree protocol  Enabled

Root ID Priority 32768 (0x8000)

Address €083.bce8.9601

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (0x8000)

Address €083.bce8.9601

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec
Interface Role State Cost Priority.Number Type

#HH## MST2:  Vians: 2

Root ID Priority 32770 (0x8002)

Address €083.bce8.9601
Bridge ID Priority 32770 (0x8002)

Address €083.bce8.9601
Interface Role State Int - Cost  Priority.Number Type
eth - 0- 48 Disabled Discarding 20000 128.48 P2p
eth -0-1 Disabled Discarding 20000 128.1 P2p
#H#HH# MST15:  Vlans: 15
Root ID Priority 32783 (0x800f)

Address €083.bce8.9601
Bridge ID Priority 32783 (0x800f)

Address €083.bce8.9601
Interface Role State Int - Cost  Priority.Number Type
eth - 0- 48 Disabled Discarding 20000 128.48 P2p
eth -0-1 Disabled Discarding 20000 128.1 P2p

Related Commands

None

3.9.47spanning -tree instance forward

Command Purpose

Usethis commandto set STPstate is forward for instance and keep forward.
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Command Syntax

spanningtree instance INSTANCE_ IEbrward

no spanning-tree instance INSTANCE_ |ibrward

Parameter Parameter Description Parameter Value

INSTANCE_ID Specify the identifier 1-4094

Command Mode

Interface Configuration

Default

None
Usage

None
Examples

This example showshow to set STPstate is forward for instance and keep forward:

Switch# configure terminal

Switch(config)# spanning -tree mode mstp
Switch(config)# spanning -tree mst configuration
Switch(config - mst)# instance 1 vlan 2

Switch(config)# interface eth -0-1

Switch(config -ifj#  spanning -tree instance 1 forward
Switch# configure terminal

Switch(config)# interface eth -0-1

Related Commands

None
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3.10Flow Control Commands

3.10.1flowcontrol

Command Purpose

Usethis command to enable or disable flow control send function.

Command Syntax

send

flowcontrol send( on| off )

Parameter Parameter Description Parameter Value
on Set sendflowcontrol

enable
off Set sendflowcontrol

disable

Command Mode

Default

Usage

Examples

Interface Configuration

Off

Use the flowcontrol

to send pause frames to on or off.

This example showshow to enable flow control on interface:

Switch# configure terminal

Switch(config)# interface eth -0-1
Switch(config -ifj#  flowcontrol send on

Il nterface

Configuration
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Related Commands

flowcontrol receive on

3.10.2flowcontrol receive
Command Purpose
Usethis command to enable or disable flow control receive function.

Command Syntax

flowcontrol receive (on| off )

Parameter Parameter Description Parameter Value
on Setreceive flowcontrol -

enable
off Setreceive flowcontrol -

disable

Command Mode

Interface Configuration

Default
Off

Usage
Use the fl owcontrol interface configuration
to receive pause frames to on or off.

Examples

This example showshow to enable flow control on interface:
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Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  flowcontrol receive on

Related Commands

flowcontrol sendon

3.10.3show flowcontrol

Command Purpose

Usethis command to display flow control information.

Command Syntax

show flowcontrol ( IFNAME )

Parameter Parameter Description

Parameter Value

IFNAME Interface name

Support physical ports

Command Mode

Privileged EXEC

Default
None

Usage
Use the command to display flowcontrol ability and the pause frame information of
each port.

Examples

This example showshow to display flowcontrol information:

Switch# show flowcontrol

Port Receive FlowControl Send FlowControl

RxPause TxPause
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admin oper admin oper

eth -0-1 off off off off 0 0
eth - 0-2 off off off off 0 0
eth -0-3 off off off off 0 0
eth -0-4 off off off off 0 0
eth -0-5 off off off off 0 0
eth -0-6 off off off off 0 0
eth -0-7 off off off off 0 0
eth -0-8 off off off off 0 0
eth -0-9 off off off off 0 0
eth - 0- 10 off off off off 0 0
eth - 0- 11 off off off off 0 0
eth - 0- 12 off off off off 0 0
eth - 0- 13 off off off off 0 0
eth -0-14 off off off off 0 0
eth - 0-15 off off off off 0 0
eth - 0- 16 off off off off 0 0
eth - 0- 17 off off off off 0 0
eth - 0-18 off off off off 0 0
eth - 0-19 off off off off 0 0
eth - 0- 20 off off off off 0 0
eth -0-21 off off off off 0 0
eth - 0- 22 off off off off 0 0
eth - 0-23 off off off off 0 0
eth -0-24 off off off off 0 0

Related Commands

None

3.11Priority -based flow control Commands
3.11.1priority -flow -control enable priority

Command Purpose

Use this command to enable or disable priority -based flow control function on

which priority.

Command Syntax
priority -flow -control enable priority {O| 1| 2| 3| 4| 5| 6| 7}

no priority -flow -control enable priority {0] 1| 2| 3| 4| 5| 6| 7}
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Command Mode

Interface Configuration

Default

Enable priority -basedflow control on priority 3
Usage

Use the priority -flow -control enable priority interface Configuration command to

set the interfaceds ability to oreontids. pause f
Examples

This example showshow to enable priority -basedflow control on which priorities:

Switch# configure  terminal
Switch(config -ifj#  Priority - flow -control enable priority 2357

Related Commands

priority -flow -control mode (on | auto)

lldp tlv 8021 -org-specific dchx

3.11.2show priority -flow -control
Command Purpose
Usethis command to display priority -based flowcontrol information.

Command Syntax

show priority -flow -control (INTERFACE )

Parameter Parameter Description Parameter Value

INTERFACE Interface name Support physical ports
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Command Mode

Privileged EXEC

Default
None

Usage
Usethe command to display priority -based flowcontrol admin-config and operation -
config information of each port.

Examples

This example showshow to display priority -basedflowcontrol information:

Switch# show priority - flow - control interface eth -0-1

Switch# show priority - flow - control

Port PFG enable PFG enable on priority
admin oper admin oper

eth -0-1 off off off off

Related Commands

None

3.11.3show priority -flow -control statistics
Command Purpose
Usethis command to display priority -based flowcontrol statistics.

Command Syntax

show priority -flow -control statistics (INTERFACE )

Parameter Parameter Description Parameter Value

INTERFACE Interface name Support physical ports
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Command Mode

Privileged EXEC

Default

None
Usage

Usethe commandto display priority -based flowcontrol statistics of each port.
Examples

This example showshow to display priority -basedflowcontrol statistics:

Switch# show priority - flow - control statistics interface eth -0-1
Switch# show priority - flow - control statistics

Port RxPause TxPause

eth -0-1 0 0

Related Commands

None

3.11.4priority -flow -control deadlock precision

Command Purpose

Use this command to configure time precision for priority -based flowcontrol
deadlock

Command Syntax

priority -flow -control deadlock precision PRECISION

no priority -flow -control deadlock precision

Parameter Parameter Description Parameter Value
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PRECISION Precision 10-50

Command Mode

Global Configuration

Default

10
Usage

Usethe commandto set time precision for priority -basedflowcontrol deadlock
Examples

This example showshow to configure priority -basedflow control deadlock precision:

Switch# configure  terminal
Switch(config)# priority - flow - control  deadlock precision 20

None

This example shows how to revert the priority -based flow control deadlock

precision to 10:

Switch# configure  terminal
Switch(config)# no priority - flow - control deadlock precision

Related Commands

None

3.11.5priority -flow -control deadlock priority

Command Purpose

Usethis commandto configure port priority -based flowcontrol deadlock detection
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Command Syntax

priority -flow -control deadlock priority PRI1( PRI2| ) ( detect DETECTrecover

RECOVER)

no priority -flow -control deadlock priority ( PRI1| ) ( PRI2| )

Parameter Parameter Description Parameter Value
PRI1 Traffic -priority value 0-7

PRI2 Traffic -priority value 0-7

DETECT Detect time 2020/1/30
RECOVER Recovertime 0-3000

Command Mode

Interface Configuration

Default

None

Usage

Usethe commandto set port priority -basedflowcontrol deadlock detection

Examples

This example shows how to configure port priority -based flowcontrol

detection:

Switch# configure terminal

eth -0-1

Switch(config)# interface
Switch(config -if)j#  priority
300

None

Related Commands

None

- flow - control

deadlock priority

deadlock

5 6 detect 20 recover
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3.11.6priority -flow -control deadlock limit priority

Command Purpose

Usethis command to configure port priority -basedflowcontrol deadlock limitation

Command Syntax

priority -flow -control deadlock limit priority PRI1( PRI2| ) ( frequency FREQUENCY

period PERIOD )

no priority -flow -control deadlock limit priority ( PRI1| ) ( PRI2| )

Parameter Parameter Description Parameter Value
PRI1 Traffic -priority value 0-7

PRI2 Traffic -priority value 0-7
FREQUENCY Frequency 10-100000
PERIOD Period 2020/1/5

Command Mode

Interface Configuration

Default

None
Usage

Usethe commandto set port priority -basedflowcontrol deadlock limitation
Examples

This example shows how to configure port priority -based flowcontrol deadlock
limitation:

Switch# configure  terminal

Switch(config)# interface eth -0-1
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Switch(config -ifj  priority - flow - control  deadlock limit  priority 7 frequency 100
period 5

None
Related Commands

None

3.11.7show priority -flow -control deadlock status

Command Purpose

Usethis command to display priority -based flowcontrol deadlock status information

Command Syntax

show priority -flow -control deadlock status

Command Mode

Privileged EXEC

Default

None
Usage

Usethe command to display priority -based flowcontrol deadlock status information
Examples

This example shows how to display priority -based flowcontrol deadlock status

information:

Switch# show priority - flow - control deadlock status

None
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Related Commands

None

3.11.8show priority -flow -control deadlock statistics

Command Purpose

Use this command to display priority -based flowcontrol deadlock statistics

information

Command Syntax

show priority -flow -control deadlock statistics (interface IFPHYSICAL )

Parameter Parameter Description Parameter Value

IFPHYSICAL Physical interface Support physical ports

Command Mode

Privileged EXEC

Default
None

Usage
Use the command to display priority -based flowcontrol deadlock statistics
information

Examples

This example shows how to display priority -based flowcontrol deadlock statistics

information:
Switch#  show priority - flow - control deadlock statistics interface eth -0-1
None
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Related Commands

None

3.11.9clear priority -flow -control deadlock statistics

Command Purpose

Use this command to clear priority -based flowcontrol deadlock statistics

information

Command Syntax

clear priority -flow -control deadlock statistics ( interface IFPHYSICAL )

Parameter Parameter Description Parameter Value

IFPHYSICAL Physical interface Support physical ports

Command Mode

Default

Usage

Examples

Privileged EXEC

None

Use the command to clear priority -based flowcontrol deadlock statistics

information

This example shows how to clear priority -based flowcontrol deadlock statistics

information:
Switch# clear priority - flow -control  deadlock statistics interface eth -0-1
None
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Related Commands

None

3.12Layer 2 Protocols Tunneling Commands
3.12.112protocol enable

Command Purpose

Usethis command to enable I2protocol function globally.

Command Syntax

I2protocol enable

no I2protocol enable

Command Mode

Global Configuration

Default

None
Usage

Usethis command to enable I2protocol function globally.
Examples

This example showshow to enable I2protocol function globally:

Switch# configure  terminal
Switch(config)# I2protocol enable

Related Commands

show I2protocol
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3.12.212protocol tunnel -dmac

Command Purpose

Usethis command to configure 12protocol tunnel destination MACaddress.

Command Syntax

I2protocol tunnel-dmac MAC

no I2protocol tunnel-dmac

Parameter Parameter Description Parameter Value

MAC | 2 protocol 0100.0CCD.CDD®?2 or
destination MACaddress | 010F.E200.0003

Command Mode

Default

Usage

Examples

Global Configuration

None

Use this command to configure 12 protocol tunnel dmac. System default tunnel-
dmac is 0100.0ccd.cddO.

Following is a sample that configuring 010FE2000003s 12 protocol tunnel dmac:

Switch# configure  terminal
Switch(config)# 12protocol tunnel - dmac 010F.E200.0003

Related Commands

show I2protocol
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3.12.312protocol mac 1

Command Purpose

Usethis command to configure |12 protocol mac addressglobally.

Command Syntax

I2protocol mac 1 MACmask MASK

no I2protocol mac 1

Parameter Parameter Description Parameter Value

MAC L2 Protocol MAC address. | 0180.C200.0000~
0180.C200.0000~0180.C20 0180.C2FF.FFFF
0.003F is used by other
protocol, sothis rangeis
out of L2 Protocol MAC

address control.

MASK L2 Protocol MACMASK | FFFF.FF00.0006-
FFFF.FFFF.FFFF

Command Mode

Global Configuration

Default

None
Usage

Usethis command to configure |12 protocol mac addressglobally.
Examples

This example showshow to configure 12 protocol mac address:
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Switch# configure  terminal
Switch(config)# I2protocol mac 1 0180.c222.0000 mask ffff.ffff.0000

Related Commands

I2protocol full -mac

3.12.412protocol mac <2-6>

Command Purpose

Usethis command to configure |12 protocol mac addressglobally.

Command Syntax

I2protocol mac MAC_NUMMAC

no I2protocol mac MAC_NUM

Parameter Parameter Description Parameter Value

MAC_NUM The ID of 12 protocol MAC | 2-6

MAC The MACaddressof 12 0180.C200.0000~
protocol MAC 0180.C2FF.FFFF

Command Mode

Global Configuration

Default

None

Usage

Usethis command to configure 12 protocol mac addressglobally. Should not overlap

each other.
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Examples

This example showshow to configure 12 protocol mac address:

Switch# configure  terminal
Switch(config)# 12protocol mac 3 0180.c200.0000

Related Commands

I2protocol full -mac

3.12.5I2protocol

Command Purpose

Use this command to configure I2protocol pdu-mac-address to discard, peer or

tunnel.

Command Syntax

I2protocol (stp | slow -proto | dotlx| cfm| mac MAC_NUM full -mac) (discard |
peer | tunnel (evc WORD) | forward ~

I2protocol (cdp | vtp | lldp | all ) (discard | peer | forward )

no I2protocol ( stp | slow-proto | dotlx | c¢fm | lldp | cdp | vip | all | mac
MAC_NUM full -mac)

Parameter Parameter Description Parameter Value
stp MAC:0180.c200.0000 -
slow-proto MAC:0180.c200.0002, -

ethertype: 0x8809

dotlx MAC:0180.c200.0003, -
ethertype: 0x888e

cfm ethertype: 0x8902 -
cdp CiscoDiscovery Protocol -
vip Vlan Trunking Protocol -
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dotlx, cfm, lidp, cdp, vip

lldp Link Layer Discovery -
Protocol
all include stp, sflow -proto, | -

mac MAC_NUM

Globally configured mac
1-2

1-2

discard Discardthe protocol data | -
unit

peer Act as peer to the -
customer device instance
of the protocol, peer is
default option

tunnel Tunnel the protocol data | -
unit into the SVLAN

forward Forward the protocol data | -
unit

full -mac Globally configured full - -
mac

WORD The evc name Up to 15 characters

Command Mode

Default

Usage

Interface Configuration

None

Usethis commandto configure |12 protocol to discard, peer or tunnel.
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Examples

This example showshow to configure 12 protocol to discard:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)#  [2protocol stp discard

This example showshow to configure 12 protocol to tunnel:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  [2protocol slow - proto tunnel evc evcl

Related Commands

None

3.12.612protocol uplink enable

Command Purpose

Usethis commandto configure |12 protocol uplink port.

Command Syntax

I2protocol uplink enable

no I2protocol uplink enable

Command Mode

Interface Configuration

Default

None

Usage

Usethis command to configure 12 protocol uplink port.
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Examples

This example showshow to configure 12 protocol uplink port:

Switch# configure terminal
Switch(config)# interface

eth -0-1

Switch(config -ifj#  12protocol uplink enable

Related Commands

None

3.12.7show I2protocol

Command Purpose

Usethis display current 12 protocol tunnel configuration.

Command Syntax

show I2protocol (interface IFNAME tunnel-dmac| )

Parameter

Parameter Description

Parameter Value

interface IFNAME

Interface name

Support aggregation and
physical ports

tunnel-dmac

Layer2 protocols tunnel
destination MACaddress

Command Mode

Privileged EXEC

Default

None

Usage

Usethis display current I2 protocol tunnel configuration or on specified interface.




Examples

This example shows how to display current 12 protocol tunnel configuration on

interface eth -0-1:

Switch# show [2protocol interface eth -0-1

Interface PDU Address MASk Status EVC
eth -0-1 stp ffff.FEff. ffff Peer N/A
eth -0-1 slow - proto liliRiiRiiii Peer N/A
eth -0-1 dotlx ffff. fff.ffff Peer N/A
Switch # show [2protocol tunnel - dmac

Layer2 protocols  tunnel destination MACaddress is 0100.0ccd.cddO

This example shows how to display current 12 protocol tunnel configuration on

tunnel -mac:

Switch# show [2protocol tunnel - dmac

Layer2 protocols  tunnel destination MACaddress is 0100.0ccd.cddO

Related Commands

None

3.12.812protocol cos

Command Purpose

Usethis commandto configure I12protocol cos globally.

Command Syntax

I2protocol cosCOS_VALUE

no I2protocol cos

Parameter Parameter Description Parameter Value

COS_VALUE vlan tag priority 0-7

Command Mode

Global Configuration
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Default

None

Usage

Usethis command to configure I12protocol cos globally, the default value is 0.

Examples

This example showshow to configure 12protocol cos7:

Switch# configure terminal
Switch(config)# I2protocol cos 7

Related Commands

None

3.12.912protocol full -mac

Command Purpose

Usethis command to configure |12 protocol mac addressglobally.

Command Syntax

I2protocol full -mac MAC

no I2protocol full -mac

Parameter Parameter Description Parameter Value

MAC Destination MACaddress, | 0000.0000.0000~
including all MAC FFFF.FFFF.FFFF
addresses

Command Mode

Global Configuration
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Default

None

Usage
If the L2 protocol full -mac address coincides with BPDU, Slow proto, EAPOL or MAC<1
4>, the tunnel operation priority is orderly: BPDU, Slow proto, EAPOL, full - mac,
mac<1-4>.
If the L2 protocol full -mac address coincides with L2 Protocol tunnel destination MAC
addr ess, the crossed L2 protocol macl2addr e
Protocol
Examples

This example showshow to configure 12 protocol full -mac address:

Switch# configure  terminal
Switch(config)# I2protocol full -mac 0100.0CCC.CCCC

Related Commands

I2protocol mac

3.13Storm Control Commands

3.13.1port storm-control

Command Purpose

Use the storm-control interface configuration command to enable  broadcast,
multicast, or unicast storm control and to set threshold levels on an interface. Use

the no form of this command to return to the default setting.

Command Syntax

storm-control ( broadcast | multicast | unicast) ( level LEVEL pps PPY)

no storm-control ( broadcast | multicast | unicast )
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Parameter Parameter Description Parameter Value

broadcast Enable broadcast storm -
control on the interface

multicast Enable multicast storm -

control on the interface

unicast Enable unicast storm -

control on the interface

level LEVEL Specify the rising and 0.00-100.00
falling suppressionlevels
as a percentage of total
bandwidth of the port.

pps PPS Specify the rising and 0-1000000000
falling suppression levels
as a rate in packets per
secondat which traffic is
received on the port.

Command Mode

Interface Configuration

Default

Disabled
Usage

This command can only be configured on switchport.
Examples

This example showshow to configure storm-control broadcast on interface:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  storm - control broadcast level 30
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This example showshow to disable storm-control broadcast on interface:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  no storm - control broadcast

Related Commands

show storm-control

3.13.2vlan storm-control

Command Purpose

Use the storm-control vlan configuration command to enable broadcast, multicast,
or unicast storm control and to set threshold levels on an interface. Use the no  form

of this command to return to the default setting.

Command Syntax

storm-control ( broadcast | multicast | unicast ) ( bandwidth <1-100000000>| pps
<(0-1000000000>)

no storm-control ( broadcast| multicast | unicast)

Parameter Parameter Description Parameter Value

broadcast Enable broadcast storm -

control on the vlan

multicast Enable multicast storm -

control on the vlan

unicast Enable unicast storm -

control on the vlan

bandwidth <1-100000000>| Specify the rising and 1-100000000
falling suppression levels
as a rate in bits per

secondat which traffic is

received on the vilan.
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pps <0-1000000000> Specify the rising and 0-1000000000
falling suppression levels
as a rate in packets per

second at which traffic is

received on the vian.

Command Mode

VLANConfiguration
Default

Disabled
Usage

This command can only be configured on vlan.
Examples

This example showshow to configure storm-control broadcast on vian:

Switch# configure  terminal
Switch(config)# vlan 10
Switch(config -vlan)# storm -control  broadcast bandwidth 3000

This example showshow to disable storm-control broadcast on vian:

Switch# configure  terminal
Switch(config)# vlan 10
Switch(config -vlan)# nostorm -control  broadcast

Related Commands

show storm-control

3.13.3ipg storm-control enable

Command Purpose

Use the ipg storm-control enable to let storm control calculate IPG bytes. Use the

no form of this command to return to the default setting.
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Command Syntax

ipg storm-control enable

no ipg storm-control enable

Command Mode

Global Configuration

Default

Disabled
Usage

This command can be configured on global configure mode.
Examples

This example showshow to configure storm-control to calculate IPGbytes:

Switch# configure  terminal
Switch(config)# ipg storm - control  enable

This example showshow to disable storm-control to calculate IPGbytes:

Switch# configure  terminal
Switch(config)# no ipg storm -control  enable

Related Commands

None

3.13.4show storm-control
Command Purpose
Usethis command to show storm-control configurations.

Command Syntax

show storm-control ( interface INTERFACE vian <1-4094>| )
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Parameter

Parameter Description

Parameter Value

interface INTERFACE

Interface name

Support physical ports

vlan <1-4094>

VLANID

1-4094

Command Mode

Privileged EXEC

Default

None

Usage

This command displays the storm-control configurations.

Examples

This example showsstorm-control configurations:

Switch# show storm - control

This example showsstorm-control configurations on interface eth-0-1:

Switch# show storm - control

Related Commands

storm-control

interface eth -0-1

3.13.5show storm-control resource

Command Purpose

Usethis command to show storm-control resources.

Command Syntax

show resource storm-control
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Command Mode

Privileged EXEC

Default

None
Usage

This command displays the storm-control resources.
Examples

This example showsthe overall resources and usageof storm control.:

Switch# show resource storm - control

Related Commands

None

3.14Loopback Detection Commands
3.14.1loopback -detect enable

Command Purpose

Using the loopback-detect enable command, you can enable loopback detection on

an interface.

Usingthe no loopback-detect enable command, you can disable loopback detection

on an interface. By default, loopback detection is disabled on an interface.

Command Syntax

loopback-detect enable

no loopback-detect enable
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Command Mode

Interface Configuration

Default

Disable

Usage

The loopback-detect enable command enables loopback detection on an interface.
This function enables the system to detect a loopback on the interface quickly and
minimizes impact of the loopback on the entire network.  After loopback detection is
enabled on an interface, the interface sends loopback detection packets at intervals.
Loopback detection occupies CPU resources; therefore, disable this function when it

is not required.

Examples

This example showshow to enable loopback detect on port eth-0-1.:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  loopback -detect enable

Related Commands

show loopback-detect

3.14.2loopback -detect packet-interval

Command Purpose

Using the loopback-detect packet-interval command, you can set the interval for

sending loopback detection packets on all interfaces.

Using the no loopback-detect packet-interval command, you can restore the

default interval for sending loopback detection packets on all interfaces.

By default, the interval for sendingloopback detection packets is 5s
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Command Syntax

loopback-detect packet-interval INTERVAL

no loopback-detect packet-interval

Parameter Parameter Description Parameter Value

INTERVAL loopback detect packet 1-300, unit:second

send interval

Command Mode

Default

Usage

Examples

Global Configuration

5 seconds

The loopback-detect packet -interval command is used to adjust the interval for
sending loopback detection packets. After loopback detection is enabled on an
interface, the interface sends loopback detection packets at the interval specified
by the loopback-detect packet -interval command. If a shorter interval is set, the
system sends more loopback detection packets in a certain period. This enables the
system to detect loopbacks more quickly and accurately, but more system sources

are consumed.

This example shows how to set the interval for sending loopback detection packets
to 10s:

Switch# configure  terminal
Switch(config)# loopback - detect packet - interval 10

Related Commands

show loopback-detect
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3.14.3loopback -detect recovery-time

Command Purpose

Using the loopback-detect recovery-time command, you can set the time for

interface recovery from abnormal status.

Using the no loopback-detect recovery -time command, you can restore the default

time.
By default, the value for recovery time is the packet-interval * 3

Command Syntax

loopback-detect recovery-time TIME

no loopback-detect recovery-time

Parameter Parameter Description Parameter Value

TIME recovery time in seconds | 1-255, unit:second

Command Mode

Interface Configuration

Default

recovery-time is packet-interval * 3
Usage

If the interface is shutdown, this command is useless.
Examples

This example showshow to set the value for recoverying time to 10s:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  loopback -detect recovery -time 10
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Related Commands

show loopback-detect

3.14.4loopback -detect delay -time

Command Purpose

Usingthe loopback-detect delay-time on interface for set aciton.

Using the no loopback-detect delay -time to set not delay.

Command Syntax

loopback-detect delay-time TIME

no loopback-detect delay-time

Parameter Parameter Description Parameter Value

TIME delay time 1-255, unit:second

Command Mode

Interface Configuration

Default
None
Usage
The no loopback-detect delay-time command is used to set on the interface, if
received loopback-detect packet, then set action that set on the interface.
Examples

This example showshow to set the value for delay time set action to 5s:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjt  loopback -detect delay -time 5
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Related Commands

show loopback-detect

3.14.5loopback -detect action

Command Purpose

Usingthe loopback-detect action command, you can configure an action to perform

when a loopback is detected on an interface.
Usingthe no loopback-detect action command, you can restore the default action.

By default, an interface is blocked when a loopback is detected on the interface.

Command Syntax

loopback-detect action { shutdown | trap | block }

no loopback-detect action

Parameter Parameter Description Parameter Value

shutdown Shuts down an interface -
when a loopback is

detected onthe interface.

Trap Only sendsatrap message| -
when a loopback is

detected.

block Block the interface and -
continue to send

loopback-detect packets

Command Mode

Interface Configuration
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Default

Trap

Usage
After loopback detection is enabled on an interface, the interface sends loopback
detection packets at intervals. When a loopback is detected on the interface, the
system performs an action to minimize the impact on the entire network. The
loopback-detect action command configures the action.

Examples

This example shows how to configure the system action to shutdown interface eth -

0-1 when a loopback occurs:

Switch# configure terminal
Switch(config)#interface eth -0-1
Switch(config -iffj# loopback -detect action shutdown

Related Commands

show loopback-detect

loopback-detect enable

3.14.6loopback -detect packet vlan

Command Purpose

Using the loopback-detect packet vlan command, you can specify the VLAN IDs of

loopback detection packets on an interface.

Using the no loopback-detect packet vlan command, you can cancel the

configuration.

By default, detection packets do not have a VLANID.

Command Syntax

loopback-detect packet vlan VID
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no loopback-detect packet vian VID

Parameter Parameter Description Parameter Value

VID VLANID 1-4094

Command Mode

Default

Usage

Examples

Interface Configuration

Novlan id.

By default, loopback detection packets do not contain VLAN IDs. After the loopback -
detect packet vlan command is executed on an interface, the interface sends an
untagged loopback detection packet and the loopback detection packets with the
specified VLAN tags. The specified VLANs exist and the interface has been added to
the VLANSs in tagged mode. If you run the loopback -detect packet vlan command

multiple times in the same interface view, multiple VLAN IDs are  specified.

You can specify a maximum of eight VLANIDs

This example shows how to set the VLAN ID of loopback detection packets sent by
interface eth -0-1 to 30:
Switch# configure terminal

Switch(config)#interface eth -0-1
Switch(config -ifj#  loopback - detect packet vlan 30

Related Commands

show running-config
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3.14.7show loopback -detect

Command Purpose

Using the show loopback-detect command, you can view the loopback detection

configuration and status of loopback detection enabled interfaces.

Command Syntax

show loopback-detect { interface IFNAMHB packet-interval }

Parameter Parameter Description Parameter Value

interface IFNAME Showloopback detection | Support physical ports
status and configuration

on interface.

packet-interval Showloopabck detect -

packet interval.

Command Mode

Privileged EXEC

Default
None

Usage
This command is used to check the loopback detection configuration and status of
each interface on which loopback detection is enabled.

Examples

Display the loopback detection configuration and status of loopback detection

enabled interfaces:

Switch# show loopback - detect
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Loopback detection  packet interval(second) 5

Interface Action Status Delay(s) DLeft(s) Recovery(s) RLeft(s) Send

Recv Count

eth - 0- 47 trap NORMAL 30 - 15 - N/A

N/A 0

eth - 0- 48 trap NORMAL - - 15 - 2001 - 01- 05
034721 N/A 0

Related Commands

loopback-detect action

loopback-detect enable

3.15MLAG Commands
3.15.1mlag configuration

Command Purpose

The mlag configuration command enters MLAG configuration mode to configure

Multichassis Link Aggregation (MLAG) features.

The no mlag configuration command removes all MLAG configuration command

from running -config.

Command Syntax

mlag configuration

no mlag configuration

Command Mode

Global Configuration

Default

None
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Usage

The mlag configuration command enters MLAG configuration mode to configure

Multichassis Link Aggregation (MLAG) features. The exit command does not affect

the configuration. The no mlag configuration command removes all MLAG

configuration command from running -config.

Examples

This example showshow to enter MLAGconfiguration mode:

Switch# configure terminal
Switch(config)# mlag configuration

Related Commands

show mlag

3.15.2peer-address

Command Purpose

The peer-address command specifies the peer IPv4addressfor a MLAGdomain.

Thenopeerraddr ess command r e mo iPedsaaddtess assighinenc

by deleting the peer -address command from running-config.

Command Syntax

peer-addressIP_ADDR

no peer-address

Parameter Parameter Description

Parameter Value

IP_ADDR MLAGpeer IPv4 address

IPv4 Address

Command Mode

MLAGConfiguration
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Default

None

Usage

The peer-address command specifies the peer IPv4 address for a MLAG domain.

MLAG control traffic is sent to the peer IPv4 address.

Thenopeer-addr es s

command removes t he

by deleting the peer -address command from running-config.

Examples

MLAG peer i

This example showshow to specify the peer IPv4addressfor a MLAGdomain:

Switch# configure terminal
Switch(config)# mlag
Switch(config - mlag)#
Switch(config - mlag)#

Related Commands

show mlag peer

3.15.3peer-link

Command Purpose

configuration
peer - address 12.1.1.2

The peer-link command specifies the interface that connects MLAGpeers.

The no peer-link command removes the peer link by deleting the peer-link

command from running-config

Command Syntax

peer-link IFNAME

no peer-link

Parameter

Parameter Description

Parameter Value
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IFNAME Interface for peer link. Only support phy port or
agg port

Command Mode

MLAGConfiguration

Default
None

Usage
The peer-link command specifies the interface that connects MLAG peers. To form
an MLAG, two switches are connected through an interface called a apeer link. The
peer link carries control and data traffic between the two switches.
The no peer-link command removes the peer link by deleting the peer -link command
from running -config.

Examples

This example showshow to specify the interface that connects MLAGpeers:

Switch# configure terminal

Switch(config)# mlag configuration

Switch(config -mlag)# peer -link eth -0-9
Switch(config - mlag)#

Related Commands

show mlag

3.15.4timers mlag

Command Purpose

The timers mlag command specifies the keepalive interval and holdtime timers.

The no timers mlag command removes the specified timer and returns it to default

value.
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Command Syntax

timers mlag keepalive holdtime

no timers mlag

Parameter

Parameter Description

Parameter Value

keepalive

keepalive time interval

1-65535, unit:second

holdtime

holdtime time interval

4-65535, unit:second

Command Mode

Default keepalive interval is 1 secondsand default holdtime is 5 seconds.

The timers mlag command specifies the keepalive interval and holdtime timers. It
will be take effective by next time when the peer goes to established. Between the
locally configured keepalive timer and the calculated value by the remote

holdtime/4 carried in open message, system uses the smaller one in actual

The no timers mlag command removes the specified timer and returns it to default

MLAGConfiguration
Default
Usage

calculation.

value.
Examples

This example showshow to specify the keeepalive interval and holdtime timers:

Switch# configure terminal

Switch(config)# mlag configuration
Switch(config -mlag)# timers

Switch(config - mlag)#

Related Commands

show mlag peer

mlag 10 100
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3.15.5reload-delay

Command Purpose

The reload-delay command specifies the period that non-peer links are disabled

after an MLAG peer reboots.

The no reload-delay command restores the default value of 300 by deleting the

reload-delay mlag statement from running -config.

Command Syntax

reload-delay (auto | period )

no reload-delay

Parameter Parameter Description Parameter Value

period Disablelink interval. The | 0-86400, unit:second
number 0 means that
interface not enter into

errdisable

auto Auto recovery from -
errdisable after MLAG

peer build successful.

Command Mode

MLAGConfiguration

Default

300 seconds.

Usage

When an MLAG peer reboots, all ports except those in peer-link port-channel

remain in errdisabled state for a specified period. This period allows all topology
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states to stabilize before the switch begins forwarding traffic. The specified period

is configured by this command.

Examples

This example showshow to specify the dealy interval:

Switch# configure terminal

Switch(config)# mlag configuration

Switch(config -mlag)# reload -delay 100
Switch(config - mlag)#

Related Commands

show mlag

3.15.6sync-orphan

Command Purpose

The sync-orphan command specifies the mlag peers to sync MAC entries on orphan

port.

The no sync-orphan command disable the function.

Command Syntax

sync-orphan

no sync-orphan

Command Mode

MLAGConfiguration

Default

Enable
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Usage

If this function is disabled MLAGpeers will only sync those MACentries in MLAG
group.

Examples

This example shows how to specify the mlag peers to sync MAC entries on orphan

port:

Switch# configure terminal
Switch(config)# mlag configuration
Switch(config - mlag)# sync - orphan
Switch(config - mlag)#

Related Commands

show mlag

3.15.7sync-overlay

Command Purpose

The syncoverlay command specifies the mlag peers to sync MAC entries on overlay

logic port.

The no sync-overlay command disable the function.

Command Syntax

sync-overlay

no sync-overlay

Command Mode

MLAGConfiguration

Default

Enable
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Usage
If this function is disabled MLAGpeers will only sync those MACentries in MLAG
group.

Examples

This example shows how to specify the mlag peers to sync MAC entries on overlay

logic ports:

Switch# configure terminal

Switch(config)# mlag configuration
Switch(config - mlag)# sync - overlay
Switch(config - mlag)#

Related Commands

show mlag

3.15.8mlag

Command Purpose

The mlag command assignsan MLAGID to a port-channel.

The no mlag command removes the MLAG ID assignment from the configuration

mode interface by deleting the corresponding mlag command from running -config.

Command Syntax

mlag MLAGID

no mlag
Parameter Parameter Description Parameter Value
MLAGID Number used as MLAGID. | 1-63

Command Mode

Interface Configuration
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Default

None

Usage

The mlag command assignsan MLAG ID to aport-channel. MLAG peer switchesform
an MLAG when each switch configures the same MLAG ID to a porichannel interface.
Only one MLAG ID can be assigned to an interface. An individual MLAG number cannot

be assigned to more than one interface.

The no mlag command removes the MLAG ID assignment from the configuration mode

interface by deleting the corresponding mlag command from running -config.

Examples

This example showshow to assignsan MLAGID to a port-channel:

Switch# configure terminal
Switch(config)# interface aggl
Switch(config -iffjf mlag 1

Related Commands

show mlag interface

3.15.9clear mlag count

Command Purpose

The clear mlag count command clears mlag count information.

Command Syntax

clear mlag count

Command Mode

Privileged EXEC
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Default

None

Usage

Use this command to clear mlag count information which can be displayed by show
mlag peer command.

Examples

This example shows how to clear mlag count information and display information
about the MLAG peer:

Switch# clear mlag count
Switch# show mlag peer

MLAG neighbor is 12112, MLAG version 1
MLAGstate = Established, up for 000039

Last read 000015, hold time is 240, keepalive interval is 60 seconds
Received 0 messages,Sent 0 messages
Open received 0, sent O
KAlive received 0, sent O
Fdb sync received 0, sent O
Failover received 0, sent O
Conf received 0, sent O
Syspri received 0, sent O
Peer fdb received 0, sent O
STP Total received 0O, sent O
Global received 0O, sent O
Packet received 0O, sent O
Instance  received 0, sent O
State received 0O, sent O

Connections  established 1; dropped O
Local host 12111, Local port 61000
Foreign host 12112, Foreign port 37335
remote_sysid 0ech30301100

Related Commands

show mlag peer
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3.15.10show mlag

Command Purpose

The show mlag command displays information about the MLAGconfiguration.

Command Syntax

show mlag

Command Mode

Privileged EXEC

Default

None
Usage

Usethis command to display information about the MLAGconfiguration.
Examples

This example showshow to display information about the MLAGconfiguration:

Switch# show mlag

MLAG configuration

role Master
local_sysid 001e080a6fca
remote_sysid 000000000000
mlag_sysid 001e080a6fca
local_syspri 32768
remote_syspri 0

mlag_syspri 32768

peer - link -

peer conf No

reload -delay 300
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Related Commands

mlag configuration

3.15.11show mlag peer

Command Purpose

The show mlag peer command displays information about the MLAGpeer.

Command Syntax

show mlag peer ( vlan-if | )

Parameter Parameter Description Parameter Value

vilan-if Vlan interface information | -

Command Mode

Default

Usage

Examples

Privileged EXEC

None

Usethis command to display information about the MLAGpeer.

This example showshow to display information about the MLAGpeer:

Switch# show mlag peer

MLAG neighbor is 12112, MLAG version 1

MLAGstate = Established, up for 4d02h14m

Last read 000029, hold time is 240, keepalive interval is 60 seconds
Received 6835 messages,Sent 7185 messages

Open received 1, sent 2

KAlive received 6831, sent 6830

Fdb sync received 0, sent O
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Failover received 0, sent 87

Conf received 1, sent 1

STP Total received 2, sent 265
Global received 2, sent 3
Packet received 0, sent O
Instance  received 0, sent O

State received 0, sent 262
Connections  established 1; dropped O
Local host 12111, Local port 61000
Foreign host 12112, Foreign port 34283
remote_sysid 5e266a03d400

Related Commands

peer-address

3.15.12show mlag interface

Command Purpose

The show mlag interface command displays information about the MLAGinterface.

Command Syntax

show mlag interface ( MLAGID| )

Parameter Parameter Description Parameter Value

MLAGID Number used as MLAGID. | 1-63

Command Mode

Privileged EXEC

Default

None

Usage

Usethis command to display information about the MLAGinterface.
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Examples

This example showshow to display information about the MLAGinterface:

Switch# show mlag interface

mlagid local - if local - state remote - state
1 aggl up up
2 agg2 up up

Related Commands

mlag MLAGID

3.16Hash load-banlance Commands

3.16.1hash field

Command Purpose

Use this command to set hash field or create a new hash field, and enter hash field

configure view;use the no command to delete user -defined hash field.

Command Syntax

hashfield ( port-channel | ecmp| NAME)

no hash-field NAME

Parameter Parameter Description

Parameter Value

port -channel Port-channel of system
default hash field

ecmp Ecmp of system default
hash field
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NAME Hashfield name string The initial character of
name should be a-z, A-Z,
or 0-9, character only can
be 0-9A-Za-z.-_and the
max length is 64

Command Mode

Global Configuration

Default
port-channel ecmp
Usage
The system support the max number of hash field is 4, including 2 system default
hash fields named port-channel and ecmp and 2 user-defined hash fields.when
applied to the hash value,it cand6t be del et
Examples

The following example showshow to create a new hashfield named user:

Switch# configure terminal
Switch(config)# hash - field  user
Switch(config - hash - field)#

The following example showshow to delete the user-defined hashfield named user:

Switch# configure  terminal
Switch(config)# no hash-field user

Related Commands

show hash-field
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3.16.212

Command Purpose

Use this command to set 12 packet hash field; use the no command to set the 12

packet field to default.

Command Syntax

I2 (macda| macsa| vlan| eth-type | src-interface )

no 12
Parameter Parameter Description Parameter Value
macda MACDestination Address | -
macsa MACSourceAddress -
vlan Vian -
eth-type Ethernet Type -
src-interface Sourcelnterface -

Command Mode

Config-hash-field

Default

I2 macsamacda
Usage

None
Examples

The following example shows how to select macsa for 12 packet load balance in

port -channel:
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Switch# configure terminal
Switch(config)# hash - field  port - channel
Switch(config - hash - field)# 12 macsa

The following example shows how to select default I2 packet load balance in port -

channel:

Switch# configure terminal
Switch(config)# hash - field  port - channel
Switch(config - hash - field)# no I2

Related Commands

show hash-field

3.16.3ip

Command Purpose

Use this command to set ip packet hash field; use the no command to set the ip

packet field to default.

Command Syntax

ip (ipda| ipsa| ip-protocol | sourceport | destport | src-interface )

no ip
Parameter Parameter Description Parameter Value
ipda IP Destination Address -
ipsa IP SourceAddress -
ip-protocol IP Header protocol -
sourceport Layer4 Source Port -
destport Layer4 Destination Port -
src-interface Sourcelnterface -

Command Mode

Config-hash-field
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Default

ip ipsaipda sourceport destport ip-protocol

Usage

None

Examples

The following example shows how to select ipsa for ip packet load balance in port -

channel:

Switch# configure terminal
Switch(config)# hash - field  port - channel
Switch(config - hash - field)# ip ipsa

The following example shows how to select default ip packet load balance in port -

channel:

Switch# configure terminal
Switch(config)# hash - field  port - channel
Switch(config - hash - field)# no ip

Related Commands

show hash-field

3.16.4ipv6

Command Purpose

Use this command to set ipv6 packet hash field; use the no command to set the

ipv6 field to default.

Command Syntax

ipv6 (ipda | ipsa| ip-protocol | sourceport | destport | src-interface )

no ipv6
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Parameter

Parameter Description

Parameter Value
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ipda IP Destination Address -
ipsa IP SourceAddress -
ip-protocol IP Header protocol -
sourceport Layer4 Source Port -
destport Layer4 Destination Port -
src-interface Source Interface -

Command Mode

Config-hash-field

Default

ipv6 ipsaipda sourceport destport ip-protocol
Usage

Only when the systemis in ipv6 mode, the ipv6 packet hashfield can work normally.
Examples

The following example shows how to select ipsa for ipv6 packet load balance in

port-channel:

Switch# configure terminal
Switch(config)# hash - field  port - channel
Switch(config - hash - field)# ipv6  ipsa

The following example shows how to select default ipv6 packet load balance in

port -channel:

Switch# configure terminal
Switch(config)# hash - field  port - channel
Switch(config - hash - field)# no ipvé

Related Commands

show hash-field
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3.16.5vxlan

Command Purpose

Usethis commandto set vxlan packet hashfield.

Toreturn the configuration to default value usethe no form of this command.

Command Syntax

vxlan { vni | src-interface }
vxlan ({ vni | src-interface }| ) outer {ipsa| ipda | sourceport | destport | vlan}
vxlan ({ vni | src -interface }|) inner -layer2 { macsa | macda | eth -type}

vxlan ({ vni | src-interface } |) inner-layer3 { ipsa| ipda| sourceport | destport |

ip-protocol }
no vxlan
Parameter Parameter Description Parameter Value
vni VXLANVNI -
src-interface SourcelInterface -
outer ipsa Outerh e a d ¢PiSduse | -
Address
outer ipda Outer header]|-
Destination Address
outer sourceport Outer h e a d ¢aydids -
Source Port
outer destport Outer h e a d eaydids -
Destination Port
outer vlan Outer h e a d ¥landBs -
inner macsa Innerh e a d MAGSaurce| -
Address
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inner macda Innerh e a d MA® s -

Destination Address

inner eth-type Innerh e a d &thefinst -
Type

inner ipsa Innerh e a d PSdusce | -
Address

inner ipda I nner header|-

Destination Address

inner sourceport Innerh e a d eaydids -

Source Port

inner destport Innerh e a d eaydids -
Destination Port

inner ip-protocol Innerh e a d éPHé&ader | -
protocol

Command Mode

Config-hash-field

Default

vxlan vni outer ipsaipda sourceport
Usage

Outer configuration and inner configuration cannot take effect at the sametime.
Examples

The following example shows how to select outer ipsa and vni for vxlan packet load
balance in port -channel:
Switch# configure terminal

Switch(config)# hash - field  port - channel
Switch(config - hash - field)# vxlan vni outer ipda

513



The following example shows how to select default vxlan packet load balance in

port-channel:

Switch# configure terminal
Switch(config)# hash - field  port - channel
Switch(config - hash - field)# no vxlan

Related Commands

show hash-field

3.16.6nvgre

Command Purpose

Usethis command to set nvgre packet hashfield.

Toreturn the configuration to default value usethe no form of this command.

Command Syntax

nvgre { vsid | src-interface }
nvgre ( { vsid | src-interface }| ) outer { ipsa| ipda}
nvgre ( { vsid| src-interface }| ) inner-layer2 { macsa| macda| eth-type }

nvgre ({ vsid | src-interface } | ) inner-layer3 { ipsa | ipda | sourceport | destport

| ip-protocol }
no nvgre
Parameter Parameter Description Parameter Value
vsid NVGRE/SID -
src-interface Sourcelnterface -
outer ipsa Outerh e a d ¢P1Sdue | -
Address
outer ipda Outer header]|-
Destination Address
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inner macsa Innerh e a d MMAGSsurce| -
Address

inner macda Innerh e a d MA® s -

Destination Address

inner eth-type Innerh e a d &thelinst -
Type

inner ipsa Innerh e a d PSdusce | -
Address

inner ipda Il nner header|-

Destination Address

inner sourceport Innerh e a d eaydids -
Source Port

inner destport Innerh e a d eaydids -
Destination Port

inner ip-protocol Innerh e a d éPHéader | -
protocol
top-label Mpls Top Lable -

Command Mode

Config-hash-field

Default

nvgre vsid outer ipsa ipda
Usage

Outer configuration and inner configuration cannot take effect at the sametime.
Examples

The following example shows how to select outer ipsa and vsid for nvgre packet

load balance in port -channel:

515



Switch# configure terminal
Switch(config)# hash - field  port - channel
Switch(config - hash - field)# nvgre vsid outer ipda

The following example shows how to select default nvgre packet load balance in
port-channel:
Switch# configure terminal

Switch(config)# hash - field  port - channel
Switch(config - hash - field)# no nvgre

The following example showshow to select inner ipsa and top-label for mpls packet
load balance in port -channel:
Switch# configure terminal

Switch(config)# hash - field  port - channel
Switch(config - hash - field)# mpls top - label inner ipsa

Related Commands

show hash-field

3.16.7show hash-value

Command Purpose

Usethis command to display the configurations of a hashvalue or all hashvalue.

Command Syntax

show hash-value ( NAME]| )

Command Mode

Default

Usage

Privileged EXEC

None

None
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Examples

The following example shows how to display the relationship between hash value

paorfile and interface:

Switch# show hash - value interface - applied

eth -0-1
hash - value aaa input

Related Commands

None

3.16.8show hash-value interface -applied

Command Purpose

Usethis command to display the relationship between hashvalue and interface.

Command Syntax

show hashvalue interface -applied

Parameter Parameter Description Parameter Value

NAME Hashvalue name -

Command Mode

Interface Configuration

Default
None
Usage

Physical port only can select input direction ™ linkagg port can select input

direction and output direction. Agg member port candt configu
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Examples

The following example showshow to apply a hashvalue to eth-0-1.:

Switch# configure terminal

Switch(config)# interface eth -0-1
Switch(config -ifj# load - balance hash-value aaa input

Related Commands

show hashvalue interface -applied

3.16.9hash-value global

Command Purpose

Usethis commandto enter hashvalue global configure view.

Command Syntax

hashvalue global

Parameter Parameter Description Parameter Value

NAME Hashfield name string -

Command Mode

Config-hash-value-global

Default

port-channel

Usage

Comparedwith hashvalue configuration, this command haslower priority
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Examples

The following example shows how to select hash field for linkagg in hash value

global :

Switch# configure terminal
Switch(config)# hash - value global
Switch(config - hash - value - global)#  port -channel select user

Related Commands

show hash-value global

3.16.10show hash-value global

Command Purpose

Usethis command to display the configurations of hashvalue global.

Command Syntax

show hash-value global

Command Mode

Config-pmap-c

Default

None
Usage

None
Examples

The following example showshow to disable ecmp round-robin asa acl action:

Switch# configure  terminal
Switch(config)# policy - map mapl
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Switch(config - pmap)# classclass - default
Switch(config - pmap- c)# ecmp load - balance round - robin disable

Related Commands

None
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IP Service Commands

4.1 ARP Commands

4.1.1arp

Command Purpose

To add a permanent entry in the Address Resolution Protocol (ARP) cache, use the

arp command in global configuration mode.
To remove an entry from the ARPcache, usethe no form of this command.
Command Syntax

arp ( vif VRFNAME| ) IPPADDRESHARDWARBDDRESS

no arp ( vif VRFENAME| ) IP-ADDRESS

Parameter Parameter Description Parameter Value
vrf VRFNAME Virtual Routing and String with up to 15
Forwarding (VRF) characters

instance. The vrf -name
argument is the name of
the VRF table

IP-ADDRESS IP address infour-part IPv4 Address
dotted decimal format
corresponding to the local

data-link address

HARDWARRBDDRESS Local data-link address(a | MACAddress
48-bit address)
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Command Mode

Global Configuration

Default
No entries are permanently installed in the ARPcache.

Usage
Because most hosts support dynamic resolution, you generally need not specify
static ARP cache entries.
To remove all none static entries from the ARPcache, use the clear arp-cache
privileged EXECcommand.

Examples

The following is an example of add a static ARPentry for a typical Ethernet host:

Switch# configure  terminal
Switch(config)# arp 10.31.7.19  0800.0900.1834

Related Commands

clear arp-cache

4.1.2arp retry -interval

Command Purpose

When an interface requests a mapping for an address not in the cache, system will
send ARP request message on the associated network requesting the address
mapping. Usually, 3 request messages will be sent until the system got a response.
To configure the ARP request delay interval between 2 messages, use arp retry-
interval command in interface configuration mode. To restore the default value, use

the no form of this command.

Command Syntax

arp retry -interval SECONDS
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no arp retry -interval

Parameter Parameter Description Parameter Value

SECONDS Time (in seconds)that an | 0-3 seconds
ARP request delay to
interface

Command Mode

Interface Configuration

Default
1 second

Usage
This command is ignored when issued oninterfaces that do not use ARP. The show
interface EXEC command displays the ARPretry interval value. The value as seen in
the following example from the show interface command:
ARPtimeout 01:00:00, ARPretry interval 1s

Examples

The following example sets the ARPretry interval to 3 seconds:

Switch# configure terminal

Switch(config)# interface eth -0-1
Switch(config - if)# no switchport

Switch(config -ifyj# arpretry -interval 3

Related Commands

show interface
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4.1.3arp timeout

Command Purpose

Use this command to set the arp timeout value. Use the no form of this command to

restore the default value.

Command Syntax

arp timeout SECONDS

no arp timeout

Parameter Parameter Description Parameter Value

SECONDS Time (in seconds)that an | 1-2147483seconds
entry remains in the ARP
cache. <1-2147483>

Command Mode

Interface Configuration

Default
3600 seconds(1 hour)

Usage
This command is ignored when issued on interfaces that do not use ARP. The show
interface EXEC command displays the ARP timeout value. The value as seen in the
following example from the show interface command:
ARPtimeout 01:00:00, ARPretry interval 1s

Examples

The following example sets the ARP timeout to 1200 seconds to allow entries to time

out more quickly than the default:
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Switch# configure terminal

Switch(config)# interface eth -0-1
Switch(config - if)# no switchport
Switch(config -if)j# arp timeout 1200

Related Commands

show interface

4.1.4arp aslayer-3 enable

Command Purpose

To set that deal with the arp packet aslayer3 packet. To disable arp as-layer-3, use

the no form of this command.

Command Syntax

arp as-layer-3 enable

no arp as-layer-3 enable

Command Mode

Global Configuration

Default

Disable

Usage

vlan classifier and IGMPSnhoopingaffected by the CLI.

Enable, vlan classifier activate base ip, the arp packet matched source ip address

will classifier to specified vlan. Otherwise, not classifier to specified vlan.

Enable, ip source guard enable the ip check on the port, the arp packet matched

source ip address will not filter. Ohterwise, will filter.
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Examples

The following example show how to enable arp as-layer-3:

Switch# configure terminal
Switch(config)# arp as-layer -3 enable

Related Commands

N/A

4.1.5arp fake global enable

Command Purpose

To enable fake arp global, use the no form of this command.To disable arp fake

global, use the no form of this command.

Command Syntax

arp fake global enable

no arp fake global enable

Command Mode

Global Configuration

Default

Disable
Usage

Not effect until both enable global and interface arp fake.
Examples

The following example show how to enable global fake arp:

Switch# configure  terminal
Switch(config)# arp fake global enable
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Related Commands

arp fake enable

4.1.6arp fake enable

Command Purpose

To enable fake arp on interface, usethe no form of this command.

Command Syntax

arp fake enable

no arp fake enable

Command Mode

Interface Configuration

Default
Enable

Usage
If enable, the interface receive IP packets that not match any ARPentry will create
an fake ARPentry. Before interface received ARPreply, the IP packets matched the
fake ARP entry will be dropped. After interface received ARP reply, will create active
ARP entry instead of fake ARP entry.

Examples

The following example show how to enable fake arp:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)j# arp fake enable
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Related Commands

arp fake global enable

4.1.7arp fake timeout

Command Purpose

To configure how long a fake entry remains in the ARP cache, use the arp fake
timeout command in interface configuration mode. To restore the default value, use

the no form of this command.

Command Syntax

arp fake timeout SECONDS

no arp fake timeout

Parameter Parameter Description Parameter Value

SECONDS Time that a fake entry 1-36000, unit:second
remains in the ARPcache.

Command Mode

Interface Configuration

Default

5 seconds
Usage

When switch was attached, can let the fake ARPentry to time out later.
Examples

The following example sets the ARPfake timeout to 100 seconds to allow entries to

time out:
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Switch# configure terminal
Switch(config)# interface
Switch(config - if)#

Related Commands

N/A

4.1.8clear arp-cache

Command Purpose

eth -0-1
arp fake timeout 100

To refresh dynamically created entries from the Address Resolution Protocol (ARP)

cache, use the clear arp -cache command in privileged EXEC mode.

Command Syntax

clear arp-cache ( ( vif VRFNAME]| ) interface IFNAME )

Parameter

Parameter Description

Parameter Value

vrf VRENAME

(Optional) Refreshesonly
the ARPtable entries for
the specified Virtual
Private Network (VPN)
routing and forwarding
(VRF) instance

String with up to 15

characters

IFNAME

(Optional) Refreshesonly
the ARP table entries
associated with this

interface

Support
physical/aggregation/loop

back/vlan/tunnel ports

Command Mode

Privileged EXEC

Default

No default behavior or values.




Usage

This command updates the dynamically learned IP address and MAC address mapping
information in the ARP table to ensure the validity of those entries. If the refresh
operation encounters any stale entries (dynamic ARP entries that have expired but
have not yet been aged out by an internal, timer -driven process), those entries are
aged out of the ARP table immediately as opposed to at the next refresh interval.

Use this command without any arguments or keywords to refresh all ARP cache

entries for all enabled interfaces.

Examples

The following example shows how to refresh all dynamically learned ARP cache

entries for all enabled interfaces:

Switch# clear arp - cache

Related Commands

show ip arp

4.1.9clear ip arp

Command Purpose

To refresh the specific dynamically created entry from the Address Resolution

Protocol (ARP) cache, use the clear ip arp command in privileged EXEC mode.

Command Syntax

clear ip arp ( vif VRFNAME] ) IP-ADDRESS

Parameter Parameter Description Parameter Value

530



vrf VRFNAME (Optional) Refreshesonly | String with upto 15
the ARPtable entries for characters

the specified Virtual
Private Network (VPN)
routing and forwarding
(VRF) instance

IP-ADDRESS (Optional) Refreshesonly | -
the ARP table entries
associated with this IP

address

Command Mode

Privileged EXEC

Default
No default behavior or values.

Usage
This command updates the specific dynamically learned IP addressand MACaddress
mapping information in the ARPtable. If the refresh operation encounters any stale
entries (dynamic ARP entries that have expired but have not yet been aged out by
an internal, timer -driven process), the entry is aged out of the ARP table immediately
as opposed to at the next refresh interval.

Examples

The following example shows how to refresh the dynamically learned ARP entries
10.10.10.10:

Switch# clear ip arp 10.10.10.10

Related Commands

show ip arp
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4.1.10clear ip arp statistics

Command Purpose

To clear ARP packets statistics processed by system, use the clear ip arp statistics

command in privileged EXEC mode.

Command Syntax

clear ip arp ( vif VRFNAME]| ) statistics

Parameter Parameter Description Parameter Value

vif VRFNAME (Optional) Clear ARP String with up to 15
statistics for the specified | characters

Virtual Private Network
(VPN) routing and

forwarding (VRF)instance

Command Mode

Privileged EXEC

Default

No default behavior or values.
Usage

This command use to clear ARPpackets statistics.
Examples

The following example showshow to clear ARPpackets statistcs:

Switch# clear ip arp statistics

Related Commands

show ip arp summary
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4.1.11show ip arp

Command Purpose

To display the entries in the Address Resolution Protocol (ARP) table, use the show

ip arp command in privileged EXEC mode.

Command Syntax

showip arp ( ( vif VRENAME] ) interface INTERFACENAME] )

Parameter Parameter Description Parameter Value

vrf VRFENAME]| (Optional) Displays the String with up to 15
entries under the Virtual characters

Private Network (VPN)
routing and forwarding
(VRF) instance specified

by the vrf-name argument

INTERFACRIAME (Optional) Refreshesonly | -
the ARP table entries
associated with this

interface

Command Mode

Privileged EXEC

Default

None

Usage

To display all entries in the ARPcache, use this command without any arguments or

keywords.
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Examples

The following is sample output from the showip arp command:

Switch# show ip arp

Protocol Address Age (min) Hardware Addr Interface
Internet 1111 - 7¢b5.0157.0c00 eth -0-1
Internet 2221 - 7¢cb5.0157.0c00 eth - 0-2
Internet 3331 - 7¢b5.0157.0c00 eth -0-3
Internet 10.0.20.1 - 7¢b5.0157.0c00 eth - 0- 10
Internet 10 0.20 A 254 - 0000.5e00.0101 eth - 0- 10

Related Commands

clear ip arp

4.1.12show ip arp summary

Command Purpose

To display the total number of Address Resolution Protocol (ARP) table entries, the
number of ARPtable entries for each ARPentry mode, and the number of ARPtable
entries for each interface on the router, use the show ip arp summary command in

privileged EXEC mode.

Command Syntax

showip arp ( vif VRFNAME| ) summary

Parameter Parameter Description Parameter Value

vrf VRFNAME (Optional) Displays the String with up to 15
entries under the Virtual characters

Private Network (VPN)
routing and forwarding
(VRF) instance specified

by the vrf-name argument

Command Mode

Privileged EXEC
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Default

None

Usage

Usethis command to display high-level statistics about the ARPtable entries:

Examples

The following is sample output from the show ip arp summary command:

Switch# show ip arp summary

Gratuitous  ARP learning is disabled

2 IP ARP entries, with 0 of them incomplete
(Static:1, Dyamic:0, Interface:1)

ARP Pkt Received is: 0

ARP Pkt Send number is: 1

ARP Pkt Dicard number is: 0

Related Commands

clear ip arp statistics

4.1.13debug arp

Command Purpose

To turn on the ARP debug, use debugs arp command in EXEC mode. To turn off the

ARP debug, use the no form of this command.

Command Syntax

debug arp ( vif VRFENAME] )

Parameter Parameter Description Parameter Value
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vrf VRFNAME (Optional) Displays the String with up to 15
entries under the Virtual characters

Private Network (VPN)
routing and forwarding
(VRF) instance specified

by the vrf-name argument

Command Mode

Privileged EXEC

Default
None

Usage
Use this command to debug ARP packets received and send; also for debug ARP
entry creating, updating and deleting.

Examples

The following is sample output from the debug arp command:

Switch# debug arp

Sep 7 03:34:08 SWITCHARR7: IP ARP creating entry for IP address : 7.7.7.7 , hw:
e64d A 0445 A df00

Sep 7 03:34:08 SWITCHARR 7: IP ARP send req src 7.7.7.7 e64d A 0445 A df00 , dst
7.7.7.7 eth -0-1

Related Commands

show debugging arp

4.1.14show debugging arp

Command Purpose

To display the debugging status of ARP, usethe show debugging arp command in
EXEC mode.
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Command Syntax

show debugging arp ( vif VRFNAME]| )

Parameter

Parameter Description

Parameter Value

vrf VRENAME

(Optional) Displays the
entries under the Virtual
Private Network (VPN)
routing and forwarding
(VRF) instance specified

by the vrf-name argument

String with up to 15
characters

Command Mode

Privileged EXEC

Default

None

Usage

Usethis command to display the debugging status of ARP.

Examples

The following is sample output from the show debugging arp command:

Switch# show debugging

ARP debugging status:
ARP packet debugging

Related Commands

debug arp

arp

is on
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4.1.15proxy -arp enable

Command Purpose

The switch uses proxy ARPto help hosts determine MAC addresses ofhosts on other

networks or subnets.

To enable proxy Address Resolution Protocol (ARP) on an interface, use the proxy-
arp enable command in interface configuration mode. To disable proxy ARP on the

interface, use the no form of this command.

Command Syntax

proxy-arp enable

Command Mode

Interface Configuration

Default
Proxy ARPis disabled by default.

Usage
When proxy ARP is disabled, a device will respond to ARP requests received on its
interface only if the target IP  address is the same as its IP address.

Examples

The following example enables proxy ARPon interface eth-0-1:

Switch# configure terminal

Switch(config)#interface eth -0-1
Switch(config - if)#no switchport
Switch(config - ify#no shutdown

Switch(config - if)#ip address 1.1.1.1/24
Switch(config - if)# proxy - arp enable

Related Commands

local-proxy-arp enable
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4.1.16local-proxy -arp enable

Command Purpose

The local proxy ARPfeature allow the L3 Device to response ARPrequest whose ARP
Target address is in the same subnet the as the ARP request comes from (No Routing

is required).

To enable local proxy Address Resolution Protocol (ARP) on an interface, use the

local-proxy-arp enable command in interface configuration mode.

To disable proxy ARPon the interface, usethe no form of this command.

Command Syntax

local-proxy-arp enable

no local -proxy-arp enable

Command Mode

Interface Configuration

Default
Local proxy ARPis disabled by default.

Usage
Internet Control Message Protocol (ICMP) redirects are disabled on interfaces when
the local proxy ARPfeature is enabled. The main condition we need to enable local
ARP proxy is that the switch enables port isolate.

Examples

The following example enables local proxy ARPon interface eth-0-1:

Switch# configure terminal

Switch(config)# interface eth -0-1
Switch(config - if)# no switchport
Switch(config -if)j# no shutdown
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Switch(config -ifjf ip address 1.1.1.1/24
Switch(config -iffj# local -proxy -arp enable

Related Commands

proxy-arp enable

4.1.17gratuitous -arp-learning enable

Command Purpose

To enable the gratuitous Address Resolution Protocol (ARP) control on the router,
use the gratuitous -arp-learning enable command in global configuration mode. To

disable the ARP control, use the no form of this command.

Command Syntax

gratuitous -arp-learning enable

no gratuitous -arp-learning enable

Command Mode

Global Configuration

Default

Gratuitous ARPlearning is disabled by default.
Usage

None
Examples

The following example enables gratuitous ARPlearning on interface eth-0-1:

Switch# configure  terminal
Switch(config)# gratuitous - arp -learning  enable
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Related Commands

show ip arp summary

4.1.18gratuitous -arp send interval

Command Purpose

To config the gratuitous ARPsend interval, use the no form of this command to

recover to default.

Command Syntax

arp gratuitous -arp send interval SECONDS

no arp gratuitous -arp sendinterval

Parameter Parameter Description Parameter Value

SECONDS Theinterval in secondsto | 1-86400seconds
send gratuitous ARP

Command Mode

Interface Configuration

Default

60 seconds
Usage

None
Examples

The following example config gratuitous ARPsend interval on interface eth-0-1:

Switch# configure terminal

Switch(config)#interface eth -0-1
Switch(config - if)#no switchport
Switch(config -ifj#fno  shutdown
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Switch(config - if)#ip address 1.1.1.1/24
Switch(config - ify#farp gratuitous  -arp send interval 80

Related Commands

arp gratuitous -arp send enable

4.1.19gratuitous -arp send enable

Command Purpose

To enable the gratuitous ARPsend on the interface.

Command Syntax

arp gratuitous -arp send enable

no arp gratuitous -arp send enable

Command Mode

Interface Configuration

Default

disbale
Usage

None
Examples

The following example enable gratuitous ARPoninterface eth-0-1.:

Switch# configure terminal

Switch(config)#interface eth -0-1

Switch(config - ifj#no switchport

Switch(config - ifj#no shutdown

Switch(config - if)#ip address 1.1.1.1/24
Switch(config - ify#farp gratuitous -arp send enable
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Related Commands

arp gratuitous -arp send interval

4.2DHCP Client Commands
4.2.1ip addressdhcp

Command Purpose

To acquire an IP address from Dynamic Host Configuration Protocol(DHCP), use the
ip address dhcp command in interface configuration mode.

To disable the function, usethe no form of this command.

Command Syntax
ip addressdhcp
no ip addressdhcp
Command Mode

Interface Configuration

Default

DHCPClient is not enabled on interface.

Usage

Once this command was enabled on an UP interface, it will acquire IP address

immediately, otherwise the DHCP function of the interface will be in SUSPEND status.

The no ip address dhcp command will send a DHCPRELEASE message to server and

remove any IP address.
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Examples

The following example showshow to enable dhcp client function:

Switch# configure terminal
Switch(config -if)j# ip address dhcp

The following example showshow to disable dhcp client function:

Switch# configure  terminal
Switch(config -ifjf no ip address dhcp

Related Commands
dhcp client request
dhcp client client -id
dhcp client class-id
dhcp client lease
dhcp client hostname
management ip addressdhcp

show dhcp client

4.2.2management ip addressdhcp

Command Purpose

To acquire an IP address for management interface from by DHCP, use the

management IP address dhcpcommand in global configuration mode.

To disable the function, usethe no form of this command.

Command Syntax

management ip addressdhcp

no management ip address dhcp

Command Mode

Global Configuration
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Default

DHCPClient is not enabled on management interface.

Usage

Usethis command like 1P addressdhcp.

Examples

The following example shows how to enable dhcp client function on management

interface:

Switch# configure  terminal
Switch(config)# management ip address dhcp

The following example shows how to disable dhcp client function on management
interface:

Switch# configure  terminal
Switch(config)# no management ip address dhcp

Related Commands

show dhcp client

4.2.3dhcp client request

Command Purpose

To request configuration parameters by DHCP, use the dhcp client request command
in interface configuration mode. To cancel the request, use the no form of this

command.

Command Syntax

dhcp client request ( router | static-route | classlessstatic -route | classlessstatic -
route-ms | tftp -server-address | dns-nameserver | domain-name | netbios -

nameserver | vendor -specific )
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no dhcp client request ( router | static

static -route-ms | tftp -server-address | dns-nameserver | domain -name | netbios -

nameserver | vendor -specific )

-route | classless -static -route | classless -

Parameter

Parameter Description

Parameter Value

router

Default router option (3)

static -route

Static route option (33)

classlessstatic -route

Classlessstatic route
option (121)

classlessstatic -route -ms

Microsoft classlessstatic

route option (249)

tftp -server-address

TFTPserver ip address
option (150)

dns-nameserver

DNSname server option

(6)

domain-name

Domain name option (15)

netbios-nameserver

NetBlOShame server
option (44)

vendor-specific

Vendor specific option
(43)

Command Mode

Interface Configuration

Default

static -route, classless-static-route, classless-static -route-ms, tftp -server-address

and router is requested as default.
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Usage

Usethis command to request configuration form DHCPserver. It can be typed many
times with each option or one time with all options wanted. Note that when Option
249 coexist with option 121 then the option 121 should have high priority and  option
249 should be ignored. when option 121 or option 249 coexist with option 33 then
the option 33 should be ignored. This command should be issued before ip address
dhcp command. If you issued ip address dhcp before, this command will take effect

after next ip address dhcp command.

Examples

The following example shows how to request dhcp option static-route and tftp -

server-address:

Switch# configure  terminal
Switch(config -ifjf  no management ip address dhcp

The following example showshow to request dhcp option router:

Switch# configure  terminal
Switch(config -ifj# dhcp client  request router

The following example showshow to cancel request of dhcp option router:

Switch# configure  terminal
Switch(config -ifj# no dhcp client request router

The following example showshow to request tftp server address:

Switch# configure  terminal
Switch(config -ify#  dhcp client request static - route tftp - server - address

Related Commands

ip addressdhcp

4.2.4dhcp client client -id

Command Purpose

To specify a client -id used by DHCP server andclient for identifying a client, use

the dhcp client client -id command in interface configuration mode.

To remove this configuration, usethe no form of this command.
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Command Syntax

dhcp client client-id ( ascii WORD| hex HEXSTRING| IFVLAN | IFAGG |
IFPHYSICAL

no dhcp client client -id

Parameter Parameter Description Parameter Value

ascii ASClitype -

WORD Client-ID as ascii string String with up to 64
characters

hex Hex type -

HEXSTRING ClassIDin hex string String with up to 64
characters

IFVLAN Vlani nt er hame e d| 1-4094

IFAGG Aggregationi nt er f a -

name
IFPHYSICAL Physicali nt e r hame ¢ -

Command Mode

Interface Configuration

Default

The default client -i d format of whHWADDRI ENA ME &, usad.iwli It chhe

Usage

This command should be issued before IP address dhcp command. If you issued IP
address dhcp before, this command will take effect after next IP address dhcp

command.
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Examples

The following example showshow to specify a client -id for an interface:

Switch# configure  terminal
Switch(config -ifj# dhcp client client -id ascii switch - client

The following example showshow to delete client -id set before:

Switch# configure  terminal
Switch(config -ifj#  no dhcp client client -id

Related Commands

ip addressdhcp

4.2.5dhcp client class-id

Command Purpose

To specify a class-id for DHCP server and client, use the dhcp client class -id command
in interface configuration mode. To remove this configuration, use the no form of

this command.

Command Syntax

dhcp client classid ( WORD| hex HEXSTRING

no dhcp client class-id

Parameter Parameter Description Parameter Value
WORD Client-ID as ascii string -
hex Hex type -
HEXSTRING ClassIDin hex string -

Command Mode

Interface Configuration
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Default

No class-id is set.

Usage

Classid used by DHCP clients to optionally identify the type and configuration of a
DHCP client. Vendors and sites may choose to define specific class identifiers to
convey particular configuration or other identification information about a client.
This command should be issued before ip address dhcp command. If you issued ip
address dhcp before, this command will take effect after next ip address dhcp

command.

Examples

The following example showshow to specify class-id for an interface:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)j# dhcp client class -id acsii  switch

The following example showshow to delete classid set before:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)j# no dhcp client class -id

Related Commands

ip addressdhcp

4.2.6dhcp client lease

Command Purpose

To configure the duration of the lease for an IP address request by DHCRclient, use

the dhcp client lease command in interface configuration mode.

To remove the configuration, usethe no form of this command.

Command Syntax

dhcp client lease DAYS HOURS MINUTES ) | ) | infinite )
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no dhcp client lease

Parameter Parameter Description Parameter Value
DAYS The number of daysin 0-365
lease
HOURS The number of hoursin 0-23
the lease.
MINUTES The number of minutes in | 0-59
the lease
infinite infinite lease -

Command Mode

Default

Usage

Examples

Interface Configuration

No lease is requested by client.

Use this command to specify the lease wanted by client, DHCP server may accept
this request or ignore it. This command should be issued before ip address dhcp
command. If you issuedip addressdhcp before, this command will take effect after

next ip address dhcp command.

The following example showshow to specify lease 20 minutes for dhcp client:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  dhcp client lease 0 0 20

The following example showshow to remove the lease set before:
Switch# configure terminal

Switch(config)# interface eth -0-1
Switch(config -ifjf no dhcp client lease
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Related Commands

ip addressdhcp

4.2.7dhcp client hostname

Command Purpose

To specify or modify the hostname sent in the DHCP message; use the dhcp client

hostname command in interface configuration mode.

To remove the hostname, usethe no form of this command.

Command Syntax

dhcp client hosthname WORD

no dhcp client hostname

Parameter Parameter Description Parameter Value
WORD Host name String with up to 256
characters

Command Mode

Interface Configuration

Default
The host name in system will be used.

Usage
This command should be issued before ip address dhcp command. If you issued IP
address dhcp before, this command will take effect after next IP address dhcp
command.

Examples

The following example showshow to specify name of the host:
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Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)j# dhcp client  hostname switch

The following example showshow to remove the last set:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  no dhcp client  hostname

Related Commands

ip addressdhcp

4.2.8dhcp client default -router distance

Command Purpose

To specify the default router distance for the routes leased from DHCP server, use

the dhcp client default -router distance command in global configuration mode. To

remove the configuration, use the no form of this command.

Command Syntax

dhcp client default -router distance METRIC

no dhcp client default -router distance

Parameter Parameter Description Parameter Value
METRIC The default metric of 1-255
routes

Command Mode

Global Configuration

Default

The default value for the default metric is 254.
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Usage

None

Examples

The following example showshow to set dhcp client default route metric as233:

Switch# configure  terminal
Switch(config)# dhcp client  default -router distance 233

The following example showshow to usethe default value of default route metric:

Switch# configure  terminal
Switch(config)# no dhcp client  default -router distance

Related Commands

ip addressdhcp

4.2.9dhcp client broadcast-flag

Command Purpose

To specify the broadcast -flag in the DHCP message, use the dhcp client broadcast-

flag command in global configuration mode.

To remove this configuration, usethe no form of this command.

Command Syntax

dhcp client broadcast-flag

no dhcp client broadcast-flag

Command Mode

Global Configuration

Default

Broadcast-flag will be set in DHCPmessagesent by client for request IP address.
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Usage

Thisflagtel DHCP server that client candt receive

configured with an IP address. Thus server or relay agent will broadcast any messages

to the client on the c¢clientds subnet.

Examples

The following example showshow to set broadcast-flag:

Switch# configure  terminal
Switch(config)# dhcp client  broadcast - flag

The following example showshow to delete broadcast-flag:

Switch# configure  terminal
Switch(config)# no dhcp client  broadcast - flag

Related Commands

ip addressdhcp

4.2.10debug dhcp client

Command Purpose

Usethis command to turn on the debug switches of dhcp client module.

To restore the default, use the no form of this command

Command Syntax

debug dhcp client ( events | error | dump | packet | all )

no debug dhcp client ( events | error | dump | packet | all )

Parameter Parameter Description Parameter Value
events Client events -
error Error DHCPmessage -
packet DHCPmessagefields -
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dump Dumpmessagein hex -

format

all Turn all debuggingon -

Command Mode

Privileged EXEC

Default
None

Usage
Usecommand 0t er mno il tt@ make debug messagesprint on the VTY
immediately.
Use command 0 s h dogging b u f f te chéck the debug messagesin the logging
buffer.

Examples

The following is sample to open dhcp client debug switches:

Switch# debug dhcp client all

Related Commands

terminal monitor

show logging buffer

4.2.11show dhcp client

Command Purpose

To show information of dhcp client on one or all interfaces, use the show dhcp

client command in privileged EXEC mode.
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Command Syntax

show dhcp client ( management| IFVLAN| IFAGG| IFPHYSICAL ) ( verbose| )

Parameter Parameter Description Parameter Value
management Managementinterface -
IFVLAN Vlani nt er hame e 6| 1-4094
IFAGG Aggregationi nt er f @ -
name
IFPHYSICAL Physicali nt e r hame ¢ -
verbose DHCRlient verbose -
information

Command Mode

Privileged EXEC

Default

None
Usage

To see more detail information, add verbose at the last of command
Examples

The following example shows how to display DHCP client information on

interfaces:

Switch# show dhcp client  verbose

DHCPclient informations:

vlanl DHCPclient information:
Current state: SELECT
Transaction ID: Ox3aclclc7

eth - 0- 1 DHCPclient information:

all
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Current  state: SELECT
Transaction ID: 0x2fd3f55b

Related Commands

ip addressdhcp

4.2.12show dhcp client statistics

Command Purpose

To show statistics of DHCP client, use the show dhcp client statistics command in
privileged EXEC mode.

Command Syntax

show dhcp client statistics

Command Mode

Privileged EXEC

Default

None
Usage

Usethis command to show the status of DHCPclient, like DHCPpackets counter.
Examples

The following example showshow to display DHCPpackets statistics:

Switch# show dhcp client  statistics

DHCPclient  packet statistics:

DHCP OFFERS received: 0
DHCPACKSs received: 0
DHCP NAKs received: 0
DHCP Others received: 0
DHCPDISCOVER sent: O
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DHCPDECLINE sent: 0
DHCPRELEASE sent: 0
DHCPREQUES’ sent: O
DHCPpacket send failed: 0

Related Commands

ip addressdhcp

4.2.13clear dhcp client statistics

Command Purpose

To clear statistics of dhcp client, use the clear dhcp client statistics command in
privileged EXEC mode.

Command Syntax

clear dhcp client statistics

Command Mode

Privileged EXEC

Default

None
Usage

This command will clear DHCPpacket counter.
Examples

The following example showshow to clear statistics:

Switch# clear dhcp client  statistics

Related Commands

ip addressdhcp
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show dhcp client statistics

4.3DHCP Relay Commands

4.3.1dhcp relay

Command Purpose

To enable the DHCP relay service, use the dhcp relay command in global

configuration mode.

To disable this function, usethe no form of this command.

Command Syntax

dhcp relay

no dhcp relay

Command Mode

Global Configuration

Default
DHCPrelay is disabled.

Usage
The DHCP servicemust be enabled with the dhcp service command before DHCP
relay service can be used.

Examples

The following example showshow to enable DHCPrelay agent:

Switch# configure  terminal
Switch(config)# dhcp relay

560



Related Commands

service dhcp

4.3.2dhcp-server (global)

Command Purpose

To create a DHCP server group, use the dhcp-server command in global

configuration mode.

To remove a DHCPserver group, usethe no form of this command.

Command Syntax

dhcp-server NUMBERSERVERIST

no dhcp-server NUMBER SERVERIST]| )

Parameter Parameter Description Parameter Value

NUMBER Number of the DHCP 1-16

server group.

SERVERIST The IP addresslist of the 1-16
DHCP server.

Command Mode

Global Configuration

Default

No DHCPserver group is defined.

Usage

This command is used to specify the remote DHCPserver.
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Examples

The following example showshow to configure dhcp-server group globally:

Switch# configure  terminal
Switch(config)# dhcp-server 1 1.1.1.1 2222 3333

Related Commands
service dhcp

dhcp-server (interface)

4.3.3dhcp-server (interface)

Command Purpose

To add an interface into a DHCPserver group, use the dhcp-server command in

interface configuration mode.

To remove this interface from the DHCPserver group, use the no form of this

command.

Command Syntax

dhcp-server NUMBER

no dhcp-server

Parameter Parameter Description Parameter Value

NUMBER Number of the DHCP 1-16

server group.

Command Mode

Interface Configuration

Default

No DHCPserver group is configured for the interface.
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Usage

This command is used to specify DHCPserver group which is configured by the

command dhcp-server in global mode.

Examples

The following example showshow to configure dhcp-server group for interface:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjtdhcp - serverl

Related Commands

service dhcp

4.3.4dhcp relay information check

Command Purpose

To enable validation of relay agent information option in forwarded reply messages,

use the dhcp relay information check command in global configuration mode.

To disable an information check, usethe no form of this command.

Command Syntax

dhcp relay information check

no dhcp relay information check

Command Mode

Global Configuration

Default

The validation of relay agent information is enabled. Invalid messagesare dropped.
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Usage

None

Examples

The following example showshow to enable validation of relay agent information:

Switch# configure  terminal
Switch(config)# dhcp relay information check

Related Commands

dhcp relay information option

4.3.5dhcp relay information option

Command Purpose

To enable the system to insert a DHCP relay agent information option in forwarded
request messages to a DHCP server, use the dhcp relay information option command
in global configuration mode. To disable inserting relay information, use the no form

of this command.

Command Syntax

dhcp relay information option

no dhcp relay information option

Command Mode

Global Configuration

Default

Norelay agent information is inserted.
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Usage

The dhcp relay information option command automatically adds the circuit identifier

suboption and the remote ID suboption to the DHCP relay agent information option

(also called option 82).

Examples

The following example shows how to enable inserting of dhcp relay information

option:

Switch# configure  terminal
Switch(config)# dhcp relay

Related Commands

dhcp relay information check

dhcp relay information policy

information option

4.3.6dhcp relay information policy

Command Purpose

To configure the information re -forwarding policy for a DHCP relay agent (what a

relay agent should do if a message already contains relay information), use the dhcp

relay information policy command in global configuration.

Torestore the default relay information policy, usethe no form of this command.

Command Syntax

dhcp relay information policy ( drop | keep | replace )

no dhcp relay information policy

Parameter

Parameter Description

Parameter Value
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drop Directs the DHCP relay -
agent to discard messages
with existing relay
information if the relay
information option is

already present

keep Indicates that existing -
information is left
unchangedon the DHCP

relay agent

replace Indicates that existing -
information is overwritten

on the DHCP relay agent

Command Mode

Default

Usage

Examples

Global Configuration

The DHCPrelay w o n éh&nge existing relay information.

A DHCP relay agent may receive a message from another DHCP relay agent that
already contains relay information. By default, this message will be forwarded with

the relay information from the previous relay agent untouched.

The following example showshow to configure policy of dhcp relay information :

Switch# configure  terminal
Switch(config)# dhcp relay information policy  drop

Related Commands

dhcp relay information option
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dhcp relay information policy

4.3.7dhcp relay information policy (interface)

Command Purpose

If Option 82 policy is configured on interface, the content of option 82 in packet will
be processed according to the interface policy, ohterwise it will be processed

according to global policy.

Command Syntax

dhcp relay information policy ( drop | keep | replace )

no dhcp relay information policy

Parameter Parameter Description Parameter Value

drop Directs the DHCP relay -
agent to discard messages
with existing relay
information if the relay
information option is

already present

keep Indicates that existing -
information is left
unchangedon the DHCP

relay agent

replace Indicates that existing -
information is overwritten

on the DHCP relay agent

Command Mode

Interface Configuration
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Default

No Option 82 policy is configured on inteface.

Usage
A DHCP relay agent may receive a message from another DHCP relay agent that
already contains relay information. By default, this message will be forwarded with
the relay information from the previous relay agent untouched.

Examples

The following example showshow to configure policy of dhcp relay information :

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  dhcp relay information policy  drop

Related Commands

dhcp relay information option

4.3.8dhcp relay information trust-all

Command Purpose

To configure all interfaces as trusted sources of the DHCP relay agent information
option, use the dhcp relay information trust -all command in global configuration
mode. To restore these interfaces to their default behavior, use the no form of this

command.

Command Syntax

dhcp relay information trust -all

no dhcp relay information trust-all

Command Mode

Global Configuration
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Default

Usage

Examples

All interfaces on the switch are considered entrusted.

By default, if the gateway address is set to all zeros in the DHCP packet and the relay
information option is already present in the packet, the DHCPrelay agent will discard
the packet. If the dhcp relay information trust -all command is configured globally,
the DHCP relay agent will not discard the packet even if the gateway address is set
to all zeros. Instead, the received DHCPDISCOVER or DHCPREQUHESdssages will be
forwarded to the addresses configured by the dhcp -server command as in normal
DHCP relay operation.

The following example showshow to configure dhcp relay information trust globally:

Switch# configure  terminal
Switch(config)# dhcp relay information trust -all

Related Commands

dhcp relay information trusted

4.3.9dhcp relay information trusted

Command Purpose

To configure an interface as a trusted source of DHCP relay agent information option,
use the dhcp relay information trusted command in interface configuration mode.

To restore the interface to the default behavior, use the no form of the command.

Command Syntax

dhcp relay information trusted

no dhcp relay information trusted
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Command Mode

Interface Configuration

Default

All interfaces on the router are considered entrusted.

Usage

By default, if the gateway address is setto all zeros in the DHCP packet and the relay
information option is already present in the packet, the DHCPrelay agent will discard
the packet. If the dhcp relay information trusted command is configured globally,
the DHCP relay agent will not discard the packet even if the gateway address is set
to all zeros. Instead, the received DHCPDISCOVER or DHCPREQUESdssages will be
forwarded to the addresses configured by the dhcp -server command as in normal
DHCP relay operation.

Examples

The following example shows how to configure an interface as trusted source of dhcp

relay information:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjt  dhcp relay information trusted

Related Commands

dhcp relay information trust -all

4.3.10dhcp relay gateway

Command Purpose

To configure the DHCP relay agent address of DHCP packets, use this command in

interface configuration mode.

Torestore the interface to the default behavior, usethe no form of the command.
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Command Syntax

dhcp relay gateway A.B.C.D

no dhcp relay gateway

Command Mode

Interface Configuration

Default

Default relay agent addressis used in DHCPpacket.
Usage

None
Examples

The following example shows how to configure DHCP relay agent address of DHCP

packets:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjt  dhcp relay gateway 10.10.10.1

Related Commands

dhcp-server (interface)

4.3.11dhcp relay address cycle

Command Purpose

Used d h melpy addressc y ¢ lcaenthand to enable DHCPrelay cycle feature.

Use Oo0no dhcp relay address cycled to disabl

Command Syntax

dhcp relay addresscycle
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no dhcp relay addresscycle

Command Mode

Global Configuration

Default

DHCPrelay cycle is disabled by default.

Usage

This command is used for DHCP relay. When more than one DHCP servers are
configured on a DHCP relay device, relay device should send DHCP DISCOVER packets
to all servers by default. In this way, the servers should deal with too much packet
and might be overload. To resolve this problem use this command to enable DHCP
relay cycle. After configure this command, DHCP relay device send to only one server
when it receive the DHCP DISCOVER packet, and it will change a server to send packet
every time after it sen t one. Use this method to make all servers to achieve load
balance.

Examples

Enable DHCPrelay cycle feature :

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjt  dhcp relay address cycle

Related Commands

None

4.3.12service dhcp

Command Purpose

To enable the Dynamic Host Configuration Protocol (DHCP) snooping and relay agent

features on your router, use the service dhcp command in global configuration mode.
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To disable the DHCPsnooping and relay agent features, use the no form of this

command.

Command Syntax

service dhcp enable

service dhcp disable

Command Mode

Global Configuration

Default
DHCPservice is disabled globally.

Usage
Only the main DHCPservice is enabled by the service dhcp command, can other
DHCP services be used, such as dhcp relay or dhcp snooping.

Examples

The following example showshow to enable DHCPservice globally:

Switch# configure  terminal
Switch(config)# service dhcp enable

The following example showshow to disable DHCPservice globally:

Switch# configure terminal
Switch(config)# service dhcp disable

Related Commands

dhcp relay

dhcp shooping
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4.3.13debug dhcp relay

Command Purpose

Usethis command to turn on the debug switches of dhcp relay module.

To restore the default, use the no form of this command

Command Syntax

debug dhcp relay (events | error | dump | packet | all )

no debug dhcp relay ( events | error | dump | packet | all )

Parameter Parameter Description Parameter Value
events Relay events -
error Error DHCPmessage -
packet DHCPmessagefields -
dump Dumpmessagein hex -
format
all Turn all debuggingon -

Command Mode

Privileged EXEC

Default

None

Usage

Usecommand 0t er minm il tt@ make debug messagesprint on the VTY

immediately.

Use command 0 s h dogging b u f f te chéck the debug messagesin the logging
buffer.
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Examples

The following is sample to open dhcp relay debug switches:

Switch# debug dhcp relay all

Related Commands

terminal monitor

show logging buffer

4.3.14show dhcp-server

Command Purpose

To display the DHCPserver groups, use the show dhcp-server command in privileged
EXEC mode.

Command Syntax

show dhcp-server

Command Mode

Privileged EXEC

Default
None

Usage
This command is used to display all the DHCPserver groups configured with
command dhcp-server in global mode.

Examples

The following example showshow to display dhcp-server group information:

Switch# show dhcp - server
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DHCPserver group information:

group 1 ip address list:

] 1111
2] 2222
[3] 3333
[4] 4.4.44
[5] 5555
[6] 6.6.6.6
71 7777
8] 8888

Related Commands

dhcp-server (global)

4.3.15show dhcp relay interfaces

Command Purpose

To display to which dhcp-server group the interface belongs, use the show dhcp

relay interfaces command in privileged EXEC mode.

Command Syntax

show dhcp relay interfaces

Command Mode

Privileged EXEC

Default

None
Usage

This command is used to display the interface which is confined DHCPrelay.
Examples

The following example showshow to display dhcp relay interfaces information:
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Switch# show dhcp relay interfaces

List of DHCPrelay enabled interface(s):
DHCP relay service status: enabled
Interface Name DHCPserver group

eth -0-1 1
Related Commands

show dhcp-server

4.3.16show dhcp relay information config

Command Purpose

To display the DHCPrelay information configurations, use the show dhcp relay

information config command in privileged EXEC mode.

Command Syntax

show dhcp relay information config

Command Mode

Privileged EXEC

Default

None
Usage

This command is used to display the configuration of DHCPrelay.
Examples

The following example showshow to display dhcp relay configuration:

Switch# show dhcp relay information config

DHCPrelay agent information configuration:
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no dhcp relay information option
dhcp relay information check
dhcp relay information policy keep

Related Commands

dhcp relay information option

4.3.17show dhcp relay information trusted -sources

Command Purpose

To display all interfaces configured to be a trusted source for the DHCP relay
information option, use the show dhcp relay information trusted -sources command

in privileged EXEC mode.

Command Syntax

show dhcp relay information trusted -sources

Command Mode

Privileged EXEC

Default
None

Usage
This command is used to display all interfaces configured to be a trusted source for
DHCP relay.

Examples

The following example showshow to display dhcp relay information trusted -sources:

Switch# show dhcp relay information trusted - sources

List of trusted sources of relay agent information option:

All interfaces are trusted source of relay agent information option
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Related Commands

dhcp relay information trusted

4.3.18show dhcp relay statistics

Command Purpose

To display the statistics of DHCP packets relayed by the switch, use the show dhcp

relay statistics command in privileged EXEC mode.

Command Syntax

show dhcp relay statistics

Command Mode

Privileged EXEC

Default

None
Usage

This command is used to display detail DHCPstatistics which dealt by the switch.
Examples

The following example showshow to display dhcp relay statistics:
Switch# show dhcp relay statistics

DHCPrelay packet statistics:

Client relayed packets: 101
Server relayed packets: 88

Client error packets: 0
Server error  packets: 0
Bogus GIADDR drops: 15
Bad circuit ID packets: 0
Corrupted agent options: 0
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Missing agent options: 0
Missing  circuit IDs: 0

Related Commands

clear dhcp relay statistics

4.3.19clear dhcp relay statistics

Command Purpose

To clear the statistics of DHCP packets relayed by the switch, use the clear dhcp

relay statistics command in privileged EXEC mode.

Command Syntax

clear dhcp relay statistics

Command Mode

Privileged EXEC

Default

None
Usage

This command is used to clear detail DHCPstatistics which dealt by the switch.
Examples

The following example showshow to clear dhcp relay statistics:

Switch# clear dhcp relay statistics

Related Commands

show dhcp relay statistics

580



4. 4DHCP Server Commands
4.4.1service dhcp

Command Purpose

To enable or disable the DHCP snooping, server andrelay agent features on your

router, use the service dhcp command in global configuration mode.

To disable these functions™ usethe no form of this command.

Command Syntax

service dhcp enable

service dhcp disable

Command Mode

Global Configuration

Default
DHCPservice is disabled.
Usage
Only the main DHCPservice is enabled by the service dhcp command, can other
DHCP services be used, such as dhcp relay, dhcp server and dhcp snooping.
Examples

The following example enables dhcp service:

Switch# configure  terminal
Switch(config)# service dhcp enable

The following example disables dhcp service:

Switch# configure terminal
Switch(config)# service dhcp disable
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Related Commands

dhcp server
dhcp relay

dhcp snooping

4.4.2dhcp-server (global)

Command Purpose

To enable the DHCPserver service, use the dhcp server command in global

configuration mode.

To disable this function, usethe no form of this command.

Command Syntax

dhcp server

no dhcp server

Command Mode

Global Configuration

Default
DHCPserver is disabled.

Usage
The DHCPservice must be enabled with the dhcp server command before DHCP
server service can be used.

Examples

The following is sample output from the dhcp server command:

Switch# configure  terminal
Switch(config)# dhcp server
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Related Commands

service dhcp

dhcp-server (interface)

4.4.3dhcp-server (interface)

Command Purpose

To specify a L3 interface to act as a DHCP Server, use the dhcp server command in
interface configuration mode. To remove the specification, use the no form of this

command.

Command Syntax

dhcp server enable

dhcp server disable

Parameter Parameter Description Parameter Value

enable Specify a L3 interface to -

act as a DHCP server

disable RemoveDHCPserverona | -

L3 interface

Command Mode

Interface Configuration

Default

Neither DHCPserver nor DHCPrelay is specified.

Usage

This command is used to specify a L3 interface to act asa DHCPServer.
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Examples

The following is sample output from the dhcp server command:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)j# dhcp server enable

Related Commands
service dhcp

dhcp server(global)

4.4.4dhcp ping packets

Command Purpose

To configure how many ping packets that are sent before assigning the address to a
requesting client, use the dhcp ping packets command in interface configuration
mode. To restore the default value, use the no form of this command.

Command Syntax

dhcp ping packets NUMBER

no dhcp ping packets

Parameter Parameter Description Parameter Value

NUMBER Specify the number of 0-10
ping packets that are sent
before assigning the
address to a requesting

client

Command Mode

Global Configuration
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Default

The default value is one packet.

Usage
The DHCP server pings a pooladdress before assigning the address to a requesting
client. If the ping is unanswered, the DHCPserver assumes (with a high probability)
that the address is not in use and assigns the address to the requesting client.
Examples

The following is sample output from the dhcp ping packets command:

Switch# configure  terminal
Switch(config)# dhcp ping packets 10

Related Commands
service dhcp

dhcp ping timeout

4.4.5dhcp ping timeout

Command Purpose

To configure how long a DHCP server waits for a ping reply from an address pool;

use the dhcp ping timeout command in interface configuration mode.

To restore the default value, usethe no form of this command.

Command Syntax

dhcp ping timeout NUMBER

no dhcp ping timeout

Parameter Parameter Description Parameter Value
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NUMBER Specifies how long to wait | 1-10 seconds
for a ping reply in

seconds.

Command Mode

Global Configuration

Default
The default value is waiting for one second.
Usage
The DHCP server pings a pooladdress before assigning the address to a requesting
client. If the ping is unanswered, the DHCPserver assumes (with a high probability)
that the address is not in use and assigns the address to the requesting client.
Examples

The following is sample output from the dhcp ping timeout command:

Switch# configure  terminal
Switch(config)# dhcp ping timeout 3

Related Commands

service dhcp

dhcp ping packets

4.4.6dhcp pool

Command Purpose

To configure the information reforwarding policy for a DHCP relay agent (what a
relay agent should do if a message already contains relay information), use the dhcp

relay information policy command in global configuration.

Torestore the default relay information policy, usethe no form of this command.
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Command Syntax

dhcp pool WORD

no dhcp pool WORD

Parameter

Parameter Description

Parameter Value

WORD

WORD:The name of a
DHCP pool

1) the length range should
be [1, 32)

2) The characters can only
include [0-9a-zA-Z.-_]

3) The string must starting
with alphabetic, ending

with alphanumeric or digit

Command Mode

Global Configuration

Default

The default value is DHCPaddress pools are not configured.

Usage

During execution, the configuration mode changes to DHCP pool configuration mode,

identified by the (config -dhcp)# prompt.

In this mode, the administrator

can

configure pool parameters, like the IP subnet number and default router list.

Examples

The following is sample output from the dhcp pool command:

Switch# configure terminal

Switch(config)# dhcp pool pooll

Related Commands

service dhcp

dhcp select
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static -bind
dhcp excluded-address

network (DHCP)

4.4.7 static-bind

Command Purpose

To specify an address binding mapping between the IP address and MAC address ofa
client, use the static -bind pool configuration command. To remove the address

binding mapping, use the no form of this command.

Command Syntax

static -bind ip-address IP_ADDR/IP_MASK_LEN mac-address MAC_ADDR client -
identifier ( ascii WORD| hex HEX_STRING)

static -bind ip-addressIP_ADDR IP_ADDR_MAS§HKac-address MAC_ADDR client -
identifier ( ascii WORD| hex HEX_STRING)

no static -bind

Parameter Parameter Description Parameter Value
IP_ADDR IP address. IPv4 Address
IP_ADDR_MASK IP-addresstype mask IPv4 Address
IP_MASK_LEN Prefix length for the ip 1-32

address.

mac-addressMAC_ADDR | the hardware addressof a | MACAddress

DHCP client.
ascii WORD the client id asascii string | String with up to 63
characters
hex HEX_STRING the client id ashex string | String with up to 126
characters
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Command Mode

DHCPpool Configuration

Default

The default value is none addressbinding mapping specified.
Usage

Youcan only configure one manual binding per host pool.
Examples

The following is sample output from the static -bind command:

Switch# configure terminal
Switch(config)# dhcp pool test
Switch(config - dhcp)# static -bindip  10.10.10.10/24 mac - address 0012.2222.2222

Related Commands

dhcp pool

4.4 .8dns-server address

Command Purpose

To specify the DNS IP servers available to a DHCP client, use the dnsserver DHCP
pool configuration command. To remove the DNSserver list, use the no form of this

command.

Command Syntax

dns-server AB.C.D(A. B. CA.BOCE)

no dns-server

Parameter Parameter Description Parameter Value
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AB.C.D Specifiesthe IP addressof | IPv4Address
a DNS server. One IP
address is required,
although you can specify
up to eight addresses in

one command line.

A. B. CABITD Specifies up to eight IPv4 Address
(Optional) addressesin the command
line.

Command Mode

Default

Usage

Examples

DHCPpool Configuration

The default value is none DNSIP servers specified.

You can specify up to eight servers in the list, Servers are listed in order of preference
(addressl is the most preferred server, address?2 is the next most preferred server,

and so on).

The following is sample output from the dns-server command:

Switch# configure terminal
Switch(config)# dhcp pool test
Switch(config -dhcp)# dns-server 1.1.1.1 2222

Related Commands

dhcp pool
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4.4 .9domain -name

Command Purpose

To specify the domain name for a DHCP client, use the domain -name DHCP pool
configuration command. To remove the domain name, use the no form of this
command.

Command Syntax

domain-name WORD

no domain-name

Parameter Parameter Description Parameter Value
WORD specify a domain name 1) The length range should
suffix in each DHCP be [1, 64)

addresspool on the DHCP| 2) The characters can only
server for the clients. include [0-9a-zA-Z.-_],
specify a domain name
suffix in each DHCP
addresspool on the DHCP
server for the clients.

1) The length range should
be [1, 64)

2) The characters can only
include [0-9a-zA-Z.- ],

3) The string must starting
with alphabetic, ending

with alphanumeric or digit

Command Mode

DHCPpool Configuration

Default

The default value is none domain-name specified.
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Usage
You can specify a domain name suffix in each DHCP address pool on the DHCP
serverfor the clients. With this suffix assigned, the client needs only  input part of a
domainname, and the system will add the domain name suffix for name resolution.
Examples
The following is sample output from the domain-name command:

Switch# configure terminal
Switch(config)# dhcp pool test
Switch(config - dhcp)# domain - name switch.org

Related Commands

dhcp pool

4.4.10bootfile -name

Command Purpose

To specify the name of the default boot image for a DHCP client, use the bootfile -
name DHCP pool configuration command. To delete the boot image name, use the
no form of this command.

Command Syntax

bootfile -name WORD

no bootfile -name

Parameter Parameter Description Parameter Value
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WORD

Specifies the name of the
file that is used as a boot

image.

1) The length range should
be [1, 64)

2) The characters can only
include [0-9a-zA-Z.-_],
Specifies the name of the
file that is used as a boot
image.

1) The length range should
be [1, 64)

2) The characters can only
include [0-9a-zA-Z.-_],

3) The string must starting
with alphabetic, ending

with alphanumeric or digit

Command Mode

Default

Usage

Examples

DHCPpool Configuration

The default value is none boot file specified.

This task is to specify the IP address and name of a TFTP server and the bootfile

name in the DHCP address pool. The DHCP clients use these parameters to contact

the TFTP server, requesting the configuration file used for system initialization,

which is called autoconfiguration.

The following example specifies dhclient_startup_config as the name of the boot file:

Switch# configure terminal

Switch(config)#
Switch(config

dhcp pool test

- dhcp)# bootfile dhclient_startup_config
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Related Commands

dhcp pool

tftp -server-address

4.4.11tftp -server-address

Command Purpose

To configure the tftp server in the boot process of a DHCP client, use the tftp - server-
address DHCP pool configuration command. To remove the boot server list, use the

no form of this command.

Command Syntax

tftp -server-addressA.B.C.D(A. B. CABID)

no tftp -server-address

Parameter Parameter Description Parameter Value

AB.CD Specifies the address of IPv4 Address
the tftp server address in
the boot process, which is
typically a Trivial File
Transfer Protocol (TFTP)
server. One address is
required, although you
can specify up to eight

addressesin one command

line.
A. B. CABI®D Specifies up to eight IPv4 Address
(Optional) addressin the command

line.

Command Mode

DHCPpool Configuration
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Default

The default value is none tftp -server-address specified.

Usage

You can specify up to eight servers inthe list, Servers are listed in order of preference

(addressl is the most preferred server, address?2 is the next most preferred server,

and so on).

Examples

The following is sample output from the tftp -server-address command:

Switch# configure terminal
dhcp pool test
- server

Switch(config)#
Switch(config

Related Commands

dhcp pool

bootfile -name

4.4.12gateway address

Command Purpose

-address1.1.1.1 2222

To specify the default router list for a DHCP client, use the gateway DHCP pool

configuration command. To remove the default router list, use the no form of this

command.

Command Syntax

gateway AB.C.D(A. B. CA.BX®)

no gateway

Parameter

Parameter Description

Parameter Value
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AB.CD

Specifies the IP addressof
a DNS server. One IP
address is required,
although you can specify
up to eight addresses in

one command line.

IPv4 Address

A. B. CABZD
(Optional)

Specifies up to eight
addressesin the command

line.

IPv4 Address

Command Mode

DHCPpool Configuration

Default

The default value is none gateway servers specified.

Usage

The IP address of the router should be on the same subnet as the client subnet. You
can specify up to eight routers in the list. Routers are listed in order of preference

(addressl1 is the most preferred router, address?2 is the next most preferred router,

and so on).

Examples

The following is sample output from the gateway command:

Switch# configure terminal

Switch(config)# dhcp pool test

Switch(config - dhcp)# gateway 1.1.1.12.2.2.2

Related Commands

dhcp pool




4.4.13netbios -name-server

Command Purpose

To specify the default router list for a DHCP client, use the netbios -name-server
DHCP pool configuration command. To remove the default router list, use the no

form of this command.

Command Syntax

netbios-name-server AB.C.D(A. B. CABIZD)

no nethios-name-server

Parameter Parameter Description Parameter Value

A.B.C.D Specifiesthe IPaddressof | IPv4Address
a DNS server. One IP
address is required,
although you can specify
up to eight addresses in

one command line.

A. B. CABI® Specifies up to eight IPv4 Address
(Optional) addressesin the command
line.

Command Mode

DHCPpool Configuration

Default

The default value is none NetBIOSWINSnhame servers specified.

Usage

You can specify up to eight NetBIOS WINS name servers in the list. NetBIOS WINS
name servers are listed in order of preference (address1 is the most preferred server,

address2 is the next most preferred server, and so on).
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Examples

The following is sample output from the netbios-name-server command:

Switch# configure terminal
Switch(config)# dhcp pool test
Switch(config -dhcp)# netbios -name-server 1.1.1.1 2222

Related Commands

dhcp pool

4.4.14netbios -node-type

Command Purpose

To configure the NetBIOSnode type for DHCPclients, use the netbios-node-type

DHCP pool configuration command.

To remove the NetBIOSnode type, usethe no form of this command.

Command Syntax
netbios-node-type [ b-node | p-node | m-node | h-node ]

no netbios-node-type

Parameter Parameter Description Parameter Value
b-node Broadcast -
p-node Peer-to-peer -
m-node Mixed -
h-node Hybrid (recommended) -

Command Mode

DHCPpool Configuration

598



Default

The default value is none NetBIOSnode type specified.

Usage

You can specify the NetBIOSnode type for a DHCPaddress pool which is used to
specify the NetBIOS node type for a DHCP Client.

Examples

The following is sample output from the netbios-node-type command:

Switch# configure terminal
Switch(config)# dhcp pool test
Switch(config - dhcp)# netbios -node-type h-node

Related Commands

dhcp pool

4.4.15network

Command Purpose

To configure the subnet number and maskfor a DHCPaddresspool on a DHCPServer,

use the network DHCP pool configuration command.

To remove the subnet number and mask, usethe no form of this command.

Command Syntax

network [ ip-addresswildcard -mask| ip-address/prefix -length ]

no network
Parameter Parameter Description Parameter Value
ip-address IP address. IPv4 Address
wildcard -mask IP-addresstype mask that | IPv4Address
includes6 d o © & tr kBt
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prefix -length Prefix length for the 0-32

network.

Command Mode

Default

Usage

Examples

DHCPpool Configuration

The default value is none subnet number and mask specified.

This command is valid for DHCP subnetwork address pools only.The DHCP server
assumes that all host addresses are available. The system administrator can exclude

subsets of the address space by using the ip dhcp excluded-address

command. Net work for one pool canndét the
configure manual bindings within the same pool that is configured with the network

command.

The following is sample output from the netbios-node-type command:

Switch# configure terminal
Switch(config)# dhcp pool test
Switch(config - dhcp)# network 1.1.1.0/24

Related Commands

4.4.16lease

dhcp pool

Command Purpose

To configure the duration of the lease for an IP address that is assigned from a DHCP
Server to a DHCP client, use the lease DHCP pool configuration command. To restore

the default value, use the no form of this command.
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Command Syntax

lease DAYS  HOURS MINUTES ) | )

no lease

Parameter Parameter Description Parameter Value

DAYS Specifies the duration of | 0-365 days
the lease in numbers of
days.

HOURSOptional) Specifies the number of 0-23 hours
hoursin the lease. Adays
value must be supplied
before you can configure
an hours value.

MINUTESOptional) Specifies the number of 0-59 minutes

minutes in the lease. A
dayds value

value must be supplied

before you can configure a

mi nuteds val

Command Mode

DHCPpool Configuration

Default

The default value is one day.
Usage

N/A
Examples

The following example showsa two-day lease:
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Switch# configure terminal
Switch(config)# dhcp pool test
Switch(config -dhcp)# lease 2

The following example showsa one-day and two-hour lease:

Switch# configure terminal
Switch(config)# dhcp pool test
Switch(config -dhcp)# lease 1 2

The following example showsa thirty -minute lease:

Switch# configure terminal
Switch(config)# dhcp pool test
Switch(config -dhcp)# lease 0 0 30

Related Commands

dhcp pool

4.4.170ption

Command Purpose

To configure DHCP Server options, use the option DHCP pool configuration
command.

To remove the options, usethe no form of this command.
Command Syntax

option { code [ ascii ascii-string | hex hex-string | ip ip-address] }

no option [ code ]

Parameter Parameter Description Parameter Value
code Specifiesthe DHCPoption | 2-254
code.
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ascii-string Specifies an NVT ASCII String with up to 63
character string. ASCII characters
character strings that
contain white space must
be delaminated by

guotation marks.

hex-string Specifies dotted - String with upto 126
hexadecimal data. Each | characters

byte in hexadecimal
character strings is two

hexadecimal digitse.

ip-address Specifies an IP address. IPv4 Address

Command Mode

DHCPpool Configuration

Default
The default value is none DHCPoption specified.

Usage
DHCP provides a framework for passing configuration information to hosts on a
TCPI/IP network. Configuration parameters and other control information are carried
in tagged data items that are stored in the options field of the DHCP message. The
data items t hemselves are also called options. The current set of DHCP options are
documented in RFC 2131, Dynamic Host Configuration Protocol.

Examples

The following is sample output from the option command:

Switch# configure terminal
Switch(config)# dhcp pool test
Switch(config -dhcp)# option 43 ip 192.168.1.1
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Related Commands

dhcp pool

4.4.18dhcp excluded-address

Command Purpose

To specify a single IP address or a range of IP addresses which the DHCP Server is not
assign to DHCP clients, use the excluded-address DHCP pool configuration command.

To remove the IP addresses, use the no form of this command.

Command Syntax

dhcp excluded-addressA.B.C.D[ A.B.C.D]

no dhcp excluded-addressA.B.C.D[ A.B.C.D]

Parameter Parameter Description Parameter Value

A.B.C.D The excluded IPaddress, | IPv4Address
or low IP address in an

excluded address range.

A.B.C.D(Optional) The high IP addressin the | IPv4Address

excluded address range.

Command Mode

Global Configuration

Default

All IP pool addressesare assignable.

Usage

The DHCP server assumes that all pool addresses may be assigned to clients. Use this

command to exclude a single IP address or a range of IP addresses.
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Examples

The following example shows how to disallow DHCP server distribute the address in
the range of 10.10.1.100 -10.10.1.199:

Switch# configure terminal
Switch(config)# dhcp pool test
Switch(config -dhcp)# ip dhcp excluded -address 10.10.1.100 10.10.1.199

Related Commands

dhcp pool

4.4.19show dhcp server conflict

Command Purpose

To display address conflicts found by a DHCP Server when addresses are offered to
the client, use the show dhcp server conflict in privileged EXEC mode.

Command Syntax

show dhcp server conflict [ ip A.B.C.D| all ]

Parameter Parameter Description Parameter Value

ip AB.C.D Specifies the IPaddressof | IPv4Address

the conflict found.

all Specifies all IPaddressof | -

the conflict found.

Command Mode

Privileged EXEC

Default

None
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Usage

The server detects conflicts using ping. The client detects conflicts using gratuitous
Address Resolution Protocol (ARP). If an address conflict is detected, the address is
removed from the pool and the address will not be assigned until an administrator

resolves the conflict.

Examples

The following example displays the detection method and detection time for all IP

addresses the DHCP server has offered that have conflicts with other devices:

Switch# show ip dhcp conflict all

Related Commands

clear dhcp server conflict
dhcp ping packets

dhcp ping timeout

4.4.20show dhcp server binding

Command Purpose

To display address bindings on a DHCP Server, use the show dhcp server binding in

privileged EXEC command.

Command Syntax

show dhcp server binding [ ip A.B.C.D| pool WORD all ]

Parameter Parameter Description Parameter Value

ip A.B.C.D Specifies the IP addressof | IPv4Address

the conflict found.

pool WORD Specifies the pool name | String with upto 31
where the IP address of | characters

the conflict found.
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all Specifies all conflict 1P -

address.

Command Mode

Privileged EXEC

Default
None
Usage
The binding address parameters including an IP address, an associated MAC address,
a lease expiration date, and the type of address assignment that have occurred.
Examples

The following examples show the DHCPhinding address parameters:

Switch# show ip dhcp binding 1.1.1.1
Related Commands

clear dhcp server binding

4.4.21show dhcp server statistics

Command Purpose

To display DHCP Server statistics, use the show dhcp server statistics in privileged
EXEC command.

Command Syntax

show dhcp server statistics

Command Mode

Privileged EXEC

607



Default

None

Usage

N/A

Examples

The following example displays DHCPserver statistics:

Switch#show dhcp server statistics

DHCPserver packet statistics:

Message Received

BOOTREQUEST 12
DHCPDISCOVER 200
DHCPREQUEST 178
DHCPDECLINE 0
DHCPRELEASE 0
DHCPINFORM 0
Message Sent

BOOTREPLY 12
DHCPOFFER 190
DHCPACK 172
DHCPNAK 6

Related Commands

clear dhcp server statistics

4.4.22show dhcp server config

Command Purpose

To display the DHCP server configurations, use the show dhcp server config

privileged EXEC command .

Command Syntax

show dhcp server config
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Command Mode

Privileged EXEC

Default

None
Usage

This command is used to display the configuration of DHCPserver.
Examples

The following is sample output from the show dhcp server config command:

Switch# show dhcp server config

DHCPserver  configuration:

Pool name: pooll0
network 10.1.1.0 mask 255.255.255.0
gateway 10.1.1.1

Related Commands

N/A

4.4.23clear dhcp server conflict

Command Purpose

To clear an address conflict from the DHCPserver database, use the clear dhcp

server conflict privileged EXEC command.

Command Syntax

clear dhcp server conflict [ ip A.B.C.D| all ]

Parameter Parameter Description Parameter Value
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ip A.B.C.D The IP addressof the host | IPv4Address
that contains the
conflicting address you

want to clear.

all Clear all conflicting -
address.

Command Mode

Privileged EXEC

Default

None
Usage

N/A
Examples

The following example shows an address conflict of 1.1.1.99 being deleted from

the DHCP server database:

Switch# clear ip dhcp conflict 1.1.1.99
Related Commands

show dhcp server conflict

4.4.24clear dhcp server binding

Command Purpose

To delete an automatic address binding from the DHCP Serverdatabase, use the

clear dhcp server binding in privileged EXEC command.
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Command Syntax

clear dhcp server binding [ ip A.B.C.D| pool WORD all ]

Parameter Parameter Description Parameter Value

ip A.B.C.D The addressof the binding | IPv4Address
you want to clear.

pool WORD Specifies the pool name | String with upto 31
where the IP address of | characters

the conflict found.

all Clearsall automatic -
bindings.

Command Mode

Privileged EXEC

Default

None
Usage

N/A
Examples

The following example deletes the address binding 1.1.1.99 from a DHCPserver

database:

Switch# clear ip dhcp binding 1.1.1.99

Related Commands

show dhcp server binding
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4.4.25clear dhcp server statistics

Command Purpose

To reset all DHCP servercounters, use the clear dhcp server statistics privileged
EXEC command.

Command Syntax

clear dhcp server statistics

Command Mode

Privileged EXEC

Default

None
Usage

N/A
Examples

The following example resets all DHCPcounters to zero:

Switch# clear dhcp server statistics

Related Commands

clear dhcp server statistics

4.4.26show dhcp server pool

Command Purpose

To display utilization of pool resources, use the show dhcp server pool in privileged
EXEC mode.
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Command Syntax

show dhcp server pool ( WORD| )

Parameter

Parameter Description Parameter Value

WORD

Specifies the pool nameto | String with upto 31
display pool utilization. characters

Command Mode

Default

Usage

Examples

Privileged EXEC

None

N/A

The following example showsresource utilization of a dhcp pool.:

Switch# show dhcp server

Pool

Type

Lease

Total addresses
Leased addresses
Excluded addresses
Free addresses
Conflict addresses
Current  index
2.1.15

pool

pooll

: pooll

. Dynamic

: 0 Days 0 Hours 5 Minutes
. 254

1

1

. 252

0

IP address range Leased/Excluded/Total

2111

- 21.1.254 1 1 1254

Related Commands

None
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4 5DNS Commands

4.5.1ip host

Command Purpose

To define static hostname -to-address mappings in the Domain Name System (DNS)
hostname cache for a DNS view, use the ip host command in global configuration
mode. If the hostname cache does not exist yet, it is automatically created.

To remove a hostname-to-addressmapping, use the no form of this command.

Command Syntax

ip host HOSTNAMEP_ADDR

no ip host hostname

Parameter Parameter Description Parameter Value

HOSTNAME Name of the host String with up to 63
characters

IP_ADDR Associated host IP address | IPv4Address

Command Mode

Global Configuration

Default
No static hostname-to-address mapping is added to the DNS hostname cache for a
DNS view.

Usage
None
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Examples

The following example shows how to add a mapping entry to the global hostname

cache and then remove one of those entries from the global hostname cache:

Switch# configure  terminal
Switch(config)# ip host www.examplel.com 192.0.2.141

Related Commands

show ip host

4.5.2dns domain

Command Purpose

To specify the default domain for a Domain Name System (DNS) view to use to
complete unqualified hostnames (names without a dotted -decimal domain name),

use the dns domain command in global configuration mode.

To remove the specification of the default domain name for a DNS view, use the no

form of this command.

Command Syntax

dns domain DOMAINNAME

no dns domain DOMAINNAME

Parameter Parameter Description Parameter Value
DOMAINNAME Name of the domain String with up to 63
characters

Command Mode

Global Configuration

Default

No default domain name is defined for the DNSview.
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Usage

None

Examples

The following example showshow to specify the default domain for DNS:

Switch# configure  terminal
Switch(config)# dns domain www.examplel.com

Related Commands

show dns domain

4.5.3dns server

Command Purpose

To add a name server to the list of Domain Name System (DNS) name servers, use
the dns server command in global configuration mode. To remove a DNS name server

from the list, use the no form of this command.

Command Syntax

dns server IP_ADDR source-interface IFNAME source-ip A.B.C.D| )

no dns server IP_ADDR

Parameter Parameter Description Parameter Value

IP_ADDR IP addressof a DNSname | Support IPv4/IPv6 Address
server

IFNAME Name of source interface | Support

physical/aggregation/loop

back/tunnel/vlan ports

A.B.C.D SourcelP address IPv4 Address
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Command Mode

Global Configuration

Default
No IP addressis explicitly added to the list of resolving name serversfor this view.
Usage
This command can be entered multiple times to specify a maximum of three resolving
name servers. After three resolving name servers have been specified, additional
resolving name servers cannot be specified unless an existing entry is removed.
If the source interface or source IP address is specified, the packet transmit will  use
the related IP address as source address.
Examples

The following example showshow to specify the DNSserver list:

Switch# configure terminal
Switch(config)# dns server 10.10.1.1
Switch(config)# dns server 20.20.2.2

Related Commands

show dns server

4.5.4show dns

Command Purpose

To display configuration information about a Domain Name System (DNS) view, use

the show dns command in privileged EXEC mode.

Command Syntax

show dns { domain | server}
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Parameter Parameter Description Parameter Value

domain Display DNSdomain list -

server Display DNSserver list -

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is sample output from the show dns domain command:

Switch# show dns domain

Current DNS domain configuration:

Domain Suffix
1 domain domain.com
2 domain aa.com

Related Commands

dns server

dns domain

4.5.5show ip host

Command Purpose

To display configuration information about an ip host view, use the show ip host

command in privileged EXECmode.
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Command Syntax

show ip host

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following is sample output from the show ip host command:

Switch# show ip host

Current IP host configuration:
Host Address

1 www.sampledomain.com 1111

Related Commands

ip host
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IPv6 Service Commands

5.1 Tunnel Commands

5.1.1interface

Command Purpose

Usethis command to create a new tunnel interface.

Usethe no form of this command to destroy the tunnel interface.

Command Syntax

interface tunnel TUNNELID

no interface tunnel TUNNEELID

Parameter Parameter Description Parameter Value

TUNNEELID The tunnel id 0-1023

Command Mode

Global Configuration

Default

None

Usage

Before connect 2 IPv6 networks by an IPv4 network, a tunnel interface is required.
The tunnel is available after set some attributes. After IPv6 is enabled the tunnel

interface can forward IPv6 packets.
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Examples

This example showshow to create a tunnel interface:

Switch# configure terminal
Switch(config)# interface tunnel 1

Related Commands

show interface tunnel

5.1.2tunnel mode

Command Purpose

Usethis command to specify the IPv6transition tunnel protocol.

Use the no form of this command to unset the tunnel protocol.

Command Syntax

tunnel mode tunnel mode ( erspan ( ecmp-dst-gre | ) | gre| ipv6ip ) ( 6to4 | isatap

l)

no tunnel mode

Parameter Parameter Description Parameter Value

6tod Set the tunnel as -
automatic tunnel 6to4,
which use 2002::/16 asits
prefix

isatap Set the tunnel as -
automatic tunnel ISATAP,
which use ::5efe:a.b.c.d

as its suffix

gre When the destination of -
tunnel is single, the mode

of the tunnel
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ecmp-dst-gre Whenthe destinations of | -
tunnel are multi, the

mode of the tunnel

Command Mode

Interface Configuration

Default
None

Usage
This command specifies a tunnel encapsulation mode for IPv6 in IPv4. When the
keywords 06to406 or 0i sat apndnualtannal. dunnelsmpdec i f i e C
is not allowed to change from 6to4 to ISATAP when 6to4 relay routes are configured.
Users should unset the tunnel destination before change from manual tunnel to
automatic tunnel.

Examples

This example showshow to create a 6to4 Tunnel:

Switch# configure terminal
Switch(config)# interface tunnel 1
Switch(config -ifj#  tunnel mode ipv6ip 6to4

Related Commands

tunnel source

tunnel destination

5.1.3tunnel source

Command Purpose

Use this command to specify the tunnel source. Use the no form of this command

to unset the tunnel source.
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Command Syntax

tunnel source ( IP_ADDR IFNAME)

no tunnel source

the IFNAME format, the
IFNAME should be layer3

interface

Parameter Parameter Description Parameter Value

IP_ADDR Specify atunnel sourcein | IPv4Address
the IPv4 address format

IFNAME Specify atunnel sourcein | Support

physical/aggregation/loop

back/vlan/ ports

Command Mode

Interface Configuration

Default

None

Usage

Every tunnel must have a tunnel source. If users specify the IFNAME format, system

will choose the primary address as tunnel source.

Examples

This example showshow to set the tunnel source:

Switch# configure terminal
Switch(config)#
Switch(config

interface
-if)j#  tunnel

Related Commands

tunnel mode ipv6ip

tunnel destination

tunnel 1
source 3.3.3.3
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5.1.4tunnel destination

Command Purpose

Usethis command to specify a tunnel destination addressin an IPv4 portion.

Use the no parameter to un -specify the address.

Command Syntax

tunnel destination IP_ADDR

no tunnel destination

Parameter

Parameter Description

Parameter Value

IP_ADDR

Specify the tunnel
destination IPv4address

IPv4 Address

Command Mode

Interface Configuration

Default

None

Usage

Automatic tunnel suchas6to4 and ISATAPMust not configure tunnel destination.

Examples

This example showshow to set the tunnel destination:

Switch# configure terminal

Switch(config)# interface
Switch(config -if)j#  tunnel

Related Commands

tunnel source

tunnel 1
destination 4.4.4.4
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tunnel mode ipv6ip

5.1.5tunnel enable

Command Purpose

Use this command to enable tunnel decapsulation for interfaces. Use the form of

this command to restore the default configuration.

Command Syntax

tunnel ( enable | disable)

Parameter Parameter Description Parameter Value

enable Enabletunnel -

decapsulation

disable Disabletunnel -

decapsulation

Command Mode

Interface Configuration

Default

By default, tunnel decapsulation is disabled on all interfaces.
Usage

None
Examples

This example showshow to enable tunnel decapsulation on interface eth-0-1:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  tunnel enable
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Related Commands

interface

5.1.6tunnel ecmp-destination

Command Purpose

Usethis command to configure tunnel ECMRJestinations IP address.

Use the form of this command to unset this configuration.

Command Syntax

tunnel ecmp-destination IP_ADDR

no tunnel ecmp-destination IP_ADDR

Parameter Parameter Description Parameter Value
IP_ADDR ECMPdestinationdP IPv4 Address
address

Command Mode

Interface Configuration

Default
None

Usage
Automatic tunnel such as 6to4 and ISATAP mustnot configure tunnel destination
(multi destination).

Examples

This example showshow to enable tunnel decapsulation on interface tunnel 1:
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Switch# configure terminal

Switch(config)# interface tunnel 1
Switch(config -ifj#  tunnel ecmp- destination 1111
Switch(config -if)j# tunnel ecmp- destination 2222

Related Commands

tunnel source

tunnel mode (ecmp-dst-gre | ) | gre)

5.1.7tunnel gre key

Command Purpose

Usethis command to configure the tunnel gre key value.

Usethe form of this command to unset this configuration

Command Syntax

tunnel gre key KEY_VALUE

no tunnel gre key

Parameter Parameter Description Parameter Value

KEY_VALUE gre key value 1-4294967295

Command Mode

Interface Configuration

Default

None

Usage

Improve the security of the gre tunnel, configure the gre key to do the checkout of

point to point.
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Examples

This example showshow to enable tunnel decapsulation on interface tunnel 1:

Switch# configure terminal
Switch(config)# interface tunnel 1
Switch(config -if)# tunnel gre key 100

Related Commands

show running-config interface tunnel

5.1.8tunnel extend-header

Command Purpose

Before the mirror traffic passesthrough the tunnel, encapsulate the traffic with

the extend header.

Useno the form of this command to unset this configuration.

Command Syntax

tunnel extend-header

no tunnel extend-header

Command Mode

Interface Configuration

Default

None

Usage

A spanExtendHeaderCopyHashpsing the new hash or not;
A PacketInfo.skipTimelnfoUpdate, fixed with 1;

A if spanExtendHeaderCopyHashis 1, the filed consist with hash (8 bit) and 0 (8 bit); if

spanExtendHeaderCopyHashs 0, the filed consist with source port of the mirror (16 bit).

628



Without dst-load-balance parameter, spanExtendHeaderCopyHashwill be 0, and

extend-header field does not contain the hash value;

with dst-load-balance parameter, spanExtendHeaderCopyHashwill be 1, and

extend-header field contain the hash value.

Examples

This example showshow to enable extend-header hashfor load balance:

Switch# configure terminal

Switch(config)# interface tunnel 1

Switch(config -ifj#  tunnel extend - header

Switch(config -ifyj# tunnel extend - headerdst -load - balance

Related Commands

show running-config interface tunnel

5.1.9tunnel extend-headerid

Command Purpose

Usethis commandto configure the extend header id.

Usethe no form of this command to unset this configuration.

Command Syntax

tunnel extend-header id ID_VALUE

no tunnel extend-header id ID_VALUE

Parameter Parameter Description Parameter Value
ID_VALUE The extend header id 1-1023
value

Command Mode

Interface Configuration
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Default

Usage

None

Examples

This example showshow to enable tunnel decapsulation on interface tunnel 1:

Switch# configure terminal
Switch(config)# interface tunnel 1
Switch(config -ifj#  tunnel extend - header id 30

Related Commands

show running-config interface tunne

5.1.10tunnel dscp

Command Purpose

Usethis command to specify a value of Differentiated ServicesCode Point (DSCP)n

the tunnel IPv4 encapsulation header.

Use the no parameter to inheriting the underlying physical interface value by

default.

Command Syntax

tunnel dscp DSCP

no tunnel dscp

Parameter Parameter Description Parameter Value
DSCP The outer IPv4header 0-63
DSCP value
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Command Mode

Interface Configuration

Default

By default, the DSCRrvalue is inherited from original IPv6 packet.
Usage

None
Examples

This example showshow to set the outer IPv4header DSCPRralue as 40:

Switch# configure terminal
Switch(config)# interface tunnel 1
Switch(config - if)# tunnel dscp 40

Related Commands

interface

5.1.11tunnel ttl

Command Purpose

Use this command to specify a value of time to live (TTL) in the tunnel IPv4

encapsulation header.

Use the no parameter to inheriting the underlying physical interface value by

default.

Command Syntax

tunnel ttl TTL

no tunnel TTL

Parameter Parameter Description Parameter Value
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TTL The outer IPv4header TTL| 1-254

value

Command Mode

Interface Configuration

Default

By default, the TTLvalue is inherited from original IPv6 packet.
Usage

None
Examples

This example showshow to set the outer IPv4header TTL value as 254:

Switch# configure terminal
Switch(config)# interface tunnel 1
Switch(config -if)#  tunnel ttl 254

Related Commands

interface

5.1.12ipv6 mtu

Command Purpose

Usethis command to specify the Tunnel interface MTU.

Usethe no form of this command to restore to the default value.

Command Syntax

ipv6 mtu MTU

no ipvé mtu
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Parameter

Parameter Description

Parameter Value

MTU

Setthe tunnel interface
MTU

1280-9500

Command Mode

Interface Configuration

Default

1480

Usage

System does not support Path MTU Discovery on tunnel interface. This command is

only allowed on tunnel interface.

Examples

This example sets the tunnel interface MTUto 1280:

Switch# configure terminal

Switch(config)#
Switch(config

Related Commands

tunnel ttl

5.1.13show interface tunnel

Command Purpose

tunnel 1

ipv6 mtu 1280

Usethis command to display the tunnel information.

Command Syntax

showinterface tunnel TUNNELID
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Parameter Parameter Description

Parameter Value

TUNNEERID The tunnel id

0-1023

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This example displays the tunnel information:

Switch# show interface tunnell

Interface tunnell
Interface current  state:  UP
Hardware is Tunnel
Index 8193 , Metric 1 , Encapsulation TUNNEL
VRF binding: not bound

Tunnel protocol/transport IPv6/IP, Status Valid
Tunnel source 1.1.1.1(eth -0-1), destination 2222
Tunnel DSCP inherit, Tunnel TTL 64

Tunnel transport MTU 1480 bytes

Related Commands

show ipv6 interface tunnel

5.1.14show resource tunnel

Command Purpose

Usethis command to display the tunnel peers resource information.
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Command Syntax

show resource tunnel

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

This example displays the tunnel peers resource information:

Switch# show resource tunnel

Tunnel
Resource Used Capability
Peers 1 8

Related Commands

None

5.2NDP Commands
5.2.1ipv6 neighbor

Command Purpose

Usethis command to configure a static neighbor entry.

To delete the static neighbor entry, user the no form of this command.
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Command Syntax

ipv6 neighbor ( vif NAME| ) IPV6_ADDRMAC( IFNAME )

no ipv6 neighbor ( vif NAME|) IPV6_ADDR IFNAME )

Parameter Parameter Description Parameter Value
vrf NAME vrf instance name String with up to 15
characters
IPV6_ADDR IPv6addressin X:X::X:X IPv6 Address
format
MAC MAC address in MACAddress
HHHH.HHHH.HHHHormat
IFNAME Interface name Support
physical/aggregation/loop
back/vlan/tunnel ports

Command Mode

Default

Usage

Examples

Global Configuration

By default, there is not any static ipv6 neighbor entry exist.

Use this command to configure a static neighbor entry. If the IPv6 address is link -

local, the interface name must be specified.

Using the no form of this command should not remove any dynamic neighbor

entries.

This example showshow to add a static neighbor entry:
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Switch# configure  terminal

Switch(config)# ipv6 neighbor 2001::1 0000.0000.0001

Switch(config)# ipv6é neighbor

Related Commands

show ipv6 neighbors

5.2.2clear ipv6 neighbors

Command Purpose

vif a fe80::1  0000.0000.0002

Usethis command to clear the dynamic neighbor entries.

Command Syntax

clear ipv6 neighbors ( vif NAME| ) ( interface IFNAME )

eth -0-1

clear ipv6 neighbors ( vif NAME]| ) IPV6_ADDRK interface IFNAME )

the interface

Parameter Parameter Description Parameter Value
vrf NAME vrf instance name String with up to 15

characters
interface IFNAME Clear neighbor cache on Support

physical/aggregation/loop

back/vlan/tunnel ports

IPV6_ADDR

IPv6 address in X:X:: X:X
format. Clear IPv6

neighbor cache by address

IPv6 Address

Command Mode

Privileged EXEC

Default

None
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Usage
Usethis command to clear the dynamic neighbor entries.

User can clear dynamic ipv6 address by interface or address. If the specified

address is link-local, the interface is required.

Examples

This example showshow to clear the neighbor entries:

Switch# clear ipv6 neighbors

Related Commands

show ipv6 neighbors

5.2.3ipv6 hop-limit

Command Purpose

Usethis command to set the ipv6 hop limit of the packets.

To restore the default configuration, usethe no form of this command.

Command Syntax

ipv6 hop-limit HOP_LIMIT

no ipv6 hop-limit

Parameter Parameter Description Parameter Value

hop-limit HOP_LIMIT Hop limit. 1-255

Command Mode

Global Configuration

Default

By default, the value is 64.
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Usage

The hop limit setting should affect all IPv6 packets send from this device, unless

the hop-limit is overwritten by up layer application, for example, OSPF, etc.

Examples

This example showshow to set the hop limit:

Switch# configure terminal
Switch(config)# ipv6 hop-limit 255

Related Commands

None

5.2.4ipv6 nd ra hop-limit

Command Purpose

Usethis commandto setthe 6 Cu r thah § min RApackets.

To restore the default configuration, usethe no form of this command.

Command Syntax

ipv6 nd ra hop-limit HOP_LIMIT

no ipv6 nd ra hop-limit

Parameter Parameter Description Parameter Value

hop-limit HOP_LIMIT Set cur hop limit. 0-255

Command Mode

Interface Configuration

Default

By default, the value is 0.
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Usage

None

Examples
This example showshow to setthe 0 Cu r thaph i min RApackets:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjf  ipv6 nd ra hop-Ilimit 255

Related Commands

None

5.2.5ipv6 nd dad attempts

Command Purpose
Usethis commandto set the attempt times of DAD(Duplicate AddressDetect).

To restore the default configuration, use the no form of this command.

Command Syntax
ipv6 nd dad attempts DAD_ATTEMPTS

no ipv6 nd dad attempts

Parameter Parameter Description Parameter Value

DAD_ATTEMPTS Set attempts number. 0-600

Command Mode

Interface Configuration

Default

By default, the value is 1.
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Usage

Use this command to set the attempt times of DAD (Duplicate Addr ess Detect)

means DAD feature is disabled

Examples

This example showshow to set the dad attempt:

Switch# configure terminal

Switch(config)# interface eth

-0-1

Switch(config -ifjf  ipv6 nd dad attempts 3

Related Commands

None

5.2.6ipv6 nd ns-interval

Command Purpose

Usethis command to set the interval of NSpackets.

To restore the default configuration, usethe no form of this command.

Command Syntax

ipv6 nd ns-interval NS_INTERVAL

no ipvé nd ns-interval

Parameter

Parameter Description

Parameter Value

NS_INTERVAL

Set IPv6 neighbor

solicitation interval.

1000-3600000milliseconds

Command Mode

Interface Configuration




Default

By default, the value is 1000

Usage

This configuration should affect the interval of NS packet during the DAD period or
neighbor discovery period.

Examples

This example showshow to set the nsinterval:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj# ipv6 nd ns-interval 2000

Related Commands

None

5.2.7ipv6 nd ra suppress

Command Purpose

Usethis commandto enable the RAsuppressfunction.

To disable this function, usethe no form of this command.

Command Syntax

ipv6 nd ra suppress

no ipv6 nd ra suppress

Command Mode

Interface Configuration

Default

By default, RAsuppressis enabled.
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Usage

When RA suppressfunction is enabled, no RA/RS packet should be sent from this

interface even a RS packet is received.

Examples

This example showshow to enable the RAsuppressfunction:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjf  ipv6 nd ra suppress

This example showshow to disable the RAsuppressfunction:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  no ipv6 nd ra suppress

Related Commands

ipv6 nd ra interval

ipv6 nd ra lifetime

5.2.8ipv6 nd ra mtu suppress

Command Purpose

Usethis commandto enable the RAMTUsuppressfunction.

To disable this function, use the no form of this command.

Command Syntax

ipv6 nd ra mtu suppress

no ipvé nd ra mtu suppress

Command Mode

Interface Configuration
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Default

By default, RAMTUsuppressis disabled.

Usage
When RAMTU suppress function isenabled, no MTU option should be sent in the RA
packets from this interface.

Examples

This example showshow to enable the RAMTUsuppressfunction:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)j# ipv6é nd ra mtu suppress

This example showshow to disable the RAMTUsuppressfunction:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjf  no ipv6 nd ra mtu suppress

Related Commands

None

5.2.9ipv6 nd rainterval

Command Purpose

Usethis command to set the interval of the RApackets.

To restore the default configuration, usethe no form of this command.

Command Syntax

ipv6 nd ra interval MAX( MIN| )

no ipv6 nd ra interval

Parameter Parameter Description Parameter Value

MAX RAmax interval (sec). 4-1800seconds
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MIN RAmin interval (sec). 3-1350seconds

Command Mode

Interface Configuration

Default
By default, MAXinterval should be 600 second; MINinterval should be 0.33*MAX.
Usage
The valid range should be between 4 and 1800 second for the max value. The valid
range should be between 3 and 0.75 * MAX for the minimum value.
If the minimum value is not specified, it should be 0.33*MAX when MAX >=9, and it
should be equal to the MAX when MAX < 9.
Examples

This example showshow to set the RAinterval:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjf  ipv6 nd ra interval 300

Related Commands

ipv6 nd ra suppress

ipv6 nd ra lifetime

5.2.10ipv6 nd ra lifetime

Command Purpose

Usethis command to set the life time of the RApackets.

To restore the default configuration, usethe no form of this command.
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Command Syntax

ipv6 nd ra lifetime LIFE_TIME

no ipv6 nd ra lifetime

Parameter Parameter Description

Parameter Value

LIFE_TIME Set IPv6 router

advertisement lifetime.

0-9000 seconds

Command Mode

Interface Configuration

Default

By default, RAlife time is 3* MAXRAiInterval.
Usage

None
Examples

This example showshow to set the ra life time:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjt  ipv6 nd ra lifetime 1000

Related Commands

ipv6 nd ra suppress

ipv6 nd ra interval

5.2.11ipv6 nd reachable-time

Command Purpose

Usethis command to set reachable time of the neighbor entries.
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To restore the default configuration, usethe no form of this command.

Command Syntax

ipv6 nd reachable-time REACHABLE_TIME

no ipv6 nd reachable-time

Parameter Parameter Description Parameter Value
REACHABLE_TIME Reachablity time in 0-3600000milliseconds
milliseconds.

Command Mode

Interface Configuration

Default
By default, the value is 30000 ms
Usage
Areachable time 0 meansto restore the default value 30000.
After the reachable time expired, the neighbor entries which state is 0 REACHG®G
should change to O0OSTALE®G.
Examples

This example showshow to set the reachable time:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifj#  ipv6 nd reachable -time 3600000

Related Commands

None
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5.2.12ipv6 nd managed-config -flag

Command Purpose

Usethis commandto seto Ma n aafdrebsc onf i guflagt i oné

To unset this configuration, use the no form of this command.

Command Syntax

ipv6 nd managed-config-flag

no ipv6 nd managed-config-flag

Command Mode

Interface Configuration

Default

By default, the 6 Ma n aagdrabsc onf i g uisrettset.o n 6
Usage

None
Examples

This example showshow to setthe 6 Ma n aagldreabsc onf i guflagtt i on o

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -iffj# ipv6 nd managed- config - flag

Related Commands

ipv6 nd other-config-flag
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5.2.13ipv6 nd other-config -flag

Command Purpose

Usethis commandto setthe 6 Ot lceorn f i gufag@t i on o

To unset this configuration, usethe no form of this command.

Command Syntax

ipv6 nd other -config-flag

no ipv6 nd other -config-flag

Command Mode

Interface Configuration

Default

By default, the 6 Ot lceorn f i g uffaguis notoset.6
Usage

None
Examples

This example showshow to setthe 6 Ot lceorn f i guflagit i on o

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ify#  ipv6 nd other - config - flag

Related Commands

ipv6 nd managed-config-flag
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5.2.14ipv6 nd prefix

Command Purpose

Usethis command to set prefix for route advertise (RA).

To unset a prefix to advertise, usethe no form of this command.

Command Syntax

ipv6 nd prefix IPv6_PREFIX VALID_TIME infinite ) ( PERFERRED_TIMEfinite )
({ off -link | no -autoconfig } | )

no ipv6 nd prefix 1IPv6_PREFIX

ipv6 nd prefix default ( VALID_TIME| infinite ) ( PERFERRED_TIMEinfinite ) (

{ off -link | no -autoconfig } | )

no ipv6 nd prefix default

Parameter Parameter Description Parameter Value
IPv6_PREFIX Configure IPv6 routing IPv6 Addressand mask
prefix advertisement. IPv6| length
prefix in X:X::X:X/M
format
VALID_TIME Valid lifetime. 0-4294967295second
PERFERRED_TIME Preferred lifetime. 0-4294967295second

Command Mode

Interface Configuration

Default

The valid range of valid life time should be between 0 and 4294967295 seconds. User

can

al so

use

the keyword

0 4284DG7205(AxEFBFFEFE

. The default value should be 2592000 seconds (30 days).
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The valid range of preferred life time should be between 0 and 4294967295seconds.
User can also use the keyword 0 i nf i toiindieabe the value 4294967295
" OXFFFFFFFF . The default value should be 604800seconds(7 days).

Usage

None

Examples

This example showshow to set the prefix:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -ifjf  ipv6 nd prefix 2001:1/64 3000 3000

Related Commands

show ipv6 interface IFNAMBprefix

5.2.15show ipv6 interface IFNAME prefix

Command Purpose

Use this command to show the prefix for route advertise (RA) on the specified

interface.

Command Syntax

show ipv6 interface IFNAMEBprefix

Parameter Parameter Description Parameter Value
IFNAME Name of the interface to | Support
show physical/aggregation/loop
back/vlan/tunnel ports

Command Mode

Privileged EXEC
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Default

None

Usage

None

Examples

This example showsthe result of this command:

Switch#

Related Commands

ipv6 nd prefix

5.2.16show ipv6 neighbors

Command Purpose

show ipv6 interface

eth - 0- 1 prefix

Usethis command to show all ipv6 neighbor entries.

Command Syntax

show ipv6 neighbors ( dynamic | static | interface IFNAME| IPV6_ADDR statistics

l)

Parameter

Parameter Description

Parameter Value

interface IFNAME

Name of the interface to

show

Support
physical/aggregation/loop

back/vlan/tunnel ports

IPV6_ADDR

IPv6addressin X:X::X:X

format

IPv6Address

Command Mode

Privileged EXEC
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Default

None

Usage

Neighbor entries should be able to show globally, by interface, or by prefix.

Dynamic and static entries can be displayed separately.

Examples

This example showsthe result of this command:

Switch# show ipv6 neighbors

IPv6 address
2001::2
fe80::42f2:fdff:fe60:ac00

Related Commands

ipv6 neighbor

5.2.17debug ipv6 nd

Command Purpose

Age Link - Layer Addr State Interface
7 40f2.fd60.ac00 REACHeth - 0-9
6 40f2.fd60.ac00 STALE eth - 0-9

Usethis command to open the debug of ipv6 NDfeature.

To close the debug of ipv6 NDfeature, usethe no form of this command.

Command Syntax

debug ipv6 nd ( packet | events | error | dump | info | all )

no debug ipv6 nd ( packet | events | error | dump| info | all )

Parameter Parameter Description Parameter Value
packet IPv6 ND packet -
events IPv6 ND events -
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error IPv6 ND Error message -

dump Dump messagein hex -
format

info IPv6 ND information -

all Turn all debuggingon -

Command Mode

Privileged EXEC

Default

By default, the ipv6 nd debug is closed.
Usage

None
Examples

This example showshow to open the ipv6 NDdebug:

Switch# debug ipv6 nd all
Switch# terminal monitor

Related Commands

None

5.3DHCPv6 Relay Commands
5.3.1dhcpv6 relay

Command Purpose

To enable the DHCPvé6relay service, use the dhcpv6é relay command in global

configuration mode.
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To disable this function, usethe no form of this command.

Command Syntax

dhcpvé6 relay

no dhcpvé relay

Command Mode

Global Configuration

Default
DHCPvé6elay is disabled.

Usage
The DHCPv6service must be enabled with the dhcpv6 service command before
DHCPv6 relay service can be used.

Examples

The following example showshow to enable DHCPvéelay agent:

Switch# configure  terminal
Switch(config)# dhcpv6 relay

Related Commands

service dhcpv6

5.3.2dhcpv6-server (global)

Command Purpose

To create a DHCPv6 server group, use the dhcpv6-server command in global

configuration mode.

To remove a DHCPvG6server group, use the no form of this command.
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Command Syntax

dhcpv6-server NUMBERPV6_ADDRterface IFNAME

no dhcpv6-server NUMBER IPV6_ADDK interface IFNAME )| )

Parameter Parameter Description Parameter Value
NUMBER Number of the DHCPv6 1-16
server group. The range is
from 1to 16
IPV6_ADDR The IPv6 address list of IPv6 address
the DHCPv6server. The
range in number of the
serversin alist is1to 8
IFNAME The name of supported Support
interface physical/aggregation/vlan
ports

Command Mode

Global Configuration

Default

No DHCPv6server group is defined.

Usage

This command is used to specify the remote DHCPv6server .

Examples

The following example showshow to configure dhcpv6-server group globally:

Switch# configure terminal

Switch(config)# dhcpv6 - server
Switch(config)# dhcpv6 - server

1 2001:1:1
1 fe80::1 interface vianl
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Related Commands
service dhcpv6e

dhcpv6-server (interface)

5.3.3dhcpv6 -server (interface)

Command Purpose

To add an interface into a DHCPv6 servemroup, use the dhcpv6-server command in

interface configuration mode.

To remove this interface from the DHCPv6server group, use the no form of this

command.

Command Syntax

dhcpv6-server NUMBER

no dhcpv6-server

Parameter Parameter Description Parameter Value

NUMBER Number of the DHCPV6 1-16

server group.

Command Mode

Interface Configuration

Default

No DHCPv6server group is configured for the interface.

Usage

This command is used to specify DHCPv6server group which is configed by the

command dhcpv6-server in global mode.
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Examples

The following example showshow to configure dhcpv6-server group for interface:

Switch# configure terminal
Switch(config)# interface eth -0-1
Switch(config -if)j# dhcpv6 - server 1

Related Commands

service dhcpv6e

5.3.4dhcpv6 relay remote-id option

Command Purpose

To enable remote-id option, use the dhcpv6 relay remote-id option command in

global configuration mode.

To disable remote -id option, usethe no form of this command.

Command Syntax

dhcpv6 relay remote-id option

no dhcpv6 relay remote -id option

Command Mode

Global Configuration

Default

Remote-id option is not added into DHCPVERELAY_FOR\facket sent by relay.
Usage

None
Examples

The following example showshow to enable remote -id option:
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Switch# configure  terminal
Switch(config)# dhcpv6 relay remote -id option

Related Commands

dhcpv6 relay remote -id format

5.3.5dhcpv6 relay remote-id format

Command Purpose

To specify the format of remote -id, use the dhcpvé6 relay remote -id format command
in global configuration mode. To restore the default format, use the no form of this

command.

Command Syntax

dhcpv6 relay remote-id format { vlan | ifname | duid }

no dhcpve6 relay remote -id format

Parameter Parameter Description Parameter Value

vlan The ID of the vlan -

attached by client

ifname The name of the interface | -

received packet from

client
duid The duid of relay -
Command Mode
Global Configuration
Default
The remote-id format isodui d: i f name: 6.
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Usage

The format of remote -id can be a combination of vlan, interface name, DUID. This

command specifies the existing keywords in the combination.

Examples

The following example showshow to specify the format of remote -id:

Switch# configure  terminal
Switch(config)# dhcpv6 relay remote -id format vian

Related Commands

dhcpv6 relay remote -id option

5.3.6dhcpv6 relay pd route

Command Purpose

To enable learning route from prefix -delegation option, use the dhcpv6 relay pd

route command in global configuration.

To disable the function, usethe no form of this command.

Command Syntax

dhcpv6 relay pd route

no dhcpvé relay pd route

Command Mode

Global Configuration

Default

The DHCPvéGelay w o n l@arn prefix -delegation route.

660



Usage

The DHCPV6 relay can learn route from prefix delegated by server to client. This kind

of route should not replace static one. Use this command to enable this function.

Examples

The following example shows how to enable learning route from prefix -delegation

option:

Switch# configure terminal
Switch(config)# dhcpv6 relay pd route

Related Commands

clear dhcpv6 relay pd route

dhcpv6 relay pd route distance

5.3.7dhcpv6 relay pd route distance

Command Purpose

To configure the default distance for route learned by relay, use the dhcpvé relay

pd route distance command in global configuration.

To restore the default value, usethe no form of this command..

Command Syntax

dhcpv6 relay pd route distance DISTANCE

no dhcpvé relay pd route distance

Parameter Parameter Description Parameter Value

DISTANCE The default distance for 1-255

route learned by relay
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Command Mode

Global Configuration

Default
The default value of distance is 254.

Usage
Use this command to configure the distance of the route learned by relay from
prefix -delegation.

Examples

The following example shows how to configure the distance of route added by
DHCPV6 relay:

Switch# configure  terminal
Switch(config)# dhcpv6 relay pd route distance 233

Related Commands

dhcpv6 relay pd route

5.3.8service dhcpv6e

Command Purpose

To enable the Dynamic Host Configuration Protocol (DHCP)V6 relay agent features

on your router, use the service dhcpv6 command in global configuration mode.
To disable the DHCPvGelay agent features, usethe no form of this command.

Command Syntax

service dhcpv6 enable

service dhcpv6 disable
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Command Mode

Global Configuration

Default
DHCPv6service is disabled globally.

Usage
Only the main DHCPv6service is enabled by the service dhcpvé command, other
DHCPv6 services could be used, such as dhcpv6 relay.

Examples

The following example showshow to enable DHCPv6service globally:

Switch# configure  terminal
Switch(config)# service dhcpv6 enable

Related Commands

dhcpv6 relay

5.3.9debug dhcpv6 relay

Command Purpose
Usethis command to turn on the debug switches of DHCPvGelay module.
To restore the default, use the no form of this command

Command Syntax

debug dhcpv6 relay ( events | error | dump | packet | all )

no debug dhcpv6 relay ( events | error| dump | packet | all )

Parameter Parameter Description Parameter Value

events Relay events -
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error Error DHCPmessage -

packet DHCPmessagefields -

dump Dumpmessagein hex -
format

all Turn all debuggingon -

Command Mode

Privileged EXEC

Default
None

Usage
Usecommand 0t er mno il tt@ make debug messagesprint on the VTY
immediately.
Use command 0 s h dogging b u f f te chéck the debug messagesin the logging
buffer.

Examples

The following is sample to open dhcpve6 relay debug switches:
Switch# debug dhcpv6 relay all

Related Commands

terminal monitor

show logging buffer
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5.3.10show dhcpv6 -server

Command Purpose

To display the DHCPv6server groups, use the show dhcpv6-server command in
privileged EXEC mode.

Command Syntax

show dhcpv6-server

Command Mode

Privileged EXEC

Default
None

Usage
This command is used to display all the DHCPv6server groups configured with
command dhcpv6-server in global mode.

Examples

The following example showshow to display dhcpv6-server group information:

Switch# show dhcpv6 - server

DHCPv6 server  group information:

group 1 ipv6 address list:
[1] 2001:1:1

Related Commands

dhcpv6-server (global)
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5.3.11show dhcpv6 relay interfaces

Command Purpose

To display to which dhcpv6-server group the interface belongs, use the show

dhcpv6 relay interfaces command in privileged EXEC mode.

Command Syntax

show dhcpv6 relay interfaces

Command Mode

Privileged EXEC

Default

None
Usage

This command is used to display the interface which is confined DHCPvGelay.
Examples

The following example showshow to display dhcpvé relay interfaces information:

Switch# show dhcpv6 relay interfaces

List of DHCPV6 relay enabled interface(s):
DHCPV6 relay service status: enabled
Interface Name DHCPv6 server group

eth -0-1 1
Related Commands

showdhcpv6-server
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5.3.12show dhcpv6 relay pd client

Command Purpose

To display the result of DHCPv6 r e | gnefix slelegation route function, use the

show dhcpv6 relay pd client command in privileged EXEC mode.

Command Syntax

show dhcpv6 relay pd client

Command Mode

Privileged EXEC

Default

None
Usage

None
Examples

The following example showshow to display information of prefix -delegation route:

Switch# show dhcpvé relay pd client

DHCPv6 prefix - delegation client  information:

Interface : vian2
Client DUID : 0001000117e9357b606dal182030
Client IPv6 address : fe80::626d:alff:fe82:300
IAID :al8230
IA Prefix : 2002:2:10:/64
prefered/max lifetime : 280/300
expired time : 2012-09-17 11:43:59

Related Commands

dhcpv6 relay pd route
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dhcpv6 relay pd route distance

5.3.13show dhcpv6 relay statistics

Command Purpose

To display the statistics of DHCPv6packets relayed by the switch, use the show

dhcpv6 relay statistics command in privileged EXEC mode.

Command Syntax

show dhcpvé6 relay statistics

Command Mode

Privileged EXEC

Default
None

Usage
This command is used to display detail DHCPvV6 statistics which processed by the
switch.

Examples

The following example showshow to display DHCPvé&elay statistics:

Switch# show dhcpv6 relay statistics

DHCPv6 relay packet statistics:

Client relayed packets: 48
Server relayed packets: 48
Client error packets: 0
Server error  packets: 0

Related Commands

clear dhcpv6 relay statistics
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5.3.14clear dhcpv6 relay statistics

Command Purpose

To reset the statistics of DHCPv6packets relayed by the switch, use the clear

dhcpv6 relay statistics command in privileged EXEC mode.

Command Syntax

clear dhcpvé relay statistics

Command Mode

Privileged EXEC

Default

None
Usage

This command is used to reset DHCPv6statistics.
Examples

The following example showshow to clear DHCPvGelay statistics:

Switch# clear dhcpv6 relay statistics

Related Commands

show dhcpvé6 relay statistics

5.3.15clear dhcpv6 relay pd route

Command Purpose

To clear the route learned by DHCPvV6 relay from prefix-delegation, use the clear

dhcpvé6 relay pd route command in privileged EXEC mode.
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Command Syntax

clear dhcpv6 relay pd route ( prefix PREFIN ) ( interface IFNAME| ) ( IPV6_ADDR

l)
Parameter Parameter Description Parameter Value
PREFIX The prefix delegated to IPv6 Addressand mask
client length in X:X::X:X/IM
format
IPV6_ADDR The IPv6addressof PD IPv6 Address
client
IFNAME The name of supported Support
interface physical/aggregation/vlan
ports

Command Mode

Privileged EXEC

Default

None
Usage

If no parameter is specified, all route will be cleared.
Examples

The following example showshow to clear route learned by DHCPvGelay:
Switch# clear dhcpv6 relay pd route interface eth -0-1

Related Commands

dhcpv6 relay pd route

show dhcpvé relay pd client
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IP Routing Commands

6.11P Unicast-Routing Commands

6.1.1ip address

Command Purpose

To set a primary or secondary IP address for an interface, use the ip address
command in interface configuration mode. To remove an IP address or disable IP

processing, use the no form of this command.

Command Syntax

ip address ( ADDRESW/ILDCAREMASK] ADDRESSREFIXLENGTH) ( secondary| )

Parameter Parameter Description Parameter Value

ADDRESS IPv4addressof the IPv4 address

interface

WILDCARIMASK Maskfor the associated IP | Maskin IPv4address

subnet format

PREFIX.ENGTH Prefix length of the 1-32

address

secondary (Optional) Specifies that -
the configured address is
a secondary IP address. If
this keyword is omitted,

the configured address is

the primary IP address
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Command Mode

Default

Usage

Interface Configuration

No IP addressis defined for the interface.

An interface can have one primary IP address and multiple secondary IP addresses.
Packets generated by the switch always use the primary IP address. Therefore, all
switches and access servers on a segment should share the same primary network

number.

Hosts can determine subnet masks using the Internet Control Message Protocol (ICMP)
mask request message. Switch respond to this request with an ICMP mask reply

message.

You can disable IP processing on a particular interface by removing its IP address
with the no ip address command. If the software detects another host using one of

its IP addresses, it will print an error message on the console.

The optional secondary keyword allows you to specify up to 8 secondary addresses.
Secondary addresses are treated like primary addresses, except the system never
generates datagrams other than routing updates with secondary source addresses. IP
broadcasts and Address Resolution Protocol (ARP) requests are handled properly, as

are interface routes in the IP routing table.

Secondary IP addresses can be used in a variety of situations. The following are the

most common applications:

There may not be enough host addresses for a particular network segment. For
example, your subnet allows up to 254 hosts per logical subnet, but on one physical
subnet you need 300 host addresses. Using secondary |IP addresses on the switches or

access servers allows you to have two logical subnets using one physical subnet.

Many older networks were built using Level 2 bridges. The judicious use of
secondary addresses can aid in the transition to a subnet and router -based network.
Switches on an older, bridged segment can be easily made aware that many subnets

are on that segment.
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Examples

Two subnets of a single network might otherwise be separated by another network.

This situation is not permitted when subnets are in use. In these instances, the first

network is extended, or layered on top of the second network using secondary

addresses.

In the following example, 10.108.1.27 is the primary address and 192.31.7.17 and

192.31.8.17 are secondary addresses for eth-0-1.:

Switch# configure terminal

Switch(config)# interface eth -0-1

Switch(config - if)j# ip address 10.108.1.27  255.255.255.0
Switch(config - if)# ip address 192.31.7.17/24 secondary
Switch(config -ifjf ip address 192.31.8.17  255.255.255.0

Related Commands

None

6.1.2ip icmp error-interval

Command Purpose

secondary

To set the interval of ICMPerror messagesgenerated by the switch, use the ip icmp

error -interval command in global configuration mode.

use the no form of this command.

Command Syntax

ip icmp error-interval INTERVAL

no ip icmp error-interval

To restore the default value,

Parameter Parameter Description Parameter Value
INTERVAL Theinterval in 0 - 2147483647
milliseconds. milliseconds

Command Mode

Global Configuration
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Default

Default is 1000 milliseconds.

Usage

None

Examples

In the following example, user sets the error interval to 10 seconds, which means

only one ICMP error message was generated per 10 seconds:

Switch# configure  terminal
Switch(config)# ip icmp error -interval 10000

Related Commands

ip redirects

ip unreachables

6.1.3ip redirects

Command Purpose

To enable send the ICMP redirect messages generated by the switch, use the ip
redirects command in interface configuration mode. To restore the default value,

use the no form of this command.

Command Syntax

ip redirects

no ip redirects

Command Mode

Interface Configuration
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Default

IP redirect is enabled by default.

Usage

None

Examples

In the following example, usersdisable to sendthe ICMPredirect message:

Switch# configure terminal

Switch(config)# interface eth -0-1
Switch(config - ifj# no switchport

Switch(config -ifj# ip address 10.10.10.1/24
Switch(config -ifjf  no ip redirects

Related Commands

ip unreachables

ip icmp error-interval

6.1.4ip unreachables

Command Purpose

To enable send the ICMPunreachable messages generated by the switch, use the ip
unreachables command in interface configuration mode. To