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Chapter 1. Product Introduction

1.1 Package Contents AirDual-AC12 and AWOD-12ACi
Before using this CPE, please check if there is anything missing in the package, and contact your dealer of purchase to
claim for missing items:

AirDual-AC12 or AWOD-12ACi CPE
1x UTP Cable

1x Power Cable

1x PoE Injector

1x Clamp Hoop

Installation Guide

1.2 Package Contents AWOD-30ACi
Before using this CPE, please check if there is anything missing in the package, and contact your dealer of purchase to
claim for missing items:

® AWOD-30AXi CPE
® 2x Clamp Hoop
® Installation Guide
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1.3 Product Specification AirDual-AC12

Device Interface

.

Main Chip: Qualcomm QCA9563

Flash:16MB

RAM:128MB

Standard: [EEE802.11ac, [EEE802.3, IEEE 802.11n,
IEEE 802.11a ,802.11b, 802.3at, 802.3az
Frequency: 5.020GHz-6.100GHz/2.312GHz to
2.4835GHz

Channel:CH36 ~CH165/CH1-13

(Country depended)

Modulation: OFDM = BPSK, QPSK,16-QAM,64-
QAM; DSSS = DBPSK, DQPSK, CCK

Data Rate: 1200Mbps (2.4Ghz 300Mbps, 5.8Ghz
900Mbps)

RF Output Power: < 22+2dBm (500mW)
Antenna: 2.4GHz: 12dBi Panel Antenna\5GHz:
14dBi Panel Antenna

WAN: 1 * 10/100/1000Mbps RJ-45 WAN Port,
support IEEE 802.3af 48V PoE in

LAN: 1 * 10/100/1000Mbps RJ-45 LAN Port
Reset Button:1 * Reset Button, Press 10 seconds,
the device will revert to factory default settings.
LED Light: SYS, Wi-Fi, WAN, LAN, Signal Strength
Power Consumption: <30W

Water-proof Level: IP65

Firmware Function

Control

Operation Mode: Wireless AP, Gateway, WiFi
Repeater

Dynamic IP/Static IP/PPPoE/L2TP(Dual Access)
/PPTP(Dual Access)

Wireless

SSID broadcast, SSID hide

Multiple SSID up to 8

Firewall: DoS, SPI Firewall, IP, MAC, URL filter, IP
and MAC Address Binding

WiFi timed on/off

Multicast acceleration

VPN pass through

DDNS, Port Forwarding, DMZ Host

Security: OPEN, WPA, WPA2, WPA-PSK, WPA2-PSK,

802.1x encryption

Support RF power adjustable based on
environment

Max Users: 128

AirDual-AC12

Network Function
* Tag VLAN setting based on SSID
» DHCP server
Device Management
» Backup the configuration information
» Restore the configuration information
» Reset to factory default settings
» Device reboot: reboot immediately or timed reboot
* Firmware upgrade
+ Time management: including system time and time
synchronization
+ System log
* Support WEB GUI management
+ Support Cloud remote management (AP Mode)
Multiple Language
* English
ESD Protection
» ESD: Air discharge: £8KV, Contact discharge: +4KV
Environment
* Operating temperature: -30°C ~ +55°C
» Storage Temperature: -40°C ~ +70°C
* Operating Humidity: 10% ~ 90% (non-condensing)
+ Storage Humidity: 5% ~ 90% (non-condensing)
* Enclosure: IP65
Standard package of switch
* Product size:
31.5cm x 14.5¢cm x 8cm (L*W*H)
+ Package size:
TBD cm(L*W*H)
+ Package content: TBD
1 x AirDual-AC12, PoE Injector, Install Accessory,
LAN Cable, User Manual
Ordering information
+ Airlive AirDual-AC12
Wi-Fi AC1200 Gigabit Outdoor CPE
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1.4 Product Specification AWOD-12ACi

Device Interface

Main Chip: Qualcomm QCA9563

Flash:16MB

RAM:128MB

Standard: IEEE802.11ac, IEEE802.3, IEEE 802.11n,
IEEE 802.11a ,802.11b, 802.3at, 802.3az
Frequency: 5.150GHz-5.850GHz/2.312GHz to
2.4835GHz

Channel: CH36 ~CH165/CH1-13

(Country depended)

Modulation: OFDM = BPSK, QPSK,16-QAM,64-
QAM; DSSS = DBPSK, DQPSK, CCK

Data Rate: 1200Mbps (2.4Ghz 300Mbps, 5.8Ghz
900Mbps)

RF Output Power: < 22+2dBm (500mW)
Antenna: 5dBi Omni Antenna

WAN: 1 * 10/100/1000Mbps RJ-45 WAN Port,
support IEEE 802.3af 48V PoE in

LAN: 1 * 10/100/1000Mbps RJ-45 LAN Port
Reset Button: 1 * Reset Button, Press 10 seconds,
the device will revert to factory default settings.
LED Light: SYS, Wi-Fi, WAN, LAN, Signal Strength
Power Consumption: <30W

Water-proof Level: IP65

Firmware Function

Control

Operation Mode: Wireless AP, Gateway, WiFi
Repeater

Dynamic IP/Static IP/PPPoE/L2TP(Dual Access)
/PPTP(Dual Access)

Wireless

SSID broadcast, SSID hide

Multiple SSID up to 8

Firewall: DoS, SPI Firewall, IP, MAC, URL filter, IP
and MAC Address Binding

WiFi timed on/off

Multicast acceleration

VPN pass through

DDNS, Port Forwarding, DMZ Host

Security: OPEN, WPA, WPA2, WPA-PSK, WPA2-PSK
Support RF power adjustable based on
environment

Max Users: 128

AWOD-12ACi

Network Function

Tag VLAN setting based on SSID
DHCP server

Device Management

Backup the configuration information

Restore the configuration information

Reset to factory default settings

Device reboot: reboot immediately or timed reboot
Firmware upgrade

Time management: including system time and time
synchronization

System log

Support WEB GUI management

Support Cloud remote management (AP Mode)

Multiple Language

English

ESD Protection

ESD: Air discharge: +8KV, Contact discharge: +4KV

Environment

Operating temperature: -30°C ~ +55°C
Storage Temperature: -40°C ~ +70°C

Storage Humidity: 5% ~ 90% (non-condensing)
Enclosure: IP65

Standard package of switch

Product size:

31.5cm x 14.5cm x 8cm (L*W*H)

Package size:

TBD cm(L*W*H)

Package content: TBD

1 x AWOD-12ACi, PoE Injector, Install Accessory,
LAN Cable, User Manual

Ordering information

AirLive AWOD-12ACi
Wi-Fi AC1200 Gigabit Outdoor AP
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1.5 Product Specification AWOD-30AXi

Device Interface

Main Chip: Qualcomm IPQ5018

Flash: NOR 8MB + NAND 128MB

RAM:512MB

Standard: IEEE802.11ax, IEEE802.11ac, IEEE802.3,
IEEE 802.11n, IEEE 802.11a ,802.11b, 802.3at,
802.3az

Frequency: 5.150GHz-5850GHz/2.4GHz to
2.484GHz

Channel: CH36 ~CH165/CH1-13

(Country depended)

Modulation: DL/UL-OFDMA modulation, Seamless
Roaming

Data Rate: 3000Mbps (2.4Ghz 600Mbps, 5.8Ghz
2400Mbps)

RF Output Power: < 27+2dBm (500mW)
Antenna: 8dBi Omni Antenna

WAN: 1 * 10/100/1000Mbps RJ-45 WAN Port,
support IEEE 802.3af 48V PoE in

LAN Console: 1 * 10/100/1000Mbps RJ-45
Console Port

Reset Button: 1 * Reset Button, Press 10 seconds,
the device will revert to factory default settings.
LED Light: SYS, WAN, 2.4G, 5.8G

Power Consumption: <24W

Water-proof Level: IP67

Firmware Function

Control

Operation Mode: Wireless AP, Gateway, WiFi Repeater
Dynamic IP/Static IP/PPPoE/L2TP(Dual Access)
/PPTP(Dual Access)

Wireless

SSID broadcast, SSID hide

Multiple SSID up to 8

Firewall: DoS, SPI Firewall, IP, MAC, URL filter, IP
and MAC Address Binding

WiFi timed on/off

Multicast acceleration

VPN pass through

DDNS, Port Forwarding, DMZ Host

Security: OPEN, WPA, WPA2, WPA-PSK, WPA2-PSK,
WPA3

Support RF power adjustable based on
environment

Max Users: 160

AWOD-30AXi

Network Function
* Tag VLAN setting based on SSID
* DHCP server
Device Management
« Backup the configuration information
+ Restore the configuration information
* Reset to factory default settings
« Device reboot: reboot immediately or timed reboot
* Firmware upgrade
+ Time management: including system time and time
synchronization
« System log
* Support WEB GUI management
* Support Cloud remote management (AP Mode)
Multiple Language
* English
ESD Protection
+ ESD: Air discharge: +8KV, Contact discharge: +4KV
Environment
» Operating temperature: -30°C ~ +70°C
» Storage Temperature: -40°C ~ +70°C
+ Storage Humidity: 5% ~ 95% (non-condensing)
» Enclosure: IP67
Standard package of switch
* Product size:
30.3cm x 18cm x 8.7cm (L*W*H)
* Package size:
TBD cm(L*W*H)
+ Package content: TBD
1 x AWOD-30AXi, PoE Injector, Install Accessory,
LAN Cable, User Manual
Ordering information
+ AirLive AWOD-30AXi
Wi-Fi 6 AX3000 Gigabit Outdoor AP
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Chapter 2. Hardware Installation

2.1 AirDual-AC12 and AWOD-12ACi Port description.

2G, 5G, SYS LED |
& .
Front Back Panel
LED Description.
LED Status Function
2G On (Green) 2.4G is On
5G On (Green) 5Gis On
SYS On (Green) Outdoor CPE is ON and working
DC LAN LED WAN LED  WAN/POE Port LAN Port Reset
Port Description.
Port Description
12V DC 12V DC port for the power adapter( DC-Jack 5.5 x 2.1mm )
LAN/WAN LED The LAN/WAN port is connected
WAN/PoE LAN port with Power over Ethernet (PoE) IN (802.3at/af)
LAN LAN port connecting to the network equipment.
To restore to the factory default setting, press and hold the Reset Button for
Reset .
about 15 seconds, and then release it.

-5-
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2.2 AWOD-30AXi Port description.

L]
ie
o

Bottom Panel

airlive
o - LAN WAN
. (Console) (POE IN)
Front Panel
LED Description.
LED State Function
On PowerOn
PWR
Off Power Off
On/Flash SYS working
SYS
Off Device off
On/Flash WAN connected / data transmitting
WAN
Off WAN disconnected
On 2.4G On
TR Off 2.4G Off
On 5G On
>G Off 5G Off
Port Description.
Port Description
WAN/LAN/PoE WAN/LAN port with Power over Ethernet (PoE) IN (802.3at/af)

Console Port

LAN Console port

Reset

To restore the factory default setting, press and hold the Reset Button for

about 10 secs, and then release it. Located just above the RJ45 connector of WAN Port
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2.3 AirDual-AC12, AWOD-12ACi, AWOD-30AXi Installation.

For the Outdoor CPE, they will be installed on a Pole or Wall based on the following steps:

Take the Clamp Hoop from the retail box and open it. Pull it though the back bracket of the Outdoor CPE and fix it the
pole. Make sure the CPE is facing the correct location and is mounted securely so it cannot move. When mounting on a
flat surface (like a wall) please use two screws or bolts (not provided) and mount them up with the screw fixture holes
in the back of the CPE bracket. Do not for get the connected to PoE LAN cable to power on the CPE.

r ] N
o
/ 1] a, ¥
‘ =
‘ -
) .. v
To PoE Switch

Clamp Hoop L )




oirlive

Userguide for AirDual-AC12, AWOD-12ACi, AWOD-30AXi

Chapter 3. Quick Installation Guide

3.1 AirDual-AC12, AWOD-12ACi, AWOD-30AXi, Web login Management.

This chapter will show you how to configure the basic functions of your AP within minutes.

Manual Network Setup — TCP/IP Configuration.
The default IP address of the CPE is 192.168.188.253, and the default subnet is 255.255.255.0. These values can be

changed as you want. For this guide we will use the default values to introduce the webui.

Connect the CPE with your PC by plugging one end of an Ethernet cable in the LAN port of the CPE or into a free port
on the PoE switch to which the CPE is also connected and the other end in the LAN port of PC. When the CPE powered
by a PoE switch, you can connect to the CPE by connecting direct to LAN port of the CPE or by connecting to the same
PoE switch. You can also use the supplied PoE Injector (AirDual-AC12 and AWOD-12ACi only) to power CPE when not
using a PoE switch.

In the following sections, we’ll introduce how to install and configure the TCP/IP correctly in Windows. And the
procedures in other operating systems are similar. First, make sure your Ethernet Adapter is working, and refer to the

Ethernet adapter manual if needed.

Configuring the IP Address Manually.
Using the LAN connection, you need to set the IP address of the TCP/IP property of the network card to

192.168.188.X (X is number of 2--252) first, so that the device and PC in the same IP segment, and set the subnet
mask to 255.255.255.0, as shown in the following picture:

3.2

I". Ethernet
— Unidentified network

@@= JMicron PCl Express Gigab|

Disable
Status

$

Diagnose
Bridge Connections

Create Shortcut
Delete
Rename

Properties

u

[

Ll

L

" o
w &
L

Networking  Sharing General

‘fou can get IP settings assigned automatically if your network supparts
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Connect using:
*
Ij JMicron PC| Express Gigabit Ethem?’Adapter

&

L
. (C) Obtain an IP address automatically
This connection uses the following teme: . — "
n e rtrethe-fotomimg iF-zddress:
Elc"e””” Microsaft Netnorksa " susn¥| 1P address: 192 . 168 . 188 . 10
T3 File and Printer Sharing for Microsoft Networks A
TP Npcap Packet Driver (NPCAP) . Subnet mask:
[/ 3 Paclet hedule “.“ : .
Protocol Version 4 (TCP/IPv4) s s Default gatenay: ]
L1 a Microsoft Network Adapter Multiplexor Protacol 5 M ] .
4. Microsoft LLOP Protocal Driver H v Obtain DNS server address autc-matlﬁall-_:
< v o (@) Use the following DNS server addres§es:

nstal Uningtal Properties

Description

Transmission Control Protocel/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Now click OK to save your settings.

Preferred DNS server:

Alternate DNS server:

[validate settings upon exit T ETESL

4-“‘

Cancel
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3.3 Starting Setup in the Web ULI.
It is easy to configure and manage the CPE with a web browser.
Input 192.168.188.253 into the browser, and the login page will appear, the default login password is: admin.
When the CPE was connected to a PoE switch which also transfers IP address from a router connected to it. It could
be that the IP Address of the CPE has changed to an IP address in your local range.

***Note***

The Webui images used in this guide differ from the actual Webui of the CPE used.
Some function shown in the Webui images in this guide could not be available / shown on your device.

English

To change the language settings from English to Spanish click on the “v" to open the menu. (Only for indoor Ceiling
and inWall AP model).

The color and layout between the different models of CPEs can slightly different, but the operation is the same.
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Chapter 4. Configure the CPE

4.1 Main Home Page.
The below web GUI and the topology used in this guide uses the inWall-U618AX/AirDual-AC12 as an example.
It is easy to configure and manage the AP with the web browser. The default setting of the CPE is AP Mode.
The default setting for operation is FAT mode, to view the FIT mode please see chapter 5.

° . 2 oo
airlive 88
Mode AP Mode [ FataP Flow(2G) AP Up Stream ~()~ AP Down Stream ()
Home 1b
= o
Wizard — @
o l ob
Iz
WiFi | ob
d e > .l »

0b

Network
Uptime 02:30:17

0
13:50:53 13:50:55 13:51:00 13:51:05 13:51:10 13:51:12
o0
—o

Manage [ Device Info [# Device Description [ Lan Info 2G WiF 5G WiFi
™ Connection Get IP From Gateway Slatus On u
Positon Seltings IP Address 192.168.188.253 ssiD Wireless 2.4G_000000
2% 3%
Subnet 255.265.255.0 Channel Auto [12]
Gateway 0000 Encrypt WPAMWPA2PSK-TKIPAES
CPU Memory MAC 00:4F4E:00:00:00 MAC 02:4F:4E:40:00:00

Version Inwall-U613AX-AP-V3.0-Build20230306092924

The page includes the following fields:

Object Description
Mode Shows the current mode status, AP or Gateway mode.
Fat AP/ Fit AP Switch between Fat AP and Fit AP mode. (Fit mode is used with WLAN-64/128GM
controller). The Fat and Fit mode is only available in AP Mode not Gateway Mode.
Device Info Shows the CPU and Memory usage.
Device Description You can enter the device description.

Flow (2.4/5G Wi-Fi) bps | Shows the Upstream/Downstream graph, select either 2.4G or 5Ghz

LAN Info Shows the device IP mode, LAN IP, Subnet, Gateway and MAC address.
Wi-Fi Information It shows the Wi-Fi status, SSID, Channel, Encryption, MAC address
Hardware accelerate Only in Gateway Mode.

Version Shows the current device firmware version.

Reboot and Password Change:

Click on the Green icon with the 4 squares in the top right corner and a pulldown menu will appear.
To change the Password, click on the lock icon and enter your new Password.

To Reboot the CPE, click on the orange icon

-10-
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4.2 Wizard Configuration.
Wizard: It instruct users to configure wireless AP’s operation mode based on needs, there are three operation modes
including AP, Gateway and Repeater Mode. Please confirm the operation mode first before starting the configuration.
The default settings of the CPE is AP mode.

Clicking on Wizard the status page will pop up, for each operation mode there is an explanation for better application.

Current Mode -

Gateway Mode AP Mode Repeater Mode

AP Mode:

In this mode, the AP wireless interface and cable interface are bridging together. Without NAT, firewall and all
network related functions.

Gateway Mode:

In this mode, the device is supposed to connect to internet via ADSL/Cable Modem. The NAT is enabled, and PCs in the
LAN ports share the same IP to ISP through WAN port. The connection type can be setup in WAN page by using PPPoE,
DHCP client or static IP.

In Gateway mode an additional Firewall menu will also appear. This menu is not visible in AP and Repeater mode.

Repeater Mode:
In this mode, the user can access wireless AP, Devices can be connected to other wireless networks using wireless, all
interfaces are bridged together. White NAT, firewall and all related functions.

-11-
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4.3 Gateway Mode (Router).
Before changing the default AP mode to the Gateway mode, confirm your internet will be Static IP, PPPoE, or DHCP.
Then click on the Gateway mode and the below image will pop-up. Please choose the right WAN settings mode, then
click next to continue. Then configure the wireless parameters and click next.
Clicking next will complete the Gateway mode setting and show following picture:
Please Note: The CPE will restart for the changes to take effect.

Gateway Mode X

WAN

Wt

Internet Mode Static IP

|P Address
Static IP

Subnet DHCP

Gateway PPPQE
Primary DNS 8588

Secondary DNS 8.8.44

Mext

-12-
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4.3.1 WAN Settings.
Static IP
If your ISP offers you a static IP Internet connection type, select “Static IP" and then enter IP address, subnet mask,
default gateway and primary DNS information provided by your ISP in the corresponding fields.

Gateway Mode X

1

= WAN

Internet Mode Static IP

|P Address 0.0.0.0

Subnet 255.255.255.0

Gateway 0.0.0.0

Primary DNS 83338

Secondary DNS 8544

Next
The page includes the following fields:

Object Description

IPAddress Enter the WAN IP address provided by your ISP. Enquire your ISP if you

are not clear

Subnet Mask Enter WAN Subnet Mask provided by your ISP

Default Gateway Enter the WAN Gateway address provided by your ISP

Primary DNS Enter the necessary DNS address provided by your ISP

Second DNS Enter the second DNS address provided by your ISP

-13-
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4.3.2 WAN Settings.
PPPOE (ADSL)
Select PPPOE if your ISP is using a PPPoE connection and provided you wit an PPPoE username and password.

Gateway Mode X

1
5 WAN
Internet Mode PFPFoE
Usemame
Password
Server Name
Service Name
Mext
The page includes the following fields:
Object Description
Username Enter the PPPoE Username provided by your ISP
Password Enter the PPPoE Password provided by your ISP
Server Name No Need, Don’t fill
Service Name No Need, Don't fill

-14-
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4 .3.3 WAN Settings.
DHCP
Choose “DHCP” and the router will automatically obtain IP addresses, subnet masks and gateway addresses from

your ISP.
Gateway Mode X

1

WAN

]

Internet Mode DHCF

4 .3.4 Wi-Fi Settings.
In the Wi-Fi settings the settings for the 2.4Ghz are first after these are done click next to setup the 5Ghz Wi-Fi
settings.
Setup your own SSID, Wireless Mode, Channel, Encryption and Wi-Fi Password.

Gateway Mode X
[ 2

= 2G WiFi

WiFi Status ‘:)

SSID Wireless 2.4G_000000
Hide WiFi SS1D?
Wireless Mode TAXG_GHE40
Channel Auto
Encrypt WPAWPAZPSK-TKIPAES

Password 123456789

-15-
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Gateway Mode X

= 5G WiFi

3

WiFi Status ()

SSID Wireless 5.8G_000000
Hide WiFi S3ID?
Wireless Mode T1AXA_AHESBD
Channel Auto
Encrypt WPAMWPAZPSK-TKIPAES
Password 123456739

Timed Reboot ()

Restart Interval 1Day

The page includes the following fields:

Object Description
Wi-FiStatus Select ON (Green) or OFF (Gray) to enable or disable Wireless LAN
This is the wireless network name. The default SSID is Wireless
SSID 2.4G_XXXXXX and Wireless 5.8G_XXXXXX. X is the last 6 numbers of the AP
MAC address.
Hide your SSID Select ON (Green) or OFF (Gray) to hide wireless LAN or not
Wireless Mode Select the Wireless mode and Channel bandwidth, “20MHz” or “40MHz” or

“80MHz"”, The “160Mhz” is only for the AX 3000Mbps model.

Select the operating channel you would like to use. The channel range will

Channel be changed by selecting a different domain.
Encryption Select the wireless encryption.
Timed Reboot Set the after how many days the AP should automatically restart.

-16-
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Router Mode:
After the CPE has restarted the Gateway mode will be active.
The web GUI will now display the Gateway Mode and will have an additional Firewall menu on the left side.
See Chapter 4.8 for information.

oirlive

Home

Wizard

(7

WiFi

Network

Firewall

o—
-

Manage

WAN Down Stream O~ WAN Up Stream ~O

Mode Gateway Mode Online User n Flow
1b
Hardware accelerale o 0b
f W= @
= 0b
11
r . {
eeee ’
0b
Uptime 16:05:38 @ Positon Settings 0
09:08:20
[# Device Info [ Lan Infe
- IP Address 192 168.188 253
Subnet 255.255.255.0
2% N%
STP On
MAC 00:4F-4E-00:00:00
CcPU Memory DHCP Server on

Version Inwall-U618AX-AP-V3 0-Build20230306092924
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09:08:25

(& Wan Info

Internet Mode
IP Address
Gateway
DNS

MAC Address

09:08:30

DHCP @
00,00
0.0.00
0.0.00

00:4F 4E-00:00.02

09:08:35

2G WIF

Status
SSID
Channel
Encrypt
MAC

09:08:3¢

5G WiFi

on n

Wireless 2.4G_000000
Auto [13]
WPAMWPAZPSK-TKIPAES

02:4F 4E:40:00:00
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4.4 AP Mode.

The default mode of the CPE is AP mode. Select Static IP, Get IP from Gateway or Get IP from AC. When selecting the
Get IP from AC you would need an AirLive WLAN-64/128GM Controller (sold separately).
In the AP mode, the AP wireless interface and cable interface bridge together.

1
= LAN
Connection Get IP From Gateway
Static IP
Get IP From AC
Get IP From Gateway
AP Mode X
1
= LAN

Connection Static IP

IP Address 192.168.188.253

Subnet 255255.255.0

Gateway

Primary DNS 883838

Secondary DNS 8844

The page includes the following fields:

Object Description

Connection Select “Static IP”, “Get IP from Gateway” or “Get IP from AC for setting up

deviceIP.

IP Address Enter the CPE Static IP Address.
Subnet Enter the network mask.

Gateway Enter the default gateway IP Address.

Primary DNS Enter the primary DNS IP Address, or not.
Secondary DNS Enter the secondary DNS IP Address, or not.
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4.4.1 Wi-Fi Settings.
In the Wi-Fi settings the settings for the 2.4Ghz are first after these are done click next to setup the 5Ghz Wi-Fi

settings.
Setup your own SSID, Wireless Mode, Channel, Encryption and Wi-Fi Password.

° 2

= 2G WiFi

=

WiFi Status ()

SSID Wireless 2.4G_000000
Hide WiFi SSID?
Wireless Mode 11AXG_GHE40
Channel Auto
Encrypt WPAMPAZPSK-TKIPAES

Passward 123456789
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AF Mode X
& & 3

=BG WIFI

WiFi Status

S8ID

Wireless Mode

Channel

Encrypt

Password

Timed Reboot

Restart Interval

@)

Wireless 5.8G_000000
Hide WiFi SSID?

T1AXA_AHESBD

Auto

WPAMWPAZPSK-TKIPAES

123456739

@)

1Day

The page includes the following fields:

Object Description
Wi-FiStatus Select ON (Green) or OFF (Gray) to enable or disable wireless LAN.
This is the wireless network name. The default SSID is Wireless
SSID

2.4G_XXXXXX and Wireless 5.8G_XXXXXX. X is the last 6 numbers of the AP
MAC address.

Hide your SSID

Select ON (Green) or OFF (Gray) to hide wireless LAN or not.

Wireless Mode

Select the Wireless mode and Channel bandwidth, “20MHz” or “40MHz” or
“80MHz"”. The “160Mhz” is only for the AX 3000Mbps model.

Channel Select the operating channel you would like to use. The channel
range will be changed by selecting a different domain.
Encryption Select the wireless encryption.

Timed Reboot

Set the after how many days the AP should automatically restart.
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4.5 Repeater Mode.
After Selecting Repeater Mode. Select the Radio which the CPE must repeat. From the pull-down menu either 2.4G or
5G can be selected. Press Scan to show the root AP that you need to repeat and click on it.
After selecting the root AP, the MAC address of the root AP will be displayed at Lock BSSID. This MAC address now
also be locked if needed by pressing the slide bar next to the MAC address. Enter the correct Wireless mode and
Encryption. When Encryption is enabled a wireless Password field will also appear. Now click Next.
When building a pure Point-to-Point connection, please enabled the P2P button.

Repeater Mode x

1

Wt

Repeater

Select Radio Use 2G

SSID WirelessAp m

Lock BSSID
Wireless Mode TING_HT20
Encrypt NONE

P2P

Airlive-AX-2.4G 1

1'"":9‘.‘ Channel[ 1] MAC[ 00:4F: 4B:B2:84:87 |
. %= Repeater
Signall -37dBm | WPAWPA2PSK-AES
Select Radio Uze 2G

Wireless 2.4G_AirLive
7 Channel[ 13] MAC[ 02:4F4E40-00:00 ] SSID | Wireless 2. 4G_AirLive [ scan |

Signall -390Bm | WPAWPA2PSK-AES Lock BSSID

Wireless Mode TING_HT20

’t:'?‘.‘ Channel[ 1] MAC[ 06:4F:4B:B2:84:87 | Encrypt | WPAMWPA2PSK-AES

Signall -42dBm | WPA2PSK-AES eassword | 123455780

TOP-18AX_2.4 Far
"'4,-;:‘ Channel[ 5] MAC[ 02:4F-4E:40:76:65 ]

Signall -450Bm | WPAWPA2PSK-AES m

The page includes the following fields:
Object Description
Select Network Select “2.4G” or “5.8G” wireless LAN.
SSID Enter the root AP’s SSID or press “Scan” to select one.
Lock BSSID Check to lock the root AP’s MAC address.
Wireless Mode Select the wireless mode (Channel Width) of the root AP.
Encryption Select the wireless encryption type of the root AP.
Password Enter the wireless password of the root AP
P2pP Enable switch for Point-to-Point function.
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4.5.1 Wi-Fi Settings.

In the Wi-Fi settings the settings for the 2.4Ghz are first after these are done click next to setup the 5Ghz Wi-Fi
settings. Setup your own SSID, Wireless Mode, Channel, Encryption and Wi-Fi Password. This is the wireless signal
which the Repeater will send out to which clients can connect.

Repeater Mode x

Password 123456789

Repeater Mode x

o 2 o—o 3
= 2G WiFi = 5G WiFi
wiristaws (@0 wiristaws (@0
SSID | Wireless 2.4G_DOFA2D SSID | Wireless 5.8G_DOFA2D
Hide WiFI SSID? Hide WiFI SSID?
Encrypt | WPA/WPA2PSK-TKIPAES Encrypt | WPA/WPA2PSK-TKIPAES

Password 123456789

Timed Reboot (:)

Restart Interval 1Day

The page includes the following fields:

Object Description
Wi-FiStatus Select ON (Green) or OFF (Gray) to enable or disable wireless LAN.
This is the wireless network name. The default SSID is Wireless
SSID

2.4G_XXXXXX and Wireless 5.8G_XXXXXX. X is the last 6 numbers of the AP

MAC address.

Hide your SSID

Select ON (Green) or OFF (Gray) to hide wireless LAN or not.

Wireless Mode

Select the Wireless mode and Channel bandwidth, “20MHz” or “40MHz” or
“80MHz"”. The “160Mhz” is only for the AX 3000Mbps model.

Encryption

Select the wireless encryption.

Password

Enter the wireless password.

Timed Reboot

Set after how many days the AP should automatically restart.
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4.5.2 LAN Settings.
Select Static IP, Get IP from Gateway. When selecting from Gateway the device will get an IP address from the main
Gateway. When selecting Static IP the CPE will have a fixed IP in the network.

© © © 4 © © O !

Connection | GetIP From Gateway Connection  Static IP

IP Address 192.168.188.253
Static IP

Get IP From Gateway Subnet 255.255.255.0
Gateway 192.168.0.185
Primary DNS 88338

Secondary DNS 8844

The page includes the following fields:

Object Description

Connection Select “Static IP”, “Get IP from Gateway” for setting up deviceP.
IP Address Enter the CPE Static IP Address.
Subnet Enter the network mask.

Gateway Enter the default gateway IP Address.

Primary DNS Enter the primary DNS IP Address, or not.
Secondary DNS Enter the secondary DNS IP Address, or not.
Finish Setup

Click Next, and prompt will ask you to reboot the device. After pressing “Ok” the CPE will restart with the new

settings.
Prompt Information x

o After the switch mode, the device will reboot?

=l
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Repeater Mode:
After the CPE has restarted the Repeater mode will be active.

The web GUI will now display the Repeater Mode and will have the additional Repeater signal information on the
home page.

Mode [] Flow Repeater Up Stream < Repeater Down Stream —(0-
Home 118Kbps

akbps

ng P
Wizar @ @ @ 79Kbps
50Kbps

SRS
e \:J (=) 40Kbps

20Kbps

Network
Uptime 00:14:53 0
170602 17:06:05 17:06:10 17:06:15 17:06:20  17:06:21
o—
—o
Manage Device Info Lan Info Repeater Info 26 WiFi 56 WiFi
-y, Connection Get IP From Gateway ssiD Wireless 2.46_AirLive Status on n
IP Address 192.168.0.139 Channel 13 ssiD Wireless 2.4G_00FAZD
10% 4%
Subnat 2552552550 BSSID 02 4F 4E-40°00-00 Channel 13
Galeway 192.168.0.185 Signal —— -430BM  Encrypt WPA/WPA2PSK-TKIPAES
CPU Memory MAC 004F-4E-00FA2D Link Quality  en————100%  MAC 00:4F-4E-00:FA2E

Version AirDual-AC12-AP-V6 1-Build20230707 164907
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4.6 Wi-Fi
In Wi-Fi setting you can setup the 2.4Ghz and 5Ghz setting, MAC ACL, Wi-Fi Timer and Advanced settings.
Basic Wi-Fi settings for 2.4Ghz and 5Ghz. Setup your own SSID, Wireless Mode, Channel, Encryption and Wi-Fi
Password, Max Station, TX Power and VLAN.

WiFi MAC ACL WiFi Timer
Home

26 WIF 5G WiFi Advanced
=~}
¢ viri status (@) UCRIGTE ST Enable VAP | | VAP 1 VAP 2 VAP 3
VL SSD | Wireless 2.4G_000000
Hide WiFi SSID?
(3
WiFi Wireless Mode TAXG_GHE40
Channel | Auto
.5 Encypt | WPAIWPA2PSK-TKIPAES
MNetwork

Password 123456789

0— .
.O Max Station 128

Manage TX Power | Max

VLAN

Apply

WiFi MAC ACL ‘WiFi Timer

2

2G WiFi 5G WiFi Advanced

=
=n] ) :
wiFistaus @) R T Enahle VAP VAP 1 VAP 2 VAP 3

53D Wireless 5.8G_000000

&

=
g
a2

Hide WiFi 85107

Wireless Mode 11AXA_AHESD

=
T

B

Channel Auto

Encrypt WPAWPAZPSK-TKIPAES

Password 123456789

Max Station 128

it O

Manage TX Power Max

VLAN

Apply
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The page includes the following fields:

Object Description
Wi-FiStatus Select ON (Green) or OFF (Gray) to enable or disable wireless LAN.
This is the wireless network name. The default SSID is Wireless
SSID 2.4G_XXXXXX and Wireless 5.8G_XXXXXX. X is the last 6 numbers of the AP

MAC address.

Hide your SSID

Select ON (Green) or OFF (Gray) to hide wireless LAN or not.

Wireless Mode

Select the Wireless mode and Channel bandwidth, “20MHz” or “40MHz” or
“80MHz".

Select the operating channel you would like to use. The channel range will be

Channel changed by selecting a different domain.

Encryption Select the wireless encryption.

Password Enter your wireless password

Max Station Set the maximum number of clients that can connect to the CPE

TX-Power Select the output power of the CPE

VLAN Set the VLAN-ID for the CPE (between 3~4094)

Wi-Fi Analyzer Press this button to analyze local area wireless signal.
4.6.1VAP

Select VAP1~VAP3 to enable the virtual AP. Both the 2.4Ghz and 5Ghz have 3 virtual ap’s

Enable VAP VAP 2 VAP

Encrypt NOME

VLAN

a
%)

331D Wireless 2 4G Vap1_000000

Hide WiFi S5ID7

The page includes the following fields:

Object Description
Check mark VAP1~3 to enable them
Wi-FiStatus
This is the wireless network name. The default SSID is Wireless 2.4G
SSID Vapl_XXXXXX and Wireless 5.8G Vap1l_XXXXXX. X is the last 6 numbers of

the AP MAC address. The SSID will have Vap2/3 in its name when Vap2 and 3
are enabled

Hide your SSID

Select ON (Green) or OFF (Gray) to hide wireless LAN or not.

Encryption

Select the wireless encryption. The defaultis “None”.

VLAN

Set the VLAN-ID for the CPE (between 3~4094)
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4.6.2 Wi-Fi Analyzer

Press this button to analyze the local area to see which wireless channels are in use. Both the 2.4Ghz and the 5Ghz
have their own Wi-Fi Analyzer. The straight vertical red line indicate the current channel used by the CPE.

WiFi Analyzer

Signal[dBm]

-100

-504

-60

-704

-804

-90 4

VTC132 56 2

Yuhome 5G

9]

60

T
116

T
120

4
124

T
128

.1
132

T
136

1
140
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4.6.3MACACL

Allow or deny the users access into this CPE based on MAC address.

WiFi MAC ACL WiFi Timer

Home
SN MAC
o
&

Wizard

7

WiFi

Network

o
—

Manage

Mark Status Operation

No Data

Disable m
The page includes the following fields:
Object Description
Add Press the “Add” button to add end-device that is scanned from wireless

network and mark them.

Delete Press the “Delete” button to delete device from list.

ACLStatus Select the rule of ACL, defaultis Disable.
Blacklist: Prohibited rules within the device through
MAC ACL Status

Select to enable or disable the ACL rule.

Disable

Prohibited rules within the device through
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4.6.4 Wi-Fi Timer
Enable Wi-Fi Timer to turn off the SSID on a specified time.

WiFi MAC ACL WiFi Timer

Home
wiri Tmer @D
=
cg"’ Time Range 01:00 — 02:05
Wizard
(7
WiFi

The page includes the following fields:

Object Description
Wi-Fi Timer Select ON (Green) or OFF (Gray) to enable or disabletimer.
Time Frame Choose the Start and End time frame

4 .6.5 Repeater (This function will only appear when the CPE is in Repeater Mode)
On this page it is possible to change the connection to the root AP. See XX for more detail.

oirlive b

WiFi Repeater MAC ACL WiFi Timer

Home
Select Radio Use 2G

o
Cg; SsiD Wireless 2 4G_AirLive m

Wizard Lock BSSID

f Wireless Mode 1ING_HT40
(d

WiFi Encrypt WPAMWPAZPSK-AES

Password 123456789

P2P
Network

O—
—o

Manage

The page includes the following fields:

Object Description
Select Network Select “2.4G” or “5.8G” wireless LAN.
SSID Enter the root AP’s SSID or press “Scan” to select one.
Lock BSSID Check to lock the root AP’s MAC address.
Wireless Mode Select the wireless mode (Channel Width) of the root AP.
Encryption Select the wireless encryption type of the root AP.
Password Enter the wireless password of the root AP
P2P Enable switch for Point-to-Point function.
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4.6.6 Advanced
Advanced Settings allows to change the parameters of the CPEs. Country Region lets you select there different Wi-Fi
regions, please select the one which is valid in your country of use.

° . ®
oirlive 2 B
WiFi Repeater MAC ACL WiFi Timer
Home
2G WiFi 5G WiFi Advanced
39
L% Country Region ETSI 26G(1-13);5G(36-64),(100-128),(132-140)
=
e User Isolation off
f Short GI On
(

WiFi Coverage Threshold 95
Packet Threshold 2346

RTS Threshold 2347
Network

o—
—o

Manage

The page includes the following fields:

Object Description
Country Region Select your region valid in your area of use.
User Isolation Enable it to isolate each connected wireless client so that they cannot

access mutually.

Short Gl Guard intervals are used to ensure that distinct transmissions do not

interfere with one another.

Coverage Threshold The coverage threshold is to limit the weak signal of clients occupying
session. The defaultis -95dBm.

Packet Threshold When the length of a data packet exceeds this value, the router will
send an RTS frame to the destination wireless node, and the latter will reply
with a CTS frame, and thus they are ready to communicate. The default

valueis2346.
RTSThreshold Enable or Disable RTS/CTS protocol. It can be used in the following

scenarios and used by Stations or Wireless AP.
1)When medium is too noisy or lots of interferences are present. If the

AP/Station cannot get a chance to send a packet, the RTS/CTS mechanism
can be initiated to get the packet sent.
2)In mixed mode, the hidden node problem can be avoided. The

default valueis 2347.
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4.7 Network (AP Mode)
The Network settings for the AP Mode and Gateway Mode differ.
First shown is the AP Mode for the Network Settings for the Gateway Mode see chapter 4.7.
In AP mode only LAN Settings and Cloud are available.

4.7.1LAN Settings
Select the Connection, Static IP, Get IP from Gateway, Get IP from AC. To use the option, Get IP from AC an AirLive
WLAN-64/128GM Wireless Controller is needed.

Home
Connection | Get IP From Gateway
o
ae .
Static IP
Wizard
Get IP From AC
/‘ Get IP From Gateway
(3
WiFi
Network

Home
Connection Static IP
=
c:a IP Address = 192.168.188.253
e Subnet | 2552552550
/- Gateway
(-
WiFi Primary DNS 5888
Secondary DNS 8844
MWetwork

The page includes the following fields:

Object Description

Connection Select “Static IP”, “Get IP from Gateway” or “Get IP from AC for setting up

deviceP.

IP Address Enter the CPE Static IP Address.
Subnet Enter the network mask.

Gateway Enter the default gateway IP Address.

Primary DNS Enter the primary DNS IP Address, or not.
Secondary DNS Enter the secondary DNS IP Address, or not.
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4.7.2Cloud
By default, the Cloud setting is turned on. When this settings is turned on the CPE can be added to the AirCloud
platform. The AirCloud platform allows you to remote control the CPEs via the Cloud.
See www.airlive.com for more information about the AirCloud.

PN
_
Home
Cloud Server ()
=0
Ga Server address aircloud.airlive.com
T Latitude = O
/- Longitude 0
G
WiFi Binding state Mo bind
Metwork

4.8 Network (Gateway Mode)
The Network settings for the AP Mode and Gateway Mode differ.
In Gateway Mode next to LAN Settings and Cloud, Gateway Mode also has Static DHCP and WAN settings .

4 .8.1LAN Settings
Enter the IP setting for the CPE.

Static DHCP

IP Address 192.168.188.253

Subnet 255255 255.0

= e
N i@ B

st @D
7 oHeP sever (D)
WiFi Start Address 2
Max Mumber 235
Primary DNS 88838
Network

Secondary DNS 8844

Rental period 24(Hour)

Firewall DHCP number 0 DHCP List

£HD—
—

Manage

Apply
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The page includes the following fields:

Object Description
IP Address Enter the CPE Static IP Address.
Subnet Enter the network mask.
STP Enable or Disable Spanning Tree (Default is on)

DHCP Server

Enable or Disable the CPE DHCP Server (Default is on)

Start Address

Start IP Address of DHCP Server

Max Number

Maximum number of IP Addresses given by the DHCP Server

Primary DNS

Enter the primary DNS IP Address, or not.

Secondary DNS

Enter the secondary DNS IP Address, or not.

Rental period

Lease time of a given IP Address

DHCP Number

Number of active clients

DHCP List

Detail list of active clients

4 .8.2 Static DHCP

Give a client on the network a fixed Static IP Address. Press Add to open the pop-up window.

Enter the IP Address of a client or press Scan to search the client on the network.
Enter a name for the client in the Mark field.

Static DHCP

IP Address

(Add a maximum of 32)
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4.8.3WAN
WAN Settings allows you setup the Internet Mode of the CPE, When using the WAN settings make sure your WAN
port is connected to your Modem. The CPEs has 3 WAN settings, DHCP, Static IP and PPPoE.

4.8.4 WAN DHCP
The default setting for the WAN port is DHCP. Choose “DHCP” and the CPE will automatically obtain an IP Address,
Subnet Mask and Gateway Address from your ISP.

LAN Static DHCP WAN Cloud

Home

Internet Mode DHCP Enable web server access on WAN port
=
C:a MTU 1500 MAC Clone
O Set DNS Manually D Enable Ping Access on WAN
r Primary DNS 8888 Enable IPsec pass through on VPN connection
7z
WiFi Secondary DNS 8844 Enable PPTP pass through on VPN connection
Band Type 500M Fiber Enable L2TP pass through on VPN connection
Up Line Defeclion
Network
Down

Firewall

o—
—o

Manage

The page includes the following fields:

Object Description
Internet Mode Select DHCP, Static IP or PPPoE
MTU Maximum Transmission Unit. Default is 1500.
Set DNSManually Enable/Disable DNS Manually. Default is Enabled
Primary DNS Enter the necessary DNS address provided by your ISP.
Secondary DNS Enter the secondary DNS address provided by your ISP.
Band Type Select the band type provided by your ISP.
Upstream Enter limited upstream throughput, default is 500000 Kbps.
Downstream Enter limited downstream throughput, default is 500000 Kbps.
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4.8.5WAN Advanced Settings
The WAN Advanced Settings are for 3 modes DHCP, Static IP and PPPoE.

The page includes the following fields:

Object Description

Enable web server access on
Enable to access from WAN, default port is 8080

WAN port
MACclone Enable and scan to clone the MAC address
Enable Ping Access on WAN Enable or Disable this function

Enable IPsec passthroughon

. Enable or disable IPSec to pass through IPSec communication data.
VPN connection

Enable PPTP passthroughon

VPN connection Enable or disable PPTP to pass through PPTP communication data.

Enable L2TP passthroughon

VPN connection Enable or disable L2TP to pass through L2TP communication data.

Line Detection Enable to ping Host 1 and Host 2 IP. If ping fails, the WAN will be

disconnected.
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4 .8.6 WAN Static IP
The default setting for the WAN port is DHCP. If your ISP offers you static IP Internet connection type, select “Static
IP" and then enter IP address, subnet mask, default gateway and primary DNS information provided by your ISP in
the corresponding fields.
For the Advanced Settings see Chapter 4.7.5

LAN Static DHCP WAN Cloud

Home

Internet Mode Static IP Enable web server access on WAN port
S
[#=4 IP Address 0000 MAC Clone
Wieard Subnet | 255.255.255.0 Enable Ping Access on WAN
(- Default Gateway 0.0.0.0 Enable IPsec pass through on VPN connection
@
WiFi MTU 1500 Enable PPTP pass through on VPN connection
Primary DNS 8888 Enable L2TP pass through on VPN connection
Secondary DNS 8844 Line Detection
Network
Band Type 500M Fiber
v
Firewall Down

o—
—o

Manage

The page includes the following fields:

Object Description
Internet Mode Select DHCP, Static IP or PPPOE
IP Address Enter the WAN IP Address provided by your ISP. Enquire your ISP if you are not clear.
Subnet Enter WAN Subnet Mask provided by your ISP.
Default Gateway Enter the WAN Gateway address provided by your ISP.
MTU Maximum Transmission Unit. Default is 1500.
Primary DNS Enter the necessary DNS address provided by your ISP.
Secondary DNS Enter the secondary DNS address provided by your ISP.
Band Type Select the band type provided by your ISP.
Upstream Enter limited upstream throughput, default is 500000 Kbps.
Downstream Enter limited downstream throughput, default is 500000 Kbps.
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4.8.7 WAN PPPoE

The default setting for the WAN port is DHCP. Select PPPOE if your ISP is using a PPPoE connection and provided you
with a PPPoE username and password.
For the Advanced Settings see Chapter 4.7.5

LAN

Home

=

Wizard

7

WiFi

Network

Firewall

o
—

Manage

‘Static DHCP

Internet Mode

Usemame

Password

Server Name

Service Name

MTU

Set DNS Manually

Primary DNS

Secondary DNS

Band Type

Up

Down

WAN Cloud
PPPoE Enable web server access on WAN port
MAC Clone
Enable Ping Access on WAN
Enable IPsec pass through on VPN connection
Enable PPTP pass through on VPN connection
1452 Enable L2TF pass through on VPN connection
() Line Detecfion

8888

8844

500M Fiber

The page includes the following fields:

Object

Description

Internet Mode

Select DHCP, Static IP or PPPoE.

Username

Enter the PPPoE User Name provided by your ISP.

Password

Enter the PPPoE password provided by your ISP.

Server Name

Enter the server description or not.

Service Name

Enter the service description or not.

MTU

Maximum Transmission Unit. Default is 1452.

Set DNSManually

Enable/Disable DNS Manually. Default is Enabled

Primary DNS

Enter the necessary DNS address provided by your ISP.

Secondary DNS

Enter the secondary DNS address provided by your ISP.

Band Type Select the band type provided by your ISP.
Upstream Enter limited upstream throughput, default is 500000 Kbps.
Downstream

Enter limited downstream throughput, defaultis 500000 Kbps.
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4.8.8Cloud
By default, the Cloud setting is turned on. When this settings is turned on the CPE can be added to the AirCloud
platform. The AirCloud platform allows you to remote control the CPEs via the Cloud.
See www.airlive.com for more information about the AirCloud.

Static DHCP

Home
Cloud Server D
=n]
[ A Server address aircloud.airlive.com
G Latitude 0
Longitude 0
(c
WiFi Binding state Mo bind
MNetwork

Firewall

O—
—o

Manage
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4.9

Firewall (Gateway Mode Only)

URL Filtering, IP Filter, MAC Filter, Port Mapping and DMZ will only appear when the CPE is set to Gateway Mode.
Setup for the IP Group and Time Group which can be used in some of the Firewall features can been done in the
Management menu (see chapter 4.9.7 and 4.9.8).

4.9.1 URL Filter

URL Filtering can block certain webpage for the clients. When enabled clients connected to the network will not be
able to browse webpages which have been added to the URL Filter.
Click Add to open the Pop-up window to enter the URL and Time information. To Delete a URL Filter, select the URL
Filter which was made before and check mark it, then press Delete.

URL Filtering IP Filter MAC Fitter  Port Mapping DMz

Home
SN Rule Name Time Group URL Status Mark Operation

Wizard

(%

WiFi

URL Filtering X

siavs @0 Disable
Rule Mame
Time Group Any m
Disable
URL
Enable Ur filter function
Mark

Add a maximum of 32

Enable/disable URL filter function

The page includes the following fields:

Object Description
Status Select ON (Green) or OFF (Gray) to enable or disable
Rule Name Enter the rule name, e.g. Black list
Time Group Select Any or Custom to set up time range and work data.
URL Enter the URL that you need to put in black list
Mark Enter the mark string, or not
Save Press Save to save the settings
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4.9.21P Filter
IP Filtering can block or allow certain clients based on the IP Address, also a port or port range can be set for the IP

Address together with the Protocol.
Click Add to open the Pop-up window to enter the IP and Time information. To Delete an IP Filter, select the IP Filter

which was made before and check mark it, then press Delete.

URL Filtering IP Filter MAC Filter Port Mapping DMZ
Home
SN Rule Name Time Group IP Address Port Range Protocol Status Mark Operation
o
C:'.’ No Data
Wizard
(7

WiFi

Network

Firewall

o
—o

Manage

Disable m Delete
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Status (:)

Rule Name
Time Group Any
IP Group Custom

IP Address -

i[:]:

Port Range - Mo empty range: 1-65535
Protocol TCP

Mark

Add a maximum of 32

The page includes the following fields:

Object Description
Status Select ON (Green) or OFF (Gray) to enable or disable
Rule Name Enter the rule name, e.g. Black list
Time Group Select Any or Customer to set up time range and work data.
IPGroup Select IP Group for adding IP by entering IP range or by scanning
devices
IPAddress Enter the IP that you need to put in black or white list
Port Range Enter the web port to access
Protocol Select TCP, UDP orTCP+UDP
Mark Enter the mark string, or not
Save Save the settings
Disable
Disable

Allows the device to pass in the rule

Prohibited rules within the device through

Select the rule of IP Filtering, default is Disable.
Whitelist: Allow the devices to pass in the rule
Blacklist: Prohibited rules within the device through
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4.9.3 MAC Filter

MAC Filtering can block or allow certain clients based on the MAC Address, also a port or port range can be set for the
IP Address together with the Protocol.

Click Add to open the Pop-up window to enter the MAC and Time information. To Delete an MAC Filter, select the
MAC Filter which was made before and check mark it, then press Delete.

Home

Wizard

(7

WiFi

Network

Firewall

Manage

MAC Filter

Status

Rule Name
Time Group
MAC

Mark

URL Filtering IP Filter

SN Rule Name

Disable

O

Any

Add a maximum of 32

MAC Filter  UEEEL ] DMZ

Time Group MAC Status Mark Operation
No Data
=2
X )
Disable
Disable

m Allows the device to pass in the rule

Prohibited rules within the device through

Select the rule of IP Filtering, default is Disable.

m Whitelist: Allow the devices to pass in the rule

Blacklist: Prohibited rules within the device through

The page includes the following fields:

Object Description
Status Select ON (Green) or OFF (Gray) to enable or disable
Rule Name

Enter the rule name, e.g. Black list

Time Group

Select Any or Custom to set up time range and work data.

MACAddress Enter the MAC address that you need to put in black or white list
Mark Enter the mark string, or not
Save

Save the settings.
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4.9.4 Port Mapping
Port mapping allows extranet access to an intranet server. Enter the IP Address of the client for which you would like
to open the External and Internal port.
Click Add to open the Pop-up window to enter the Port information. To Delete a Port Mapping, select the Port
Mapping which was made before and check mark it, then press Delete.

A
URL Fitering IP Filter [TEIS I Port Mapping oMz
Home Operati
SN Rule Name IP Address Protocol External Port Internal Port Status Mark
on
]
e No Data
Wizard
(7

WiFi

Network

Manage
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| Ve

Status ‘:)

Rule Class User Defined
Rule Mame

Protocol TCP

IP Address m

External Port - Mo empty,range: 1-65535
Internal Port - Mo empty range: 1-65535
Mark

Add a maximum of 32

The page includes the following fields:

Object Description
Status Select ON (Green) or OFF (Gray) to enable or disable
Rule Class Select the rule class, e.g. HTTP, HTTPS...
Rule Name Enter the rule name, e.g. Black list
Protocol Select TCP, UPD or TCP+UDP
IP Address

Enter the IP Address that you need for port forwarding

External Port

Enter the external port range

Internal Port

Enter the internal port range

Mark Enter the mark string, or not
Save Save the settings.
Disable
Disable

Enable Port Mapping Function

Enable/disable Port Mapping function
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4.9.5DMz

Open the DMZ for a client IP Address.

E URL Filtering IP Filter MAC Filter

Home

Port Mapping DMz

Enable DMZ ‘:)
—_— =1
Iz
Network
Manage
=3
The page includes the following fields:
Object Description
Enable DMZ Select Enable DMZ Host or Disable
DMZHost IP Enter the DMZ LAN IP for which you would like to open DMZ
Save Save the setting.

-45-

| V&



o . ®
Userguide for AirDual-AC12, AWOD-12ACi, AWOD-30AXi O l r | [l ' 8

4.10 Manage
The Management page allows for a backup, reset or upgrade of the CPE. Note that there is a difference between AP

Mode and Gateway Mode. The functions QoS, IP Group, Time Group and DDNS will only appear when the CPE is in
Gateway Mode.

4.10.1Configure
You can save the config or restore the previously saved config or reset the device to its default configuration.

Telnet can also be enabled, Note use this function with care!

° . @ oo
ailrlive =
A
‘@ Configure Timed Reboot Upgrade Time Manager Log QoS 1P Group Time Group DDNS
Home
Resiore Backup Reset Default
a.
C:a Restore
Wizard
G

Drag the file here, or Click on the upload
WiFi

Telnet (Enabling Telnet could be hacked,Use it carefully!)
Network

Firewall

—
—

Manage

The page includes the following fields:
Object Description
Backup Save the configuration file to your computer
Restore Reload the configuration from your computer
Reset Default Restore the factory default settings, please press this button
Telnet Enabling Telnet could be hacked, Use it carefully! Default is disable)
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4.10.2Timed Reboot
Set a schedule time on which the CPE would reboot, this can be every day or on an interval

A
Configure Timed Reboot Upgrade Time Manager Log QoS IP Group Time Group DDNS

Home

Timed Reboot (:)
=0}

(=4 © RebootTime | Everyday 1:00
‘Wizard

(7

WiFi

Restart Interval

MNetwork

The page includes the following fields:

Object Description

Timed Reboot Select Enable or Disable to start schedule reboot

Reboot Time Select reboot time form clock

Restart Interval Select reboot duty byday
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4.10.3Upgrade
Browse the firmware file and click on upgrade. Wait till the upgrade is successful. The device will reboot
automatically after successful firmware upgrade.
Version will show which firmware is currently on the CPE.

A
Configure Timed Reboot Upgrade Time Manager Log QoS IP Group Time Group DDNS

Home
Version  Inwall-U618AX-AP-V3.0-Build20230306092924

=>]
Ca Reset Default (Whether to resume the factory configuration)
CREE Upgrade file
(c
WiFi
Drag the file here, or Click on the upload
Network

Firewall
o—
—0

Manage

Upgrade

The page includes the following fields:

Object Description

Choose File Press to select the firmware file

Whether to resumethe

. . Select to reset the device to default when upgrading firmware
factory configuration

Upgrade Press to upgrade the firmware

Note: Do not power off during the process of upgrading!!
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4.10.4Time Manager

Setup the system time, enable NTP Server and select the Time Zone for the CPE.

Configure Timed Reboot Upgrade Time Manager Log QoS IP Group Time Group DDNS
Home
System Time  2023-03-14 09:30:55
-1
ch NTP Enable ()
Wizard . . . o
Time Zone Select (GMT+08:00)Beijing, Chongging, Hong Kong, Urumqi, Taipei
/- Manual IP
(
WiFi NTP Server time.windows.com
Network
Firewall
O—
—
Manage
The page includes the following fields:
Object Description

System Time

Show system time of device

NTP Enable

Select Enable or Disable NTP function

Time Zone Select

Select timezone

Manual IPSettings

Enable to manual IP setting

NTP Server

Select NTPserver

Note: If you want to use any function that needs scheduling, must enable NTP function.
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4.10.5Log
Review the CPE log, you can also enable Remote Log Service or export the log file.

ﬁ Configure Timed Reboot Upgrade Time Manager IP Group Time Group
Home
2823/83/13 16:52:16 Inwall-US18AX kern.warn kernel: 54.278535] SetThermalProtectDutyCfg(): band_idx: 8, level idx: 2, duty: 5@
20823/03/13 16:52:16 Inwall-UB18AX kern.warn kernesl: 54.277517] MtCmdThermalProtectDutyCfg: band_idx: @, level idx: 2
2823/83/13 Inwall-U18AX kern.warn kernel: 54.283662] MtCmdThermalProtectDutyCfg: duty: 5@
:D 2823/83/13 Inwall-U618AX kern.warn kernel:

54.294597] SetThermalProtectDutyCfg(): band_idx: 8, level idx: 3, duty: 35
3

== 20823/03/13 16:52:16 Inwall-UB18AX kern.warn kernesl: 54.391631] MtCmdThermalProtectDutyCfg: band_idx: @, level idx:

2023/83/13 16:
2023/83/13 16:
Network 2023/03/13 16:52
2023/83/13 16:
2023/83/13 16:

Inwall-U618AX kern.warn 54,398@18] MtCmdThermalProtectInfo: band_idx: @
Inwall-U618AX kern.warn 54.394814] band_idx: @

Inwall-Us18AX kern.warn kernel: [ 54.397287] prot_type: @, trig type: 1

Inwall-U&18AX daemon.notice procd: /etc/rc.d/598configinit: sh: write error: Resource busy
Inwall-U618AX kern.warn kernel: [ 54.4@1878] state: @, enable: @

[
[
[
[
[
) 2823/83/13 Inwall-UB18AX kern.warn kernel: [  54.3@7721] MiCmdThermalProtectDutyCfg: duty: 35
Wizard 2823/83/13 16:52:16 Inwall-U18AX kern.warn [ 54.318657] SetThermalProtectDutyInfo(): band_idx: 8
2823/83/13 16:52:16 Inwall-UBlBAX kern.warn [ 54.323787] MtCmdThermalProtectDutyInfo: band idx: @
2823/03/13 1 16 Inwall-UG18AX kern.warn [ 54.328864] EventThermalProtDutyInfo
2823/83/13 1 16 Inwall-Us18AX kern.warn [ 54.332453] band_idx: @
fr'_ 2023/83/13 1 16 Inwall-UG18AX kern.warn [ 54.334943] duty@: 80, dutyl: 60, duty2: 58, duty3: 35
2823/03/13 1 16 Inwall-UB18AX kern.warn [ 54,342438] SetThermalProtectEnable(): band_idx: @, protection_type: 1, trigger_type: 1
WiFi 2823/83/13 1 16 Inwall-Us18AX kern.warn [ 54.358515] SetThermalProtectEnable( trigger_temp: 118, restore_temp: 184, recheck_time: 5
2823/83/13 1 16 Inwall-UB1BAX kern.warn [ 54.359921] MtCmdThermalProtectEnabl band_idx: @, protect_type: 1
2823/03/13 1 16 Inwall-UG18AX kern.warn [ 54.365289] MiCmdThermalProtectEnable: trigger_type: 1, trigger_temp: 110
2823/83/13 1 16 Inwall-Us18AX kern.warn [ 54.372188] MtCmdThermalProtectEnable: restore_temp: 184, recheck_time: 5
2823/83/13 1 16 Inwall-UB1BAX kern.warn [ 54.385338] SetThermalProtectInfo(): band_idx: @
[
[

@ 2823/03/13 16:52 Inwall-UB18AX kern.warn kernsl: [ 54.4@84281] trigger_temp: @, restore_temp: @
2823/03/13 16: Inwall-US18AX kern.warn kernel: [ 54.4@8594] recheck_time: @
2823/83/13 1 16 Inwall-Us18AX kern.warn kernel: [ 54.411483]
Firewall 2823/03/13 1 16 Inwall-UG18AX daemon.notice procd: /etc/rc.d/S98configinit: sh: write error: Resource busy
2823/03/13 1 16 Inwall-UG18AX kern.warn [ 54.415281] prot_type: 1, trig_type: 1
2823/83/13 1 16 Inwall-Us18AX kern.warn [ 54.4191@1] state: @, enable: 1
o 2023/83/13 1 16 Inwall-UG18AX kern.warn [ 54.422291] trigger temp: 11@, restore temp: 194
— 2823/03/13 1 16 Inwall-UG18AX kern.warn [ 54.426951] recheck_time: 5
2823/83/13 1 16 Inwall-Us18AX kern.warn [ 54.429788] ------c-cmom oo
Manage 2023/83/13 1 16 Inwall-UG18AX kern.warn [ 54.433550] prot_type: 2, trig type: 1
2823/03/13 1 16 Inwall-UG18AX kern.warn [ 54.437319] state: @, enable: @
2823/83/13 1 16 Tnwall-US18AX kern.warn [ 54.428528] trigger_temp: @, restore_temp: @
2823/83/13 1 16 Inwall-UB1BAX kern.warn [ 54.444831] recheck_time a
2823/83/13 16:52:16 Inwall-U618AX kern.warn kernel: [ 54.447648] -----------------me--eoonn

The page includes the following fields:

Object Description
Log Select ON/OFF to record log or not
Remote LogService Enable remote log server and enter the server IP Address
Export Export a log.bin file to you PC
Delete Press to delete all of the system log
Refresh Press to refresh the system log
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4.10.6QoS (Gateway Mode only)
The QoS function only will work when the CPE is in Gateway Mode. QoS can limited the bandwidth for an IP Address
or IP Group also the Time Group can setup to limit the bandwidth only at a certain time.
Click Add to open the Pop-up window to enter the IP and Time information. To Delete a QoS Rule, select the QoS Rule
which was made before and check mark it, then press Delete.

Note when Hardware Accelerate is enabled on the Home Page of the CPE, the QoS function will not function
correctly. When using QoS please turn off Hardware Accelerate.

Configure Timed Reboot Upgrade Time Manager Log QoS IP Group Time Group DDNS
Home
SN IP Address Time Group Limited Mode Up Down Status Mark Operation
Wizard
Iz

WiFi

Manage
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IP Filter X

Status

IP Group

IP Address

Time Group

Limited Mode

Up

Diown

Mark

@

Custom

Any

Shared Limited Bandwidth

Add a maximum of 32

The page includes the following fields:

Object Description
Status Select enable or disable QoS control rule
IPGroup Select custom or Add an IP group
IPAddress Enter an IP address range or use scan to select
Time Group Select any or custom or Add a Time group
Limited Mode Select limited mode for shared limited bandwidth or exclusive limited
bandwidth
Up Enter the upstream limited for kbps
Down Enter the downstream limited for kbps
Mark Enter the mark string, or not
Save Enter the mark string, or not
Disable Qo3
Disable Qo %
Enable QoS

Enable/disable QoS function
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4.10.71P Group (Gateway Mode only)
IP Group, Setup up an IP Group which can be used in the QoS as well as in the Firewall menu.
Click Add to open the Pop-up window to enter the IP information. To Delete an IP Group, select the IP Group which

was made before and check mark it, then press Delete.

Configure  Timed Reboot Upgrade Time Manager Log QoS IP Group Time Group DDNS
Home
SN Group Name IP Range Mark Operation
o
C:; No Dala
Wizard
(%

WIFi

Network

Firewall

O—
—

Manage

IP Group x
Group Mame
Mark

Add a maximum of 16

The page includes the following fields:

Object Description
Group Name Enter an IP group description
IPAddress Range Enter an IP address range or use scan to select
Mark Enter the mark string, or not
Save Save the settings.
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4.10.8Time Group (Gateway Mode only)
Time Group, Setup up a Time Group which can be used in the QoS as well as in the Firewall menu.
Click Add to open the Pop-up window to enter the IP information. To Delete a Time Group, select the Time Group
which was made before and check mark it, then press Delete.

Configure Timed Reboot Upgrade Time Manager Log QoS IP Group Time Group DDNS
Home
SN Time Group Time Range Work Date Mark Operation
<
= No Data
Wizard
17

WiFi

Network

Firewall

©o—
—o

Manage

Time Group X

Time Group
Time Range 00:00 - 00:00
Work Date Custom

Mon. Tue. Wed.

Thu. Fri. Sat. Sun.

Mark

Add a maximum of 16

The page includes the following fields:

Object Description
Time Group Enter an time group description
Time Range Select start time and end time for time range
Work Date Select work day by option table
Mark Enter the mark string, or not
Save

Save the settings.
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4.10.9DDNS (Gateway Mode only)
A DDNS can be setup using the build in DDNS. To make an DDNS account please click on Registration.
Note: the DDNS service is not related to AirLive Technology Corp, but a third party.

Home

Network

Firewall

o—
—

Manage

Configure

Timed Reboot Upgrade Time Manager Log QoS IP Group Time Group DDNS

DDNS ()

User Name

Password
Public IP N/A
Domain N/A
User Type MN/A

Link Status  N/A

No Account? Registration Forget

The page includes the following fields:

Object Description
DDNS Select ON (Green) or OFF (Gray) to enable or disable DDNS
User Name Enter user account for the DDNS.
Password Enter password for the DDNS
PublicIP Public IP address is necessary for WAN IP
Domain Enter unique domain name for device.
User Type DDNS User Type.
Link Status DDNS Link Status

No Account Registration

Forget Password

Follow the link to Oray to register a DDNS account.
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5 FIT Mode

The main function of FIT Mode is to work with the AirLive Wireless Controller WLAN-64/128GM. When the CPE is
connected to the Wireless Controller, it will receive an IP Address from the Wireless Controller and the functions like
SSID, Encryption and Channel are controlled via the Wireless Controller.

oirlive
[ Information
|P Address
Subnet
MAC
Gateway

AC Address

[i' Settings
Connection

Connection
IP Address
Subnet
Gateway
AC Address

Telnet

=
[A Fitap
192.168.188.253
255.255.255.0
00:4F:4E:00:00:00
0.0.0.0
0.0.00 g Positon Settings

DHCF

Static IP

192.168.188.253

255 255 2550

(Enabling Telnet could be hacked,Use it carefullyl)

3 5 BT

The page includes the following fields:

Object Description
Information Show the current network settings of the CPE
Position Settings You can enter the device description.
Settings Select DHCP or Static IP
IP Address Enter the IP Address
Subnet Enter Subnet Mask
Default Gateway Enter the Gateway address
AC Address Enter the AC Controller IP Address
Telnet Enabling Telnet could be hacked, Use it carefully! Default is disable)
Apply Apply the Settings
Reset Default Restore the factory default settings, please press this button
Device Reboot Reboot the CPE
Upgrade Press to upgrade the firmware
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