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OFor ewor d
0.1 Target Audience

Thi s manu al i S prepared for t he installers i
responsible for network installation, configur
yowud®d understood all net work communication and
the technical ter ms, t heoretical principles,
protocols and interfaces related toUsert wor kin
Int erface (GUA Y nem Cemmeadnp | e Net wor k Managemen
(SNMP) and Web Expldarer is also require
This manuweal fiog msde -&vd2PROE el 2CBEM1L 0 &EMPOE and
| GM082BT series of I ndustri al swi hghebhe Whbsi
i mages of64hemddceM .-10Tehxe hHaGM t he same interface
di splay more ports.

0.2 Manual Convention
The following approaches should prevai
GUlI Conventi|Description

& I nterpretaiDescribe operatcessaapdi a

ZB _ Remind you of cautions a
Caution result in data | oss or eq
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Management

Software

L aBuemrct2 ons

Enabl e/ di sabl e

Port

Configuredupp e«
MT U

Ma nageme

Mi rrorir

Configure flow
Check port inf
Support i ntghrees s

egraedgections

Ratlemi t |Bit irchdteer mi ned
Poilstol at Suppprt _port
configuration
Suppress t he
St oPmligbr oadcuansktn,o wn
and multicast
St atic aggrega
Link mo d e
AggregatiDynami c aggr egsi
mo d e
Access
VLAN Trunk
Hybrid
Add or del et e
MA C Learn | imited

Sedynami ct iarge n ¢

ERPS (pro
802.1d (STP) ajprotocios$) g
availabl e.
SpannTr eg
802.1w (RSTP)
802.1s (MSTP)
| GMP Add or del et e
Shnooping/Snoop _the/ 3v d

mul ti cast

LayeRoul F

mmgdt i ons

Il nter f agd
Configur

VLAN intenafhab

ARP

ChedRP

Routing

Statiicngrout
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ExtFReima&dded on

Portmumbembmased
Sour/Beesti nati on
protocol

Confi gur

ACL Sour/Beest i nati on
port.
Ti meange manage
Cl ass&8d 2b(@qpb
Classed by DSC
Classed by Sou
QoS | P and port
Support R®&nd WE
scheduling alg
Suppmmimi tted a
(CAR)
Support Link L
LLDP Protocol (LLDP
User

Add/ dal eter

Resi st an

Log Logi n, oper ati
event |1 ogs
DoS def ense

At tack Protect CPrUe s t

message upl oad

ARBiindg (1 PoniM

Net wor k
Di agnost

Support Ping,
traceroute

System
Ma nageme

Uni t resetting
saving/restor.i
setting, et c.

Manademeti on

CLI

Manageri akompma

l'ines
.2 |Tel net Remot el y edorettr
. 3| Web Support Layer

OFuhnecrt i on

S

5.1 SuppbHE&P Snooping
5.2 Suppomng protection, namely the
5.3 Supp®NXNMP vi1/v2c/ v3
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2 .

Web Page Login

1 LogNethnwdrhlke Man@lgieemetn t

Type in the def audttt pswi/tlcdhh. diddBa. s dowisek @ime

P neotfwoPrCk csoengsmesnttent with that of swi

Keep the |
| P address as you log in. 25a&t aR@0s hlePsadamres sne
255.255.255.0 for the first Il ogin (1< x 0254).

A login window apypeaeatrhsen adse ffaouléltobigsné@éanmaé mt h e
passwomdmoh Ct hekifdm t ot awé t ch syst em.

( Windows ti_hj‘

The server 192.168.2.1 is asking for your user name and password.
The server reports that it is from 1GM-1082POE

Warning: Your user name and password will be sent using basic
authentication on a connection that isn’ t secure.

Remember my credentials

[ OK ] [ Cancel }
After login, you will see:
S
@ 1GM-1082POE x |+ Q
c A == 19216821 b4 a

OO

»Information & Status
» Network Admin

»Port Configure System Information
»PoE Company Name Airlive -
y Advanced Configure Website and Contaclf'ardtlﬁsa:.-r.:ww.a|r||‘.fe.com.-
PEEETE EEIL e Model Name IGM-1082POE
»QoS Configure MAC Address 00-4F-4C-00-0A-77
» Diagnostics SN A1082POEAT00001
»Maintenance Time
System Date 1970-01-01T00:01:57+00:00
System Uptime 0d 00:01:57
Firmware
Firmware Version %1.1-2020-10-18
Firmware Date 2020-10-18T05:17:17-07:00

System Information Auto-refresh [ | Refresh |



http://192.168.2.1/

3

3.

N e
1 |

pInformation & Status
wNetwork Admin

=P Config

= |P Status

»DHCPServer

= NTP

= Timezone

FSNMP

= SysLog
»Port Configure
»Advanced Configure
» Security Configure
QoS Configure

»Diagnostics
»Maintenance

t wor k Admi n

P Config

t he @ NePt wloornkf iAgdomians f ol | ows.

IP Configuration

Mode

DNS Server 0
DNS Server 1
DNS Server 2
DNS Server 3
DNS Proxy

Host v

No DNS server
No DNS server
No DNS server
No DNS server

A affafa

IP Interfaces

DHCPv4
Fallback

IPv6
Address

IPv4
Mask
Address Length

192.168.2.1 24

Delete | VLAN Mask

Length

Current

Enable -

1 0

Add Interface

IP Routes

[ Delete | Network | Mask Length [ Gateway | Next Hop VLAN |

Add Route

Save || Reset

Descripti €cCondbgut | P

Configurat Description
Mo d e Sel ec tHofsmodeen Bo u tneord e
SelectNdrb®&r ver CorPY 4 gwirl
From any DHCPvandi ame rt fha se
DNServer|interface
DNS Prox/{DNS Proxy
I nt eNadme e/ Di s ptlthaey name of system inte
VLAN Enter the VLAN t o tahcec esswsi tad
- Enabl ed status VLANerisnt
dynamically obtains t h
t hr olBysh DHCP. CDt b dthwei sd
configuration will take
- Waiting time (unit: sth
switahes to get dy nami
DHCP. It wi l Ii nnecvaesre toifm
| Pv4 DHC - Current | P address is o
- I P addresdeti c | Pv4 add
user.
- I P maddet atic | Pvd subna
I Pv 4 user.

10



- I P addriwsdeaatic | Pv6 abdy
user.

- I P mastkhel Bt &Gtsuwbnet Ingas
| Pv 6 user .

- Destinationtl ffeegmandtdr els s

a user.
- I P mastkhati c | Pv4 s ubbnye
user.
- Next aldp essext hlk Pevsds aedn(
I P Rout e by a wuser.

Click fAAdcde Mao acgreevetdeN and | B addr éSeaeed and fin

& Description:

Not®Bhe switcWHWL AMMddtyesdetUaals. who need to use other
switches shWYuAN add takated ports in thleawdrAN3 modul
communicati ¥h Ablet ween

2 | P Status

Click the @i NeP wotrakt uAsdomians f ol | ows .

»Information & Status

ERBRPTRES IP Interfaces
«IP Confia Interface | Type | Address | Status
« P Status OS:lo LINK 00-00-00-00-00-00 <UP LOOPBACK RUNNING MULTICAST>
»DHCPServer OS:lo IPvd  127.0.0.1/8
«NTP OS:lo IPv6  feS80::1/64
« Timezone OS:lo IPv6 1128
»SNMP VLANT1 LINK 00-4F-4C-D0-0A-77 <UP BROADCAST RUNNING MULTICAST>
<Systog VIANT  IPv4  192.168.2.1/24
» Port Configure VLAN1 IPv6  fe80::1e2a:a3fffe01:23c6/64
»Advanced Configure IP Routes
» Security Configure
»Qo$ Configure Network | Gateway | Status
3 3 127.0.0.1/32 127.00.1 <UPHOST>
»Diagnostics 224000/4 127.001 <UP>
»Maintenance 1/128 1 <UP HOST>
ARP Table
IP Address | Link Address
192.168.2.20 VLAN1:00-e0-4c-2e-2¢-dd
fe80::1e2a:a3fffe01:23c6 VLAN1:00-e0-4c-2e-2¢c-dd

Descr iaptoiu@n St at us:

Configurati(Description

I P I nterfac{(ChetklefPor t Tabl e

| P Rout es Chet kleP RamWabl e
ARP Tabl e Chet k/RP Tabl e
11
o
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3.

pInformation & Status . . .
System Information Configuration

3 NTP
Applied for the clock synchronizati oNTPet ween
(Net wor k Time Protocol) IiTCPdtl Pt lpe od pmlbilscdtaimon yl
realized based on I P and UDP. NTP message is tI
portClock synchronization ideaildohe tiwo rtkh ed ecvo ncte
of increasinglyt ocpopbSoNy Penneetrwgeersk ce admini str at
manuwa modi fisyatieonon cofock wil |l | eiama d ourhatge twiomek |
I nstructions
1. Kxlhiec ANet woTRPOAdmMi n he navigation bar as foll
¢ Information & Status . .
~ Network Admin NTP Configuration
= |P Config Mode Enabled v
n s Server 1 | |202.120.2.101
pDHCFPServer
Server 2
« NTFP
u [IMmezZone Server 3
pSNMP Server 4
= SyslLog Server 5
» Port Configure
»Advanced Configure Save || Reset
Configurat:. Description
Mod e Enabl e oNTBiysablompi ng. dow
NTBerver | tIsP address and oNT R ifimnefod F
servers.
1. Click t he -ThiNeezwonrekd Aidmitnhe navigation bar as

w Network Admin

= 1P Config System Timezone Offset (minutes) | O

= 1P Status UTC time 2020/9/21 £F10:20-51

pDHCPSenver

= NTP Save || Reset

= |[IMeZone

»SNMP

n3yslog

Configurati Description
SystTeirmereone C
(mi nut es) Setthe time to be modified
UT di me Current I nternet ti me

12



3

4 By s

Usecan luwtalde switacheHTosgsver.

1

nstructi
Click

pInformation & Status
w Network Admin
= IP Config
= |P Status
pDHCFServer
=« NTP

= Timezone
»SNMP

= Syslog
» Port Configure

ons
t he -Siylseg &voa k fAdimi aws :

System Log Configuration

Server Mode Disabled v
Server Address
Syslog Level Informational v

Save || Reset

Configurat

Description

Mo d e

Enabl e or disabl eThbdesBiybtHKk
the syslogs to sihfe eapalcl & .

Serveaddre|Il P adedooéss he specisfied | og

Speiced | evels including:
| nf oi nformation, warnings

Lobevel sifWarni ngarnings and errors.

Errorerror s.

4

q

13



3.

5 SNMP

SNMPSi(mpl e Network Management Protocol) is wid
manasgekevi ces by the <central computer whi ch or
software (i.e. network management workstation)
Simpl e: THle i piomd i BSNMP has the fundament al f u
applicabl-2c aloe samaMilr onmedadt awdt hoWwasbstspeBesi de
driven i SNMP mpatmobsite dweivtihc es . Power ful: SNMP ai
management info transmiscitaldantb Bt sceaena troemt sr i neovdee, s
modiafnyd troubl eefe@stiTihyehee are 3 icominonnamealsy
SNMPv1l, v2c and v3. Its system contains NMS ( Ne
Management object and MIB (Management | nfor mat
NMS ast he managemge¢etwi | | manageaah!| ddeviceesunde,]
managemennctl udes t AgenteMliRlenand management obj e
interacts with the Agent running on the manage
to execute NMS orders.

SNMP management model

M3
A
L J
Agent
a
i J
MIB
a
¥
Management
object
Device
NMS
, As the network administrator, NMS manages/ mo
onsi server. |t can require the Agent to in
value(s). NMS can receive the Trap actively
the statuses of the managed devices.
Agent

As a agent process of t he enaincag edda tde va ncde sr,e sipt
to the NMS requests by reporting management
orders through MI B Table and send the resul:

5

reqguest. Devices will take the itnisttiadtuiewse otfo
devices to NMS through Agent once a failure
Management object
, It refers to the object under management. Ea
objects, including a piece of hardware (e. g.
and software (e.g. routing protocol), as wel

14



Ml B
MI B is a database specifying the variables m
(i .e. the info that tch#tgwelme )i ndluBr e@famessethe
of the managementt hehmmectst anospdaoagess right
The following functions canibé maahetadhehro
device info by aientlgusihree nggt eaMdtBs oo onf ege by <cha
Ml B.

I nstructions

1. Click the fBMWNeMtPWorikn Adhnei nnavi gation tree to
Configurationodo as foll ows.

pInformation & Status
w Network Admin

= |P Config Mode Enabled ¥

SNMP System Configuration

= |P Status Version SNMP v2e ¥
=« NTP

« Timezone Read Community | public

+SNMP Write Community | private
= System Engine ID 800007 e501 71000001
= Trap
= Communities Save || Reset
= Users
= Groups
n YIEWS
= ACCESS
= SysLog

Configurat Description

SNMRode Enabl e or di sabl e SNMP fun

Version Select SNMPvAhy dRaeppirng3dow

Aut harmameage menctamseiatde t he M
Read Commwhi chal lpaddbiyc def aul t

Aut hadamanegemenbans@thel mao dief
Write Comobject, cewhipel viag edef aul t

2. Users can enabl 8NMPIdagdhids a®DNMEP t he
aut hentication tgwipt dh.n didNieioan® rté&f eAd me n
SNMArapo as foll ows:

¢ Information & Status
+ Network Admin

=IP* Config Global Settings

= |P Status

«NTP [ Mode | Disabled v []

= Timezone o i .
+SNMP Trap Destination Configurations

Trap Configuration

» Sysfery [ Delete | Name [ Enable | Version | Destination Address | Destination Port |

» Trap

= Communities Add New Entry
» Users

= Groups
= Views
= Access

= SysLog

Save | Reset

15




Configuratio Description

Trap Name SNMP Trap alias
Tr aMop de Enabbe didS&MPe Tr ap
Trap Versi ofSNMPv 1, v2c and v3

Gr ounpa me f t he sSpNeMePi f T
Trap CommunilCommuni ty

Trap Destinati |l P address of the Ssepev

UDPport No. of t he sp
Trap Destinati|Server

Trdmf®Remponse |[Enabled or disabl ed

Trdmf/®Remponse
(secshnd Period

Trdmf/®Remponse
Ti mes Number of ti mes

3. Users camcomamuameg yt heCl i ck -SBNMEDNewwort k eAdmi i
as foll ows:

pInformation & Status
w» Network Admin

= IP Config Delete | Community | Source IP | Source Mask
= |P Status public 0.0.0.0 0.0.0.0

DLIE private 0.0.0.0 0.0.0.0
= | IMeZone

»SNMP
= System
= Trap
= Communities
= Users
= Groups
n VIBWS
= ACCEss

= Syslog

SNMPv3 Community Configuration

Add New Entry Save || Reset

Configurat. Description

Communi t yyEnttehree wa me

Source | |EnterPvtdhes olurce addr ess

Source M{Enter the | Pv4d subnet ma s

16



4 Create a UBNMWPsaenlle cwtayt hoef pri vacy. Cl iSNKWMPt he HANet
Userso as foll ows:

pInformation & Status
»Network Admin

SNMPv3 User Configuration

= IP Config - User Securi Authentication | Authentication | Privac Privac
«IP Status DEIEtE| = | Name | Levelw Protocol Password |ProchI Passmyrd
=NTP 800007e5017f000001 default_user NoAuth, NoPriv None None None None
= Timezone
vSNMP Add New Entry Save || Reset

= System

= Trap

» Communities

» Users

= Groups

= Views

= ACCESS
= SysLog
Configurat Description

Engine ||The default 800007e5017f000001

Username|lEnter the newPviBame eogf SNM

Select a method b AantchrnyPRi o w,
Security |and aulbyh Pdrriowping down the |Ii

Aut henticlSelect a privacy protocol fr orn
Protocolllist.
Aut henti c
Password Type in the privacy password
Select a privacy protocol fr on
Privacy Pilist.
Privacy PaType in the privacy password

fiSaveodo and finish

5. Users can crodsaNMPva3.n eOf Neeikeva rhkS NAVORmMi enws 0 a s
foll ows:

pInformation & Status . . )
+Network Admin SNMPv3 View Configuration

= IP Config Delete | View Name | View Type | OID Subtree
= |P Status default_view |included v A
=« NTP

= Timezone Add New Entry Save || Reset
»SMNMP

= System

= Trap

= Communities

= Users

» Groups

n VIBWS

= ACCESS

= SysLog

17




Configurat:i Description
Vi ew Name |[Enter the name
View Type|Select from included and exg¢
Ol D SubtregEnter the OID subtree, e. g.
6 . Users can callt hrtihaghewalede¥sidlw€Wwobck

SNMRRAccesso

as

foll ows:

»Information & Status
+ Network Admin

SNMPv3 Access Configuration

= IP Config

Delete [ Group Name [ Security Model | Security Level | Read View Name | Write View Name

= |P Status

= NTP

default_ro_group

any  NoAuth, NoPriv default_view ¥ MNone v

e default_rw_group any  NoAuth, NoPriv default_view ¥ default_view ¥
¥ SNMP Add New Entry Save | Reset
= System
= Trap
» Communities
= Users
= Groups
= Views
= Access
= SysLog
Configurati Description
Group NamEnter the name
Sel ectanfwlovm,c amsdm by dr op
Security Nthe I|ist
Sel ect a met hod orio AanotPm )
Security |aut hNoamrdi vaub W Pdi eppi ng d ¢
Read View [Chooscereaated view by drop
Write ViewChoose a created view by
7. Users a«ocareadstdt st aed hAoagdhew Gr oup.

ClickhNeheor kSNAIEBTI nupso

pInformation & Status
+Network Admin

as foll ows:

SNMPv3 Group Configuration

= |P Config

= |P Status
= NTP
= Timezone
»SNMP
= Systemn
= Trap

Delete | Security Model | Security Name | Group Name
w1 public default_ro_group
w1 private default_rw_group
v2e public default_ro_group
w2 private default_rw_group
uSsIm default_user default_rw_group

= Communities
= Users

= Groups

= \Views

= ACCESS

= SysLog

Add New Entry

Save || Reset

18

Abd mi

n



Conf i gutreantisi gDescri pti on
Security NSelectvly2@mmdsm by droppin
Drop down dnmdtnseel ®erceat ed
Security Qlgroup nawm2ec ),vland the us

Group

N a

NnEnt eraltl opaevednameess

4Port Configur e

4 Horts
I nterfaces shoul d be identified so that user .
interfaced.as require
Not e Only switch mondoedesl wniunmbe2r. 5wd liln sthhoewsr 2.
webui .
I nstructions
1. Click the-PRdrstdo Comnftihpumevi gati on bar.
2. Sel ect the data for configuration and the
AAutonegotiati onbo, AFl oweConizrol as dmomd | DMaxi mu

»information & Status
»Network Admin

Port Configuration

Refresh

~Port Configure Port De Link [ Flow Control Maximum Excessive Frame
+Ports o | | % [Current [ Enable | Curr Rx | Curr Tx | Frame Size | Collision Mode | Length Check
»Aggregation - <> e e v < v 9600 <> v
= Mirroring 1 @® Dovn Auto v v v 7 v X X 9600 Discard ¥
:gs;" B 2 @® Down Auto v 4 @ 9 @ % % 9600 Discard ¥
»Advanced Configure 3 ® Do Auto “ @ @ @ @ x X 9600 Discard v
» Security Configure 4 1Gfdx Auto v ’ v ) v w X 9600 Discard ¥
»QoS Configure 5 @® Dovn Auto v X X 9600)
» Diagnostics [ @ Down Auto X X 9600)
»Maintenance
Save | Reset
Port Configuration
Adv
Speed Banlix Adv speed
Port Description Link
Current Configured Fdx | Hdx [ 10M | 100M | 1G
= <% v v v v v v
1 @® Down Auto v v v v v v
2 1Gfdx Auto v v v v v v
3 ® Down Auto vow @ v v v
4 ® Down Auto v v v " " v
5 @® Down 2.5Gbps FDX ¥
6 @® Dovn 2.5Gbps FDX ¥ / / v v v
Save || Reset
19




4 .

Configuration items are

as foll ows.

Conf i gutreamsiiDescri pti on
Autonegoti gConfigurable autonegoti ati
Mb and 1,000 Mb statuses.
Mbits/ s, 100 Mbi ts/ s and
Et hernet electrical interf
FI o«Cantr ol Af ter it is enabled on bo
net work devices, the | ocal
sendmegs aigest he presence of
The opposite one will exec
ensur emezsesrdogpe s .
Di sa-bi sabled reception and
frame;
Rx (RX -Pausegeive the PAUS
Both (Rx/-Tw Paeuoaséeyve and tr
frame;
Tx ( Tx -TPoautsremjnsmit the PAUS
Maxi mumang z(9, 600
Enabl ed Switch the ports
PobDescripti|lDescribable ports

2 Aggregation
Link Aggregation increases bandwidth and
interfaces into a single |l ogical inter
Link Aggregation Group (LAmMYI tiisplae | Btghe«rad etl ilnik
Trunk) .
Ceaselessly expanding network size
reliability. -STpeaaedtiohatfgcehbghrd or
usually replaced to optpemszieveb aannddw
Link Aggregation Technology bundl e
interface without upgrading har dwar e.
reliability, but al so shareskst.he fl ow
As shown bel ow, Switch A is I|linked with
are bundl edTriuntko laong iEctahl link. I ts ban
in total, thus broadening the
to be more reliable.
Link Aggregation diagram

SwitchA, Y SwitchB

| ETH- |
| Trunk |

ra
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Link Aggregation can meet the following demand
I nsufficient bandwidth of two switches connect
I nsufficient reliability of two switches conne
Link Aggregathe divided into Manual Mode and L4
Link Aggregation Contr ol Protocol (LACP) statu
I n the f i rTsrtunnko dees,t akbtlhi s hment , me mber i nterf ace
manually without LACP. -shtamgii sMoales db ecalulseed atlHe | L
involved in data forwarding and | oad sharing.
average | oad with the remaining ones. This mod
that t wea odinreecdteldy devi cesk rieraqqudwiedtah Ilautgelhad i mo
to LACP.

2.1 Static

I nstructions of adding a Static Link Aggregat:i

1.Click the -AfBgr egS8tboatbingurteo AAdd a static | ink
aGroup -1®) (1lahbhoadg Swect hMac ,( IDP tA dMidrpPs/sUDP
Port Nwmhlera port for aggregation; and click th
¢ Information & Status A i Mode Confi ti
» Network Admin ggregation iode Lonriguration
w Port Configure Hash Code Contributors
= Ports Source MAC Address rd
~Aggregation Destination MAC Address |«
i IFP Address v
TCP/UDP Port Number v
= Mirroring
= Green Ethernet Aggregation Group Configuration
»DDM Port Members
»Advanced Configure GroupID [1[2]3]4[5]6
» Security Configure Mormal o 8 8 8 e e

p Q0S5 Configure 1
p Diagnostics 2
¢ Maintenance 3

Save || Reset

|l tnerface data are as foll ows

Conf i gutreamsiiDescri pti on

Group 1| D There are 16 aggregation g
from 1 to 16.
LoasdharMenchgSrc Mac, IDPstAdMBGRsSYsUDP Por t

PolLitst Up to 8 gpwaitlsaalre.
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'l lustrations

Et hernet Switch A aggregates 3 ports from GE1

| oad of each member port.

The following configurations are exampled by m
Switcha 7N SwitchB

| ETH |
| Trunk |

I nstructions
1. Si mi ltalre tsot ep of Switch B ecaosrefni gHurrharntk on, S
inteahdcacaomesesy interfaces, in order to b
Click the nRPgmgtr eg8Bttdiojqaoet o AAdd a static |
to select thd o@rdoaurpi AP mdde ((@Src Mac, Dst M
and a port to bd,addErleggradBe¢ERIEGEDI | ows .

pInformation & Status

Aggregation Mode Configuration

»Network Admin
~ Port Configure Hash Code Contributors
= Ports Source MAC Address v
w Aggregation Destination MAC Address ¢
L IP Address o
TCP/UDP Port Number |«
= Mirraring
= Green Ethernet Aggregation Group Configuration
YODM Port Members
p Advanced Configure Group ID | 1 | 2 | 3 | 4 | 5 | G
» Security Configure Marmal & @ @
» QoS Configure 1 II'
¢ Diagnostics p
»Maintenance 3

Save || Reset

2.2 LACP

Dynamic Link Aggregation

LACP (Link Aggregation Contr 8102 PIad o Sovlandarbd
dynamically adgdagegraa geat easndl i nks. LACP exchang
opposite network device through LACPDU (Link
Uni t) .

After a port uses LACP, it owi I i mf opr mot hey,op
system MAC, port priority and &bACPRW.d Tolper at
opposite device wild.l compare such info with th

t hus reaching an agreement on port pearticipa
aggregation.

22



Dynamic LACP aggregation is automatically =cre

internal ports can be added or removed by them
same device with the same rate, dupfexedand ba
I nstructions for adding a dynamic |Iink aggrega
1. Click the-AgRoretgla@ C€@ni guor € he nsaevliagcaptoiran baar
type (LACP), a mode f@pottvpr oot‘B8 $s BfAE6EGNn a&nd
byefault) as foll ows.
yinformation & Status - -
I — LACP Port Configuration
~Port Configure Port | LACP Enabled | Key | Role | Timeout| Prio
= Ports = <= A <= v = ¥ 32763
vAggregation 1 Auto ¥ Active v| [Fast v 32768
» Static =
« LACP 2 Auto ¥ Active Fast v 32788
= Mirroring 3 Auto T Active ¥ Fast ¥ 32768
OETEE EITETH 4 Auto ¥ Active | |Fast v 32768
»DDM _ -
5 Auto v Active ¥ Fast v 32768
»Advanced Configure =
» Security Configure 3 Auto v Active v Fast v 32768

»QoS Configure
» Diagnostics

Save || Reset

Interface data are as foll ows

Confi gutreeamsDescription

LACEn ahbd e Enaldbdaepd Didsabl e

Mo d e Act oPassi ve
Passi vRor t sends dtAB®numad K
respondpatcéxdimte bppbobléete nei

onl vy.

ActivePort sends LACP data |
The l i nks wi t h one or t e
dynaanikggreddowever, it won

connected passisiencLeACPo tphor
wai ti ngpafcokretarhnet he ot her si |

PoPti ority|LACP wi || deter mine t he g
aggregation based onAniohneg pt
devi ce | D ebwnbséestsysbém poryit
system MAC. | @ eavtihceers |wibar ddes hi

systprm oanWMAC. Compare the s
antdhsystem MAC aiddrelssy na&od ¢
with small eprwedleu & ewiplelb ke, f
32768 by default.

Key Auto and Masnual Mode

23



& Description:

Pl ease make sure that t here i s -Throunnke mbefrorient
changing its worktpatoménrnbeotchamwgiese
Wor k patterns of the |l ocal and opposite networ

ations

h Swaggregates 3 ports fsroomsGED tshaGE3 t-
each member port

| owing configurations are exampled by m

Switch/A, N SwitchB

| ETH- |
| Trunk |

ra

l nstructions

& Description:

The foll owings are ¢ onwhiigcuhr asthioounl do fs tSawyi ttchhe As aom
of Switch B

to aggregate ports.

ty to Level 1p@ron Swit
uire t he navipraitdroint yoar

»Information & Status

LACP Port Configuration

» Network Admin
~Port Configure Port [ LACP Enabled | Key | Role [ Timeout]| Prio
« Ports = <= ¥ <= v <= v 32768
Aggregation 1 v Auto v Active v| |Fast v 100
» Static -
«LACP 2 v Auto T Active ¥ Fast v 100
= Mirroring 3 v Auto v Active v Fast v 100
"g;*;" Ethemet 4 Auta ¥ Active ¥ Fast ¥ 32768
»
5 Auto v Active ¥ Fast v 32768
p Advanced Configure -
» Security Configure 6 Auto v Active v Fast v 32768
SC
'Qf) nnfiuure Save || Reset
» Diagnostics
24
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4.3 Mirroring

PomMi rr @roipn@s t he amespxradd i efd aswist cmapbd®h port
copied poorutrkPoest t h&gmep yp mpt Des ttim@triton Destinati o
Por t mmiklel ugsletienfspecti ohordeuseers toearalvede th
messamgesmonitor andnetwobkesabBodbllbws

Configuration exampl e

PCl1 accesseshBwughbhhi Atler fasncdde P&R1 i s directly c
interf ace GE1

Usersteodmonitor stskeamtmédsoangde C2 to PC1l by relev

it ch,

gl/1 iiiiil'

PC1 PC2

gl

25
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I nstructions

1. Click the-MiRarotri @gmrf iiqqurtedel eatvi gases
2. Ch e soku rtpeet -E1s el decstt i tnpwer it o-B65EdANnd t héo
mode, andeamsdd ol | ows .

pInformation & Status
p Network Admin
w Port Configure

= Poris
pAggregation

= Mirmoring
= Green Ethernet
»DDM
p Advanced Configure
» Security Configure
p Qo5 Configure
p Diagnostics
» Maintenance

Mirror Configuration

| Port to mirror to I 1 A

Mirror Port Configuration

Port | Mode
= |z v
Disabled ¥
Disabled
Disabled *
Disabled
Disabled
CPU | Disabled »

e L Pl

(=]

Save || Reset

Interface data are as foll ows

Conf i g utrean

Description

SourPoet

Mul tp@priteaavarni @ abl e.

Desti iPat t |

Only one port can be select
source port.

Directi on

Tx #AMirroring I ngress Porto

mirrored to the destination
Rx fAMirroring Egress wRdrlt d:e
to the destination port.

EnablieMi rror Il ngress/ Egress
received messages to the deg¢g
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4 Green Et hernet

Popowwi | | bel owimm nease of zero or | ess fl ow.
Cl itchke APor t-GrCoar i Gtahserf mé i 0 ws :

pInformation & Status
» Network Admin

v Port Configure | Optimize EEE for | Latency  * |
= Poris

Port Power Savings Configuration

»Aggregation Port Configuration

= Mirmoring
= Green Ethernet
»DDM

pAdvanced Configure

EEE Urgent Queues
Port | ActiPHY | PerfectReach | EEE [1[2[3[4[5[6[7[8

» Security Configure
» QoS Configure
pDiagnostics
»Maintenance

Lo S B R N

Save || Reset

Interface data are as foll ows

Conf i gutreamisiDescri pti on
Optimize EHSel ectoweoragdncy

Port Confi dgSel efcrtom #AAdcteirPHXt EEEahhd B
Urgent Queuesao

5 DDM

DDM cant tve eiwnfoptdfc atthenodul e.
1. ClinPlrthe€oODMd QMIr eConf iaggurf @t i ows

¢ Information & Status ]
» Network Admin DDMI Configuration

~ Port Configure | Mode | Enabled * |

= Poris

pAggregation Save || Reset

= Mirroring

= Green Ethernet

»DDM
= ODM Configuration
= DDM Overview
= DDM Detailed

p Advanced Configure
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Interface data are as foll ows
Conf i gutreeamddgDescripti on ‘
DDMConfi gu|Enabled and Disabl ed ‘
2. ClicRhkPohe CoODMV DQMOveer wvasewW al | ows
} Information & Status .
N ———— DDMI Overview
~ Port Configure Port [ Vendor | Part Number [ Serial Number | Revision | Data Code | Transceiver
= Port: 5 - - - - - -
)A;gfegation 6 H3C SFP-GE-LX-SM1310 1811090018 2018-11-09 1000BASE_BX10
= Mirroring
= Green Ethernet
»DDM
= DDM Configuration
= DDM Overview
= DDM Detailed
Int erface data are as foll ows
ConfigurgbDescription
It e ms
DDMI Over/Di sptlhaey i MP@Ydmnfdor , Part Numb
Revi shacd@o de alhrdanscei ver 0
3. ClichPohe CODMIDMTrRetas |fealol ows

pInformation & Status

Transceiver Information

pMNetwork Admin
~Port Configure Vendor H3C
«Ports [ Part Number | SFP-GE-LX-SM1310
) Agaregation Serial Number | 1811090018
Mi Revision
: Oroon Einemet Data Code 2018-11-09
» breen Eineme Transeiver 1000BASE_BX10
+DDM =
» DDM Configuration
= DDM On i
DS DDMI Information
»Advanced Configure Type Current | High Alarm Threshold | High Warn Threshold | Low Warn Threshold | Low Alarm Threshold
» Security Configure Temperature(C) | 37585 90.000 55.000 -5.000 -10.000
»QoS Configure Voltage[V) 33006 35999 35000 3.0999 3.0000
P Diagostes TxPoweridBn]| <45 o0 "3 00 201
_ X Fowe m =2. | - =31 =1L
D Rx Power([dBm) | -5.05 1.00 .00 25.09 28.24
Int erface data are as foll ows
Conf i gutreanmisi o|Descri pti on ‘
DDMI Detail e/Di sptlhaey i mTroamdcei veranl@bM
I nformati ono
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5

5.

PoE

PoE (Powvwer Et hernet) transmits data signal for
phone, WA P, and | P camer a) and supplowts the
changihreg exi $t inreg wOatkt aa bilsti ngn ssutrreusc ¢ sudr fleégdn g
and nor mal net work operation to minimize the
1 POE Setting

1. ClickPoEeSBPbENgO in the navigation bar as
Information & Status . .

:NemmMmi" Power Over Ethernet Configuration

»Port Configure Reserved Power determined by | * Auto Manual

~PoE
= PoE Setting
= Mok Status
»Advanced Configure
» Security Configure
QoS Configure
} Diagnostics

»Maintenance

Power Management Mode

* Actual Consumption

Reserved Power

Primary Power Supply [W]

120

PoE Port Configuration

PoE Power Supply Configuration

Port | PoE Mode | Priority | PD Alive Check [ Maximum Power [W] | Description
B v <= v L+ 30
1 [PoE+ | [Low v QOFF v 30
2 [PoE+ v| [Low v OFF v 30
3 [PoE+ v| |Low v QOFF + 30
4 [PoE+ v| |Low v OFF v 30

Save || Reset

29
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5.

Int erface data are as foll ows
Confi gutreemdgDescri ption
Two modes are available in |
Autadi stri b stwiidarmrh port al | oq
Power Resautomatica_ll_y _subject.tl%lezms
Mo d e t o the_doeff|8n0|2t.|3ctarif58(82).23l3_ta (8
ABTO model 8 corproavemdn cki.ng
Manudailst ri bThé omadpowser wil |
by users.
Two modes are available in |
1. Actual consumption: | n t
the | owest priority wild./
consumed power i s more
Powd&anagenm switch. The port with th
Mo d e of f i f all pri orvietli.es ar
2. Resed veo:welrn t his wor k pag
newD device wi || b e noaix
reserved power of all/l po
ot hewi t ch.
Ma xRa(t eRbwe|Users can set t He5Wmby paed @
Supply |[by themselves
The switch supports 802. 3a
PoBlode modes.80ANh.d3satt he f atct oTlye dfeB
support 802. 3Dbt (PoE++) on |
PoE++ option.
PrioritSpeCtiHW priPoEi pyrof from | ow

Critical)

Max mufPo werldiManual Al | ofcoart i pponwbe rmargeesceir fv
(W) max poewemhiythe port.
2 PoE Status
1. ClickPabeSti®Ptoleso as foll ows.
::‘:ﬂf::r:i:ms Power Over Ethernet Status Auto-refresh Refresh
»Port Configure Local 4 o PD Power Power Power | Current S PD Alive Check | Port
+PoE Port ‘ DEsE Ty ‘ class ‘ Requested | Allocated | Used ‘ Used ‘ HEziE ‘ Reset Count Status
X PoE

::E ggﬁ:’: 1 4 30 [W) 30 [W) 84[W] 165[mA]  Low 0 m&ﬁﬁd
pAdvanced Configure No PD
» Security Configure 2 0wl 0wl oW 0 [mA] Low T detected

QoS C ’ r / - No PD
:Dimn ;J:ﬁﬁcl;““’ 3 0 W] 0 W] 0[wW] 0 [mA] Low 0 defeme 4
}Maintenance 4 0w] ow] 0w 0 [mA] Low 0 dr:;c':jtgd
Total 30 [W) 30 [W) 84[W] 165 [mA]

Interfaaeedasaf ol |

O WS

Confi gueaemag

Description |

Power Over

St atus

Di s ptlhaen f o
Re qu e sPtoemke r
PriogandyPor't

of Mecacal PR ddlifrcws
AlPowarnr edesedent ,

~

Statuso
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6Advanced Confilgure
6. 1 MAC Tabl e

Users can adjust the configurations related to
Click the AAdv-MACECe dadrsb afbd |gluorves

Hinformation & Status MAC Address Table Configuration

» Network Admin
» Port Configure Aging Configuration
w Advanced Configure
< MAC Table Disable Automatic Aging
o VLANS Aging Time 300 seconds
pGVRP
SR AT MAC Table Learning
= Loop Protection Port Members
»Spanning Tree 172[3[4a]5]s
HIPMC Profile Auto @ @ @ ® = (=
= MEP Disable
=ERPS Secure
pIGMP Snooping
»IPVE MLD Snooping Static MAC Table Configuration
=LLDP Port Members
» Security Configure Delete | VLANID | MAC Address [1]2[3[4]5]6

» Q05 Configure
» Diagnostics Add New Static Entry
»Maintenance

Save || Reset

Interface data are as foll ows

Conf i gutreamisi ofDescri pti on

The dynamic MAC addiree ssswold

Di s aMultrma t Agd nfage automatically iif this
The dynamic MAC address
automatically age after

Agi higme perradgesl& rtoo000, 000s.

The swicobaomipai $ Bl eawni hg MAd
addr ess:

Aut smod:epor tws | | 1 e @rArC ad

automatically;

Di samoeléd ports wondét | ear |
Learn t he M| Saef madeorts forwartdhda heor
Tabl e static (sources). MAC addr e
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6. 2 VLANS

VLAN is fwirtmud @t etdhe pheg st ciad twiha acsht onfierasr,s t he ho
in a same VLAN can be pl aceedacdhe A raast eal \b.r ofasd csahso
domaidmyi des a MphygsocaleveAal | ogiamaxlc hbAN®. Ho
messages in a traditional communi c,ateivomceway. F
suchr asstoar Layeres3 asrwei tncehcessary

VLAN is superior to the traditional Et hernet i
Broadcast domain coveragealLAMbi mrbadchbet am¥k sl
savebahdwi dt h & hrdethwoedlaet ed i ssues more efficie
LAN secuirty: VLAN hosts fail to communicate w
separated by the broadcast domain in the data |
swi tbaty er 3 f.orwar di ng
exi bility of creating a viawiuratluaMorwad mkyi g atn
yond the control of physical net wor k. Users

nging the configuratshomovifndg henrt phhystcopk. |
S management switch support , VhLhANt gpks, bEHAI
ports. For def aul t ncoodefhiogid rda tbieorm,do®@2.d1Q V

a
i
d
htased VLAN is divided subject to a switch©os
ive each switch interface a different PVID, n.
thout a VLAN tag fl owsaPvVhDe atswititd¢hbienmarikaea
me PVibtb wi | | get rtiadgvefh dmoaddi htaheena INR\elrd.ac e
e sot@aVLAN frameodepmeedrface type, which ea
finiticomfbgures VLAN in case of member mobil

P4 sQUY 400 TW
OSTY O STTSTO —

Qlhiec ki Adv anc evd AQlosrof iagsu rfeol | ows .

pinformation & Status .
» Network Admin Global VLAN Configuration

»Port Configure [ Allowed Access VLANs K
~Advanced Configure | Ethertype for Custom S-ports | 5845
= MAC Table

=VLANS Port VLAN Configuration
PGVRP
Port

Allowed Forbidden
VLANs VLANs

»Fort Isolation Port ‘ Mode VLAN ‘ Port Type
= Loop Protection =

Ingress | Ingress |
Filtering Acceptance
v 5

<> v <>

<= <>

»Spanning Tree

HIPMC Profile

=MEP

=ERPS

»IGMP Snooping Access ¥

MPVE MLD Snooping 5 Access ¥

=LLDP
»Security Configure
»QoS Configure Save || Reset
»Diagnostics

Access ¥ C-Port
Access ¥ C-Port

Access ¥

W

6 |Access ¥

Int erface data are as foll ows.
Conf i gutreamisi ([Descri ption
Di spl ay t had |loDveldiVsaté dlosfs s wi
Al l owed Acl by factory default.
VLANS Add an I D for a new VLAN.
I

Thi s field Btpheecritfyipeess TPh &
hexadeci malCustegdrSt r The
Et hertype fiforce for alPlr poify peeviuwssied
rts Port .
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The port mo d e (default [
fundament al behavesti oh. t/{
be in one of three modes ¢
Whenever a particular mod
fields in that row wil |

changeabl e depending on t|
Grayed out fiel ds hsehopa rtth
when the mode is applied.
Access:

Access ports ar e nor mal |
stations. Access ports hay

Member of exactly one VI
(a.k.a. Access VLAN), wh
Accemitsagwedt agged€ fr ame

, Discards all frames that
Access VLAN

, On egress all frames <cl g
ar transmitted untaggeq

e
added VLANs) are transmi

Trunk:

Trunk ports can carry f

simultaneousl vy, and are n

ot her switches. Trunk p

characteristics:

19 By default, a trunk po
(4094) .

T The VLANs that a etrr uwonf k
be | i mited Ablyl otwheed. uvsLeA N
19 Frames classified to a
a member of are discar
1T By default, al | frames
the PANt (®Lk. a. Nati ve
on egress. Frames <cl as
do nott gggded on egress
1 Egress tagging can be
frames, in which case
accepted on ingress

Hybri d:

Hybrid ports pesemblia tmau

adds additional port confi

the characteristics descri

have these abilities:

T Can be configured to b
Ctag awbhag, a®Wa~x e s ttoang S
Mo d e awr e,;

33


http://192.168.2.1/help/help_vlan.htm#AllowedVIDs

T Ingress filtering can
1T Ilngress acceptance of
of egress tagging can
independent | y;

Determines the port's VLA

VLANs are in the rdefjaullt t

On ingress, frames get cl i
port i S configured as VL
unt agged, or VLAN awarene
but the frame is priority

On egress, frames BobmssSVYIEA
t aggekdgriefss Tcaogngfiinggur at i on
Port VLAN.

The Port VLAN is called a
Access mode and Nasi ve VI

Port VLANHybrid mode.
Ports in hybrid mode allo
that is, whether a frame'
the frame on ingress to g
which TPID it reacts on.t
Type determines the TPI D ¢
Unawar e:
On ingress, al | frames, w
not , get <classified to th
are not removed on egress,|
C-Port:
On ingress, frameshwilPhDa ]
get classified to the VLA
frame is untagged or pri
classified to the Port VL
egress, they wil-st abe tagg:¢
S-Port:
On ingresst,h fa awvwiesN wiag wi
or Ox88A8 get classified t
tag. I f a frame is untagg
gets <classified to the P
tagged on egress, they awil
SCust-@mr t :
On ingress, frames with
0x8100 or &ghelrttypet c®NT i-
S pogetts cl assified to the
tag. I f a frame is untag

Port Typdigets <classified to the P
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tagged on egress, they wi-I
tag.
Hy br i dalploow sf or changing i
and Trunk ports always ha
| f ingress filtering 1is
frames classified to a VLA
of get discarded.
| f ingressnabledriimdheckbag
frames classified to a VLA
of get di scarded. However
| ngress F|frames classified to VL AWNS
Hybrid ports all owpéoof ch
are accepted on ingress.
Tagged and Untagged
Both tagged and untagged 1

ed Only
tagged frames are ac
es are discarded.

—139.)
o —Q
3<e@

Unt agged Only

Only untagged fr amegsr easrse
l ngress Acdframes are discarded.

Ports in Trunk and Hybrid

of frames on egress.

Untag Port VLAN
Fr ames classified t o t he

unt agged. Other frameg edreg
tag.

Tag Al

Al | frames, whet her cl ass

are transmitted with a t af

Unt ag Al I

Al | frames, whet her cl ass

are transmitted without a
Egress TagThis option is only amadd.i

Ports in Trunk and Hy br i

VLANs they are allowed to

ports can only be member

VLAN.

The field's syntax is 1ide

Enabl ed f\VleANs By defaul t,

wi || become member of alll

t 0-409 4.

The field may be | eft emp
Al l owed VLwill not become me.mber of
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A port may be configured {
more VLANSs. This is parti
VLAN protocol s i ke MV R H
prevented from dynamicall\y
The trick is to mark such
in question. The syntax i
t henabl ed fVleANs
By defaul t, the fieldthat
Forbidden port may become a member
Click the radio butt on -satha
No#static port Click the nSelect al
Configuration illustration
Connecti on i nterfaces and 2 VLANS shoul d be
communication in VLAN 2 and 3 of the Iinks bet
VALN 2 and 3 s haonutdl hde b®&E Eatdhdeerdn e t Il nterfaces of
Swi t choB | d dwer.ednfi
SwitchA SwitchB
g1/3 9143
gl/2
g1/1/ \g1/2
gl / g‘le—_
VL.‘I'-_KNQ wLAN3 WLAND VUJ\N3
PC PC2 PC3 PC4
l nstructions
1.Create VLAN 2 and 3 in Switch A, add VLANs t
GE143 t hter unk Wiotdhre.si mi | ar st epsl iodk Stwhea cfhA By, a npcl
Con f i-\gluAske i n t he navigati oni ttermse, afnidl | s aivre rt
configuration as foll ows.
::':::::::i:mms Global VLAN Configuration
»Port Configure [ Allowed Access VLANs [[ia0e4 ]
wAdvanced Configure ‘ Ethertype for Custom S-ports | 8BAB ‘
= MAC Table
= VLANS Port VLAN Cenfiguration
GVRP
e~ Port| Mose | ol | Pomype e ngress [ Foress llowed ey
-\:oopPrntection oS . 1 . = - = vi[<> v | |1
:T::gn:rz;;ea 1 Access ¥ CPorl v Tagged and Untagged v || Untag Port VLAN ¥ | |1
«MEP 2 |Access ¥ 2/ | C-Port v v Tagged and Untagged v || Untag Port VLAN ¥ | |2
=ERPS 3 |Access ¥ 3/ | C-Port v Tagged and Untagged v || Untag Port VLAN v | |3
HGMP Snooping 4 |Access ¥ 1| [ C-Port v v Tagged and Untagged ¥ || Untag Port VLAN ¥ | [1
MPVE MLD Snooping 5 [Access ¥ 1| [C-Port v Tagged and Untagged + || Untag Port VLAN v | [1
'LLF’P 6 |Access v 1| | C-Port v < Tagged and Untagged v || Untag Port VLAN ¥ | |1
» Security Configure

»QoS Configure

»Diagnostics

Save || Reset
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2 ConfigurSsSswihehhthpef ade t cSom rnt eccht eBd, as wel |l a
passed WILtAN.si mi | ar st e s acfe MRIWwiiatndche dBr €onf i gur
VLARNBSBNn the navigateloamvamteei,t g&md,] amd save the
foll ows. The following shows how to add a VLA
adding VLAN 3.

3. Verify the configuration result

Configure User 1 and 2 in a same sergeanelhgerl i ke
3 and 4 in a same segment I|like 192.168.200.0/ 2
User 1 and 2 can ping each other, but they can

&EVRP

GVRP VLAN registration protocol is an applica
protocoprowhdeé® 802.1Q compati ble VLAN pruning
establishment on 802.1Q trunk port trunk port.

es can exchange VLAN configuration
broadcast and unk modwnmauwnmigcea sML AtNr a 1
on switches connected through 802

GVRP switec
unnecessar
[

dynamical

used in GVRP, which provide the
di ssemination mechanism for GA

ar e

i on

§Qonrunk I inks. GVRP cuts off t he
s

t

and infor mat
GVRP only868n
active VLAN i h e
trunk | ine, i first receives the join informat
and ti mer chamgbd. The GVRP ports have a vari e
control how they tailor VLANs. GVRP can dynami c
dat abase

h
y
y
GI D and GI P
a
9]

transmitted on t trunk connec

GVRP supports the propagation of VLAN infor mat
VLAN informwttoh ofnabe configured manually, a
net work can dynamically understand the VLANSsS.
switch and connect to the required VLAN. I n or
net work interfaacwel dcabad i(MNdtC3dl |sehd. GVRP compat
configured to join the required VLAN, and then
communi cati on connection bet ween NI C and S wi
connectivity is realized between NIC and switc
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Gl obal <config
1. Click the nfAGWRAFE]edbdaCarefainghburge f uncti on and

paramendr save it as foll ows.

pInformation & Status . .
O — GVRP Configuration
» Port Configure Enable GVRP
+ Advanced Configure Parameter Value

= MAC Table Join-time: 20

=VLANS Leave-time: 60

-GVREP .

= LeaveAll-time: | 1000
= Global config
pPort Isolation
Save

= Loop Protection

e ANAGVRPoed nCamdiplgpdd ten,and save it

R GVRP Port Configuration

p Network Admin
» Port Configure Port | Mode
w Advanced Configure = == ¥
= MAC Table 1 | Disabled v
= WVLANS 2 | Disabled v
*GVRF 3 | Disabled ¥
= Global config 4 | Disabled v
= Port config 5 | Disabled v
pPort Isolation & | Dizablad r
= Loop Protection
»Spanning Tree Save || Reset
HIPMC Profile
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6. Port | sol ati on

Port Group
One@ort can be subordinate to mu.lAtniypltevop @rotr t gr

can forward data flow if they are in a same gr
1. Click the NnA®vahcédgolffCatk opbeepoirs$oltat ibaun | d
groapd save it as foll ows.

pinformation & Status
pNetwork Admin

» Port Configure Port Members
+ Advanced Configure Delete | Port GroupID [1[2[3[4[5]6

= MAC Table 1 & & & & (¢ [+
= V0LANS

Port Group Membership Configuration

pGVRP Add Mew Port Group
w Port Isolation

= Port Group Save || Reset
= Port Isolation

= Loop Protection

P sol ati

T interfac i me ai ssalmet gd ofurpviwiid Hc wi bt heot o
t se in dif rent groups.

I tructions

1 Click the AAPvanhcédoffack bgpbeeport to build
groapd save it as foll ows.

pInformation & Status

p Network Admin

»Port Configure Port Number

~ Advanced Configure 1]2[3[4[5]6
= MAC Table

Port Isolation Configuration

=YL ANS
pEVRP Save || Reset

w Port Isolation

= Port Group
= Port Isolation

= Loop Protection
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The folkxamphge sP€Wws PhawvdsBd8borvVdiAmMatle atUsher s
to block Héedtewaer eBGVYLANdI2uti nal bewwaeaoe®#€1 and
3, as well as PC2 and 3.

Net wor ki ng di agr acno noffi gpuorratt iiosno |eaxtai nopnl e

l nstructions

1. Forl G -2GBhBDbrt i solation configurRdriton, cli
|l sol bl éda H eonkp arhte-1GEBInd-2G&1bui l d an ,i solatio
and save it as foll ows.

2. Verify the eonfiguration result

#Nei tPhGIror PC2 can ping each ot her.
# Pe@hd PCPiegmh .0t her
# P@aBC®an ping each ot her
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