On

IPCHTTP CGI TE’%E}E{%% ) )
oirlive

ARSI HTTP CGl 3RBAE
IP Camera HTTP CGI Specifications

VER. 1.0.10



On

IPCHTTP CGI ?’ﬁ’%éjﬂﬁ%% ) )
oirlive

(EHEw=S

Revise Record

R HiH et
VER. Date Description
1.0.0 2017412 A 12 H | gz IPC HTTP CGI £7 852 ver1.0.0
Dec. 8, 2017 Create the IPC HTTP CGl specification ver1.0.0
1.01 20192 H 26 H | AIigEh =M GET #1 SET &9 CGI /M
Feb. 26,2019 Add CGl interface for motion detection of GET and SET
102 20194E9 H 27 H | #h0 1 - FIFEHE APl > 2 SERELHERSE APl 3 - WIEHR > (R4
Set. 27,2019 FCE APl 4~ SR fBTHRIIRE » 5 ~ BUBICRIFIIRE API -
Add 1, user management API, 2, acquisition of device model API, 3,
restore the factory, retain network configuration API, 4, equipment
upgrade function, 5, screenshot preservation API.
103 2019411 A 11 H | MHIERGRAERY CGl /i
Nov. 11,2019 Added CGil interface for obtaining video files.
104 2019 /£ 12 F 10 H | #HIEHL RTMP BCERISE &R/ M ©
Dec. 10,2019 Added interface to get RTMP configuration and settings.
105 20201 H 16 H | Mhl#EEEN2E - —SREHTIRGE -
Jan.16,2020 Increase the parameters set by the camera and the status of some
services.
1.0.6 2020 £ 3 H 27 H | Hghn HTTPS 563 HEFAL & EErY/rH
Mar.27.2020 Add interfaces for HTTPS certificate upload and private key upload
1.0.8 202049 A 27 H | #hEET OSD 1
Sep.27.2020 Add UserOSD interface
1.09 | 2020411 /9 16 H | %7§% CGI 3% % 50/60Hz, CGI #2:/H ittt - CGI HeBaRING -
Nov.27.2020 CGI A[HeERRY
Support CGI setting 50/60Hz, CGI control day and night mode
conversion, CGI control switch light, CGI control port switch
1.0.10 | 202244 27 H | %% URL Blis8sk/rm - CGl k& UID A4 - CGl FEhfif%t io #i
April.27.2022 AEE - cgi sz Honvif (iU » cgi 5% & rtsp L& » cgi MEHAEEE 231 E5iR
RE - coi SREAELSIEIRRE » coi sRETHIRMTHE -
Support URL skip login interface, CGI set UID valid time, CGI manually
trigger io input alarm, cgi set onvif configuration, cgi set rtsp
configuration, cgi get relay position status, cgi set relay position status,
cgi set manual shutter speed
setManuallnputAlarm




IPC HTTP CGI {5<ERIHE

airlive
#%
Index
1. The format of the HTTP reqUest and FESPONSE........couiiirieeieeeieeette ettt et e sbee e sbee e sabe e s be e sbeessbaeesbbeesabeesabeeens 6
2. GGl AP THI B ER oottt ettt ettt bttt ettt b et et te et et et et e et ebeae et et e bt eat et eteeaebe et ebeneebetene 6
P I g o [ 1 =T =Tl 1 S USSP USPRUPRRN 6
B S TTHIEEIH oottt ettt ettt b ettt a et b bt teae bbbt eaeae et et et etere ettt et esene s st beanaeas 8
3. INEErface SPECITICATION ....eiiieiieee ettt ettt e s bt e s bt e e s abe e st e e eabeeesbaeesabeesabeesnbeeensas 8
N 1= [V VT =) o o OO ORT 8
I8 R 1= AU Y=Y g o [T OO P PUTOUPOUPPRTPO 8
3.2 ettt e b e bt r e be b e b eat ke e be b et eaeebeebe et e s eteebeebesbensereebesbentens 9
I C=T=T o =11V SRR 9
3.3 JE BT TR oottt ber bbbt e bt eae et ebe et ebe et eneebebenaetens 10
3.3 Version iNfOrMAtiON ....coiieiiiee ettt et e be e st e e s ba e s saee e sabeesabeesbaeesabeesabeesnbeeenees 10
B8 B TR ettt b et et e be b e b eateteehe e b ettt ebeebe st eaeebeebeebe b eteeteebebens 11
K G- or- o -1 o 11 L1 =T USRI 11
305 B ettt ettt ettt ettt ettt e e et et e e et et e e et et s e e e et et st e e et et e e e et s e et et e st eeennaenas 12
3.5 REDOOT ... et h e e bttt e e b et e be e e ea bt e e b e e ettt e be e e eabeesabeeereeeanes 12
3.6 PRI IR coovevererrereresteresteteste e e st e e st et et et e st st ese s et e s et ese et ese st et e s et ess et ese b et e s ebe bt ese et ebe bt eas et ene et tesetens 12
3.6 ReStOre default SEHEINES....ciiiiiiiii ittt ettt s st e e e sae e e st e e s beesbaeesabeesabeesnbeeenens 12
3.7 QI R e eve oo ettt ettt ettt et b et ettt aeebe e be b et eteebe b e b easebeebeebe b eteebeebe b esteteebeebenbeteeresbebens 13
3.7 NetWork CoONFIGUIAtION .....ccccciiii i e e e st e e e st e e e s rte e e esnnaeeeesntaeeesneneeeansees 13
0T = T 14
T8 T I o 4 1= PSPPSR PR 14
3.0 R B B TR oottt b e bbbt et et ae et be bt e st eae b te s tens 17
3.9 Video encoding Capabilities .........ccouiiiiiiiii et e et e e e b e e e e a e e e enre e e e enres 17
RO ey TR T SRR TTTR 18
R I (O YA To [=To X =TaToloTe [T a¥-qolo] o} i1 (W] ] A [o] o TSRS 18
3 1L R R B T TR oottt b bbbt et ae et be bt e st eae b re b tens 20
3.11 Audio encoding CaAPADIlILIES .....veeiiereeeeiee e e e e et re e e e e e e aanees 20
3.1 R R I o v oo e oo ettt ettt ettt ettt et et ae bt bt et b eae b e te b be bt e it et ere et ebe et beasebene et teesetens 21
I WA\ UTe [TeR=YaTeleo [T aY=dele] ol il={U ] =1 o] TR SRR 21
3.13 0SD 23
3.130SD23
= TR 27
3L Mg e et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaeaaaaaeaeaaaes 27
I R 7 2 | TP TR TTRTRRR 28
3.15PTZ 28
N e 271 === OO R TRUSRPRRR 30
3.16 MOTioN DEtECE CONTIUIATION ...veiiiiiieieiiiee et ettt e e eeree e eetre e e e sbae e e eeabaeeeentbeeeesabaeeeeenbaeeeesreeesansees 30
3.17 JEHUEZFTUTRE (OEM) oottt ettt st se bttt e st s e s e b et e st e s sesensesessenens 32
3.17 Obtain EQUIPMENT IMOEI ... ..eeieeceie et s e e et e e st e e e e tte e s eatee e e e ntaeeesnsaneeennsees 32
318 o ettt ettt ettt ettt et et e s ebeae e b ete et ebe bt eae et ebe et ebe st teneeteteebetens 34
3.18 USEI MaN@BEmMEBNT ... e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaaaaaaaeaaaaaaeaaaaaaeaaaans 34



On

IPC HTTP CGI {5<ERIHE

airlive
310 HTUE B et b bbbt bR b be sttt rene b erenrerens 38
3.19 SNAPSNOT UPIOAM ...ttt ettt ettt et e s e e st e e e ba e s sate e sabeesbeeebbeesabeesabeesnbeeeaee 38
3. 20 B o TR ettt b bbb e b b tsebe e b e b et eteebeebe et eaeebeebeebe st eteebesbebens 40
3.20 Get the VIdEO fllE PatN.....vii ittt ee e e e e st e e eab e e e e e bbe e e esabaeeeseabaeeeesreseeensees 40
321 [EITHER cveveeireeireesteet ettt ettt ettt ettt a ettt bt bttt e a e b e R e b Re et et e bt eRe b ete st e e reneebetenaetens 44
3,20 UPBrade FirMWaIE ... .veeiieeeieeeiteeeite et e st e e tteestee e s beesteeebteesabeasabeesbeeebaeeseeesaseesabeeebaeesabeesabeesnseeenses 44
3.22 RTIMIP I ettt ettt ettt st n e e et s st e e et et n e e e et et s e e e et aneeeee s s e s eeenaneeeas 45
3.22 RTIMP CONFIGUIAION. ...eiiiiiiiieeiie ettt ettt ettt et et e st e st e e s sate e s abe e sabeeebaeesabeesabeesnbeeensns 45
3,23 B TETIIE oveveveeeeeeeeeeee e eeee e e eee e eee e e e s e e e e e e e ee s ee s eee e ee s e e et es et ee e en e en e en e eneeeean 47
3.23 ScheduleStorage CoNfIGUIAtiON .........ccccveiieiiieeeeeiiee ettt e eeree e et e e e sbee e e e eabaeeeeetbeeeseabaeeesenbeeeessresesensees 47
328 AT T BT I T oottt et ee et et e e e e see e eeeneeeaees 50
3.24 EVentStorage CoNfiGUIAtioN ......c.uiicieiiieiiiieeiie ettt ettt et e te e sttt e e sab e e st e e sbeeebbeesabeesabeesabeeennes 50
3.25 JEHUEZFEIREE (OEM) oottt ettt ettt et st b ettt et e st et eteebesbe b essebeebesbesseseetesbessenis 52
3.25 GEL UEVICE STATUS .vveeueiieiieeeiee ettt ettt ettt e ettt e e st e e e tee e saee e sbeesabeesabaesbeeesabeesnbeeenbaeesaseesnbeesnseeensns 52
3,26 S 10 TTEEBHIE v eve e et e e e e eee e e e et e e e s e ee et e s e e e et e et ee et e e et e et e e et e et e eeeeeeereeeeeeenaeraens 54
3.26 Trig8Er 1O @larm SWILCRN ....eei et s e e e st e e s at e e e s rae e e esntaeeeenntaeeesnneeeeeanenes 54
3.27 B R T B B R oottt ettt ae bt bbb ae bt aetens 55
3.27 WDR SWItCR SEEHINGS ...eetiiieiieeeie ettt sttt ettt e be e st e s bae s raeeesabeesnbeeebaeesaseesabeesnseeensns 55
3.2 R B B R B v eeveveereeresrereereeteste st et ete st et eseeteebe st et eseebeebe s b e st eteebeebesbessebeebe b e st eteebeebe b enseteebeebesbeteereebebens 56
3.28 noise reduction SWItCh SEHHINGS .......eiie e e e e e et ee e e s ree e e e sneees 56
3,20 A BB S B vttt en e en et ee e et en et ee e en e en et eneeeeeen 57
3.29 Encoding code stream SWitCh SELLING ......ccovuiiii i 57
3.30 AL DA R e L BB R e evv e ereeeest ettt ettt a et sttt sttt et s bt e bt e et ne b be s aetens 58
3.30 Infrared light and brightness SWItCh SEtTINGS .......cvveiiiiiiiiicee e e e 58
331 IRTETEEBHEE APl ettt bttt n e bt e st e e ren e b sensenens 59
IR Y=Y Vi Tl Yo T A VY ol o A = SR 59
3.32 ZEEIBFLIEITR APl et eee e e e et eeeeeeeeeeeeeeeee st eeeseeeeeeseeeeeeeees e et e eeeeeeeeeeeeeeeeeeeeeetaeeeene 61
3.32 Service Set PrivaCy ZONE APl ...ttt e s e e e e s s e e e e e e s bbb et e e e e e e nabraaeaeeeean 61
3.3 T S oo ettt ettt ettt ettt re bbbt et bete b b e b ebe bt eae et ebe bt easebene et teebetens 62
I T Yy o 1T o TRy ] VSRR 62
3.34 https BB I R 8 B e 63
3.34 https Certificate and private Key UPload..........cooouieeiiiiiei e e e e e e e e e e 63
I LR = = 0 1) TR 64
B35 USEIOSD ...ttt ettt ettt ettt ettt ettt ettt ettt ettt e be e bt e bt et e e be e bt e be e bt e beebe e beebeenreenee 64
Lo o A 1 USSR 66
3.36 L CONTION .ttt ettt ettt ettt et e bt et e e ate e teeabeeabeenbe e beenbeenbeenbeenbeeabeenbeenbennee 66
337 IRCUT FZEHI 1eveveeisteriteteestee ettt ettt ettt et s et et a et ese s e se b e b e st e st e s ese s ese s et ess et ese b ese st eseesenessesesesens 67
IR 7 21 2ol e T ¥ o ) SRR 67
3.38 URL SKIP TNE IOZIN ...uveeeeieee ettt ettt ettt et ee e e et ae e e et e e e e s baeeeeaabaeeeesbaeeesntaeeesentaeeessbeeesansees 68
3.38 URL R B B T I T ovvvvverererereesissetesesee st st e s et b et ae sttt et s s s et et e sese s s e b esesess s s ebesese s s esesesesnsnnane 68
3.39 SEt UID Valid tIME ..ttt ettt ettt e ae e et e e s bt e e be e e eae e e eabeeeabeeebbeesabeesabeesabeeennne 69
3.39 ZRTE UID TG HEIE creeeeererereeestst ettt ettt ettt et b ettt ettt bbb s s bt ne e e e 69
3.40 FHHMEEE 10 B ATEEE oottt bRttt et e e reae b tetetens 69
B 5 o o\ 101 d o 1T o [or= Y To T Y =1 o =SSR 70



IPC HTTP CGI {5<ERIHE

airlive
B AL ONVIT B T B e e eve oot e et e et et e et e et e et e eteeeaeeeteeeaeeeaeeaaeeeaeeeseeareeareeaaeeaaeeaaeeaaeeareearteareeartearteareeare e et eareeaneene 70
3.42 rtsp aULNENTiCatioN SEEINES. ..ccciviiiii ittt ettt e st e e bt e e sabe e s abe e sbeeeeee 72
R (Y Y= 3= TR 72
3.43 Get the position Status Of the FEIAY ....ccvvii it et e e e erae e e e enres 72
343 R R BRI B IIREE oottt bbbt e b ne bt et 72
3.44 Set the position state Of the FElaY..........oo i e 74
344 B B TR BRI EEIREE oo et et e et e e e st e e e et e e ee et es e et ee e en e et e en et eneneean 74
3.44 Set MANUAl SHULLEE SPEE......ii ittt ettt ettt sat e et e e s be e sbee e sabeesabeesabeeenees 76
B A G T I oottt b et bbbt ae et te et be bt ene et teeaetens 76
4, {fiFf] XMLHttpRequest ZHF WEB {GIRERAY CGl TR ittt st st 80
4. Using XMLHttpRequest to call CGl program Of WED SEIVET........cvvieeiiriee ettt et et eetree e e setre e e eebaeeeenns 80



On

IPCHTTP CGI TE’%E}E{%% ) )
oirlive

1. HTTP 55 R ER[E] FER VAR =

1. The format of the HTTP request and response

1) HTTP GET 552K » $EEE KBV N BHE FEAEHTTP URL Hf -
1) To request with HTTP GET, write the contents of the request in the HTTP URL.

2) MR EAHECESHAIEERIE - REERBIEENR MR 2 BWIESHAZ
WE BN 1BR B E 2 E -
40 HilE /cgi-bin/network?uid=XXXXXXXX
NENCE /cgi-bin/network?dhcp=08&uid=XXXXXXXX

2) If there is no configuration parameter behind the question mark, it is the query configuration
to return the current configuration information;If the configuration parameter behind the
guestion mark is set, the configuration parameter returned to take effect after the success is set.
For example

Query configuration /cgi-bin/network?uid=XXXXXXXX

Set the configuration  /cgi-bin/network?dhcp=08&uid=XXXXXXXX

3) 5F R MRAE [ RSl AR B AR R » A8 2Ry
<?xml version="1.0" encoding="UTF-8"?>

<fault>

<value>describe the value</value>

<reason>describe the reason</reason>

</fault>

3) The cause of the error returned in the response message when the request failed. Message
format for example

<?xml version="1.0" encoding="UTF-8"?>

<fault>

<value>describe the value</value>

<reason>describe the reason</reason>

</fault>

2.CGl /THEHFE

2. The interface list

FFiR | KAV URL I
No. The requested URL Description
1 /cgi-bin/getuid?username=xxxx&password=xxxx JEHY user id

Request user id

2 /cgi-bin/keep_alive?uid=XXXXXXXX LBk
Keep alive
3 /cgi-bin/getinfo?uid=XXXXXXXX &R

Version information
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4 /cgi-bin/getcapabilities?uid=XXXXXXXX LS
capabilities
5 /cgi-bin/reboot?uid=XXXXXXXX EHRL
reboot
6 /cgi-bin/factory_reset?uid=XXXXXXXX WAR R B
Restore default Settings
7 /cgi-bin/network?uid=XXXXXXXX HErsicE
network
8 /cgi-bin/time?uid=XXXXXXXX M
time
9 /cgi-bin/videoencoder/getcapabilities?uid=XXXXXXXX 1RABLRIERE 15
Video encoding
capabilities
10 /cgi-bin/videoencoder?uid=XXXXXXXX L ey
Video encoding
configuration
11 /cgi-bin/audioencoder/getcapabilities?uid=XXXXXXXX HEldmtae 15
Audio encoding
capabilities
12 /cgi-bin/audioencoder?uid=XXXXXXXX HaldRiSHCE
Audio encoding
configuration
13 /cgi-bin/osd?uid=XXXXXXXX 0osD
14 /cgi-bin/image?uid=XXXXXXXX [ {5
image
15 /cgi-bin/ptz_ctrl?stop=1&uid=XXXXXXXX EEPEH
PTZ
16 | /cgi-bin/motion?uid=XXXXXXXX FEEN M
Motion
17 | /cgi-bin/getmodel?uid=XXXXXXXX TERGL 55
Model
18 /cgi-bin/user_management?uid=XXXXXX FFEH
User Management
19 /cgi-bin/snapshot.cgi?uid=XXXXXXX P& {2
snapshot upload
20 POST /cgi-bin/OnvifFirmwareUpgrade HTTP/1.1 [ -4k
Upgrade Firmware
21
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3. THEERA

3. Interface specification

B G /cgi-bin/getuid S HIJEHL user id » HAW S EIEDFE ZLh#EE user id - User id 60
FORBRS » R T E AR user id o HRAIIEEK cgi MM R EH T EEIFERRT > 40

W

RERZHBERKMENAL userid RERY > 1] LA H/cgi-bin/keep_alive M HFREF LB ©

First you need to get the user id using the /cgi-bin/getuid interface. The other interfaces
need to authenticate the user id. User id timeout for 60 seconds, user id needs to be requested
again after expiration. After each successful request cgi interface to recalculate the timeout, if

there is no request for a long time and hope user id does not expire, you can use the

/cgi-bin/keep_alive interface to keep the heartbeat.

3.1 JEHY userid

3.1 Get user id

/cgi-bin/getuid?username=xxxx&password=xxxx

On

oirlive

SR SRE et
Parameter name Parameter value Description
username EAEIEITA IPC FHF%
Letters and Numbers IPC username
password EAS LA IPC Z1l5
Letters and Numbers IPC password
Ol R SL
Response message
ARRRES & it
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> SEORARTH o uid B XXXXXXXX
<Uid>XXXXXXXX</uid> The request was successful, uid is
XXXXXXXX
400 <?xml version="1.0" encoding="UTF-8"?> FERU SRR
<fault> Failed to get parameters
<value>/cgi-bin/getuid</value>
<reason>error, parse parameters</reason>
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> TERH PR
<fault> Failed to get username
<value>/cgi-bin/getuid</value>
<reason>error, parse username</reason>
</fault>
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400 <?xml version="1.0" encoding="UTF-8"?> TEHV RS LR
<fault> Failed to get password
<value>/cgi-bin/getuid</value>
<reason>error, parse password</reason>
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> A
<fault> Wrong password
<value>/cgi-bin/getuid</value>
<reason>password error</reason>
</fault>

3.2 [k

3.2 Keep alive

/cgi-bin/keep_alive?uid=XXXXXXXX

S

Parameter name

SHE

Parameter value

fant

Description

uid

interface.

EEEHIEA id %8/ cgi-bin/getuid 7 MEISEIHY id
User id for the session. The id passed through the /cgi-bin/getuid

[l FEAY R ST

Response message

ARRRES & it
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> SHOKEN
<keep_alive>true</keep_alive> The request was successful
400 <?xml version="1.0" encoding="UTF-8"?> JERU SRR
<fault> (HEEEREAEH A el s
<value>/cgi-bin/keep_alive</value> SKHSENSt v REHIR - SO iE
<reason>error, parse parameters</reason> ERERE)
</fault>
Failed to get parameters
(This response message may also
appear in the request of other CGI
interface error, the following will
not be repeated explanation)
400 <?xml version="1.0" encoding="UTF-8"?> YEHY uid 2Rk

<fault>

(BtEEREEHEAL Cal 7 HiEh
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<value>/cgi-bin/keep_alive</value>
<reason>error, parse uid</reason>

</fault>

SRHSERAIATRELER - NSO EE
1A

Failed to get uid

(This response message may also
appear in the request of other CGI
interface error, the following will

not be repeated explanation)

400 <?xml version="1.0" encoding="UTF-8"?>
<fault>
<value>/cgi-bin/keep_alive</value>
<reason>uid error</reason>

</fault>

uid FHEREE AL R
(IEEEREAEHA Gl A
SREFERH T RE R IO BEE
1R

uid error or invalid timeout

(This response message may also
appear in the request of other CGl
interface error, the following will

not be repeated explanation)

3.3 MEHERHEER

3.3 Version information

/cgi-bin/getinfo?
/cgi-bin/getinfo?uid=XXXXXXXX

stHH ¢ getinfo )2 AT A P AAEE HHEREEHYERE - AT LA, OEM AYEEHAT MAC firik: -

WERANERPEE 2 1% - A DUERGELFHIFT AR ER

Note: When getinfo is not added with user name or password authentication, it can output OEM

information and MAC address. If authentication is added, all information of the device can be

obtained.
SR SBE it
Parameter name Parameter value Description
uid GeaIE A id o 1# 4/ cgi-bin/getuid FMEI{SERY id

interface.

User id for the session. The id passed through the /cgi-bin/getuid

I NE: 8%

Response message

ARG W&

Status Content

code

fat

Description

10
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200

<?xml version="1.0" encoding="UTF-8"?>

<info oem="MCL12" mac_address="00:4F:5C:00:01:00"/>

KT - SEIVER ¢
D kTSR
mac_address : MAC 3 ik

oem

The request was successful. The
value of the parameter is:
oem: device model

mac_address: MAC physical address

200

<?xml version="1.0" encoding="UTF-8"?>

<info kernel="Linux 3.18.30 #15 PREEMPT Fri Mar 30
15:27:46  CST 2018 filesystem="MCL12"
sn="EFO000000029069F" oem="MCL12"

armv7l"

mac_address="00:4F:5C:00:01:00"/>

FORET - 2BHIERE
kernel © PIRZRZA
filesystem : FEZE 24 hiA
sn © AR

The request was successful. The
value of the parameter is:

kernel: Kernel version

filesystem: File system version

sn: Product serial number

3.4 fESIER

3.4 Get capabilities

/cgi-bin/getcapabilities?uid=XXXXXXXX

S

Parameter name

SHE

Parameter value

faAt

Description

uid GeaIE A id o 184/ cgi-bin/getuid FMEI{SEIRY id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

[EFERN R S

Response message

ARRRES & I

Status Content Description

code
200 <?xml version="1.0" encoding="UTF-8"?> SRS o SHEVE 1378 > O~ SZHf -

<capabilities video="1" audio="1" ptz="0"/>

video : BEEIRH
audio : B RN
ptz 1 BETIRE LT

The request was successful. The value of parameter 1

is supported, 0 is not supported.

11
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video: Whether to support video

audio: Whether to support audio

ptz: Whether to support PTZ

3.5 ERL
3.5 Reboot

/cgi-bin/reboot?uid=XXXXXXXX

BB SRH it

Parameter name Parameter value Description

uid GaEHIERE id - i/ cgi-bin/getuid FMAEISEIHY id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

[ FEEF L

Response message

ARRERS W& it

Status Content Description

code
200 <?xml version="1.0" encoding="UTF-8"?> S oK R TH
<reboot>true</reboot> The request was successful.

3.6 RIEHMEE

3.6 Restore default Settings

/cgi-bin/factory_reset?uid=XXXXXXXX
/cgi-bin/factory_reset?retain_network=1&uid=XXXXXXXX

BB S8E fEt
Parameter name Parameter value Description
uid GahHIERE id - i/ cgi-bin/getuid FMHEITSEIHY id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
retain_network ¥ 1 1 FORBAE RS TR B SRR -
Number 1 1: Represents that restoring the factory will retain the network

configuration of the device.

I NE: 8%

Response message

12
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ARRERS & et
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R
<factory_reset>true</factory_reset> The request was successful.
400 <?xml version="1.0" encoding="UTF-8"?> TER S EL
<fault> retain_network 8 GEE 1 > 2HERAISE
<value>/cgi-bin/factory_reset</value> HEE o
<reason>retain_network 0 or 1</reason>
</fault> The retain network parameter can only be 1.
The rest of the parameters are wrong.
400 <?xml version="1.0" encoding="UTF-8"?> FER S8

<fault>
<value>/cgi-bin/factory_reset</value>

<reason>retain_network: NULL</reason>

retain_network S8R ZE R - FIREEER

</fault>

When the retain_network parameter is empty,
an error is reported.

3.7 {ERsECE

3.7 Network Configuration

/cgi-bin/network?uid=XXXXXXXX
/cgi-bin/network?dhcp=08&uid=XXXXXXXX

/cgi-bin/network?ipaddr=192.168.4.65&netmask=255.255.255.0&gateway=192.168.4.1&uid=XX

XXXXXX

/cgi-bin/network?dns1=114.114.114.114&dns2=8.8.8.8&uid=XXXXXXXX

/cgi-bin/network?port=80&uid=XXXXXXXX

SETH S8E it
Parameter name Parameter value Description
uid GaHIERE id - i/ cgi-bin/getuid FMHEISEINY id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
dhcp 5ETE ( Option ): 1 B DHCP » 0 25 DHCP
1 1 Enable DHCP, 0 Disable DHCP
0
ipaddr IP Hirdk
IP address
netmask TS
Subnet mask
gateway FEE b4
Gateway address
dnsl B4 DNS
Preferred DNS
dns2 {#F] DNS

13



IPC HTTP CGI {5<ERIHE

On

oirlive

Standby DNS

port

I8

Server port

Br 80 B¢ 1000
65535
Numbers 80 or from

1000 to 65535

[l FEERY RS

Response message

Status
code

A
Content

fat

Description

200

<network

ipaddr="192.168.0.10"
gateway="192.168.0.1"
dns2="8.8.8.8" port="80"/>

<?xml version="1.0" encoding="UTF-8"?>

macaddr="XX-XX-XX-XX-XX-XX"

dhcp="0"

netmask="255.255.255.0"
dns1="114.114.114.114"

KAL) - SBEIER
macaddr : MAC Hfik

dhcp : 1B DHCP » 025 DHCP
ipaddr : IP ik

netmask : T-AEELIEE

gateway . [FEEHIHE

dnsl : &2 DNS

dns2 : {5 DNS

port : i

The request was successful. The
value of the parameter is:

macaddr: MAC address

dhcp: 1 Enable DHCP, 0 Disable DHCP
ipaddr: IP address

netmask: Subnet mask

gateway: Gateway address

dnsl: Preferred DNS

dns2: Standby DNS

port: Server port

400

<fault>

</fault>

<?xml version="1.0" encoding="UTF-8"?>

<value>/cgi-bin/network</value>

<reason>dhcp: 0 or 1</reason>

28 dhep $H535
(Eftr2Besise~ail > ~E
)

Parameter dhcp error
(Other parameters similar to the
do not

wrong tips repeat the

explanation)

3.8 B¥RE
3.8 Time

14
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/cgi-bin/time?uid=XXXXXXXX

/cgi-bin/time?timezone=GMT+08:00&uid=XXXXXXXX
/cgi-bin/time?update_method=MANUAL&year=2017&month=11&day=30&hour=8&min=0&sec=
0&uid=XXXXXXXX
/cgi-bin/time?update_method=ntp&ntpaddr=pool.ntp.org&port=123&uid=XXXXXXXX
cgi-bin/time?update_method=ntp&ntpaddr=pool.ntp.org&port=123&update_period=60&uid=XX
XXXXXX

On

oirlive

SEE S8E fiaat

Parameter name Parameter value Description

uid G id o 88/ cgi-bin/getuid FMHEIFFERY id
User id for the session. The id passed through the /cgi-bin/getuid

interface.

timezone #EEIE( Option ): iEART

GMT+00:00 Time zone
GMT+01:00
GMT+02:00
GMT+03:00
GMT+03:30
GMT+04:00
GMT+04:30
GMT+05:00
GMT+05:30
GMT+05:45
GMT+06:00
GMT+06:30
GMT+07:00
GMT+08:00
GMT+09:00
GMT+09:30
GMT+10:00
GMT+11:00
GMT+12:00
GMT+13:00
GMT-01:00
GMT-02:00
GMT-03:00
GMT-03:30
GMT-04:00
GMT-04:30
GMT-05:00
GMT-06:00
GMT-07:00

15
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GMT-08:00
GMT-09:00
GMT-10:00
GMT-11:00
GMT-12:00
update_method HETE ( Option ): T

MANUAL Update method
NTP
P2pP
year e i
Numbers year
month e A
Numbers month
day B H
Numbers day
hour BF /INEF
Numbers hour
min BF ar:
Numbers minute
sec B FhgE
Numbers Seconds
ntpaddr NTP falfigsittt
NTP server address
port B 80 B 1000 2 | NTP fAlfREsIE

65535
Numbers 80 or from

1000 to 65535

NTP server port

update_period

B 60 ZE 999999

Numbers from 60 to

999999

ntp [EI25 TP - RS DARD Ry BEAL

ntp synchronization interval, interval time is in seconds

[ FERY#HR S

Response message

ARREHS & it
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> SRR - 28I ER ¢

<time

timezone="GMT+08:00"
ntpaddr="pool.ntp.org"
current_time="2017-11-30 08:00:00"/>

timezone : H¥1&
update_method : F T
ntpaddr @ NTP {g]fl g8 HHE
port : NTP falflgsi

current_time : & HiIFE]

update_method="ntp"
port="123"

16
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The request was successful. The
value of the parameter is:
timezone: Time zone
update_method: Update method
ntpaddr: NTP server address

port: NTP server port

current_time: Current time

400

<?xml version="1.0" encoding="UTF-8"?>
<fault>

<value>/cgi-bin/time</value>
<reason>timezone error</reason>

</fault>

S8 timezone R
(HfrSErsssitrE U o N E
TRIERE)

Parameter timezone error

(Other parameters similar to the

wrong tips do not repeat the
explanation)

3.9 1HIRRERAE ISR

3.9 Video encoding capabilities

/cgi-bin/videoencoder/getcapabilities?uid=XXXXXXXX

SR SBE it
Parameter name Parameter value Description
uid G id - EiE/cgi-bin/getuid M EIFEIRY id

interface.

User id for the session. The id passed through the /cgi-bin/getuid

[l FEAY#R ST

Response message

ARRRES NE it
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> SRR - 2BIIER ¢

<video_capabilities>
<stream1>
<encode_mode name="H264">
<resolution name="2592X1944">
<framerate_range>1-15</framerate_range>
<bitrate_range>500-8000</bitrate_range>
</resolution>
<resolution name="1080P">
<framerate_range>1-30</framerate_range>

<bitrate_range>500-6000</bitrate_range>

streaml @ FHER

stream?2 : THER
encode_mode : 4RIERES
resolution * AT
framerate_range : EREi[E
bitrate_range : HEZHi[E

The request was successful. The
value of the parameter is:

stream1: Main stream
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</resolution>
</encode_mode>
<encode_mode name="H265">
<resolution name="2592X1944">
<framerate_range>1-15</framerate_range>
<bitrate_range>500-6000</bitrate_range>
</resolution>
<resolution name="1080P">
<framerate_range>1-30</framerate_range>
<bitrate_range>500-4000</bitrate_range>
</resolution>
</encode_mode>
</stream1>
<stream2>
<encode_mode name="H264">
<resolution name="VGA">
<framerate_range>1-30</framerate_range>
<bitrate_range>50-2000</bitrate_range>
</resolution>
<resolution name="480X360">
<framerate_range>1-30</framerate_range>
<bitrate_range>50-2000</bitrate_range>
</resolution>
</encode_mode>
<encode_mode name="H265">
<resolution name="VGA">
<framerate_range>1-30</framerate_range>
<bitrate_range>50-2000</bitrate_range>
</resolution>
<resolution name="480X360">
<framerate_range>1-30</framerate_range>
<bitrate_range>50-2000</bitrate_range>
</resolution>
</encode_mode>
</stream2>

</video_capabilities>

stream2: Sub stream
encode_mode: Encode mode
resolution: Resolution
framerate_range: Framerate range

bitrate_range: Bitrate range

3.10 FURGRISEICE

3.10 Video encoding configuration

/cgi-bin/videoencoder?uid=XXXXXXXX

/cgi-bin/videoencoder/stream1?encode_mode=H265&resolution=1080P&framerate=25&govlen
gth=100&bitrate=2500&bitrate_control=CBR&uid=XXXXXXXX

18
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/cgi-bin/videoencoder/stream2?encode_mode=H265&resolution=480X360&framerate=25&gov!
ength=100&bitrate=200&bitrate_control=CBR&uid=XXXXXXXX
/cgi-bin/videoencoder/stream3?encode_mode=H265&resolution=CIF&framerate=10&govlength
=40&bitrate=100&bitrate_control=CBR&uid=XXXXXXXX

On

oirlive

BB SRH et

Parameter name Parameter value Description

uid GabHIERE id - i/ cgi-bin/getuid FMHEITSEIHY id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

encode_mode YEhERES > 3878/ cgi-bin/videoencoder/getcapabilities 7 MEI 152
HEEH
Encode_mode. Options available through the

/cgi-bin/videoencoder/getcapabilities interface

resolution AT FE > 3@ /cgi-bin/videoencoder/getcapabilities 7 H1S-EHY
HEIE
Resolution. Options available through the

/cgi-bin/videoencoder/getcapabilities interface

framerate &% > imiE/cgi-bin/videoencoder/getcapabilities 7 15 F [y 75
H
Framerate. Options available through the

/cgi-bin/videoencoder/getcapabilities interface

govlength W= (51
Gov length

bitrate HES® > if3#/cgi-bin/videoencoder/getcapabilities /|- H&i{5- 21358
H
Bitrate. Options available through the

/cgi-bin/videoencoder/getcapabilities interface

bitrate_control SETH( Option ): TR eI A
CBR Bitrate control type
VBR
AdvanceEncodeC | #EZH(Option ): BRARISECE
onfig/profile 0~1 Video Encode Profile
0:default

1:baseprofile

[ FEAY R ST

Response message

ARRRES & fat
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R o SEIEE ¢
<videoencoder> stream1 : FHER
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<stream1l encode_mode="H265"

framerate="25" govlength="100" b
bitrate_control="CBR"/>

<stream2 encode_mode="H265"
framerate="25" govlength="100"
bitrate_control="CBR"/>

</videoencoder>

resolution="1080P"

itrate="2500"

resolution="480X360"

bitrate="200"

stream?2 @ FHER
encode_mode : 4RIBHE
resolution * AT
framerate_range : EREi[&
govlength : | TERHFE
bitrate_range : TEZFIE

bitrate_control : HEZRAZEHIRER]

The request was successful. The
value of the parameter is:

streaml: Main stream

stream2: Sub stream

encode_mode: Encode mode
resolution: Resolution
framerate_range: Framerate range
govlength: Gov length

bitrate_range: Bitrate range

bitrate_control: Bitrate control type

400 <?xml version="1.0" encoding="UTF-8"?>
<fault>
<value>/cgi-bin/videoencoder/stream1</value>
<reason>encode_mode error</reason>

</fault>

287 encode_mode $EiR
(HftrSEnusERig~EL > A&
R fERE)

Parameter encode_mode error
(Other parameters similar to the
do not

wrong tips repeat the

explanation)

3.11 HEeRIRAE 1%

3.11 Audio encoding capabilities

/cgi-bin/audioencoder/getcapabilities 2uid=XXXXXXXX

S

Parameter name

SHE

Parameter value

faAt

Description

uid

FEhVEE id > 348/ cgi-bin/getuid FPEISENY id
User id for the session. The id passed through the /cgi-bin/getuid

interface.

[ FEAY R ST

Response message

Status

A&
Content

fat

Description
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code
200 <?xml version="1.0" encoding="UTF-8"?> KRR - SEIIEE ¢
<audio_capabilities> encode_type © 4RiEHEAY
<encode_type name="G.711"> samplerate : HUfEER
<samplerate hame="8000"> bitrate : fi7 JLHEEER
<bitrate>64000</bitrate>
</samplerate> The request was successful. The
</encode_type> value of the parameter is:
<encode_type name="G.711A"> encode_type: Encode type
<samplerate name="8000"> samplerate: Samplerate
<bitrate>64000</bitrate> bitrate: Bitrate

</samplerate>
</encode_type>
<encode_type name="AAC">
<samplerate name="16000">
<bitrate>16000</bitrate>
</samplerate>
</encode_type>

</audio_capabilities>

3.12 F4RiBICE

3.12 Audio encoding configuration

/cgi-bin/audioencoder?uid=XXXXXXXX

/cgi-bin/audioencoder?enable=0&uid=XXXXXXXX
/cgi-bin/audioencoder?enable=1&uid=XXXXXXXX
/cgi-bin/audioencoder?enable=1&encode_type=G.711&samplerate=8000& bitrate=640008&uid=X
XXXXXXX
/cgi-bin/audioencoder?input_volume=60&output_volume=80&amplify=1&uid=XXXXXXXX

SETH S8E it
Parameter name Parameter value Description
uid GEEHIERE id - i/ cgi-bin/getuid FMHEISEINY id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
enable ETE( Option ): 1 B > 0 S
1 1 Enable audio, 0 Disable audio
0
encode_type YmhEAERY > 3§/ cgi-bin/audioencoder/getcapabilities 1M EI 5%
Hro3IE
Encode type. Options available through the
/cgi-bin/audioencoder/getcapabilities interface
samplerate HUEER » 3%/ cgi-bin/audioencoder/getcapabilities 11 EIEF]

£y
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Samplerate. Options available through the
/cgi-bin/audioencoder/getcapabilities interface
bitrate fir7e#ER > iF 8/ cgi-bin/audioencoder/getcapabilities 1 & 55
HYEEH
Bitrate. Options available through the

/cgi-bin/audioencoder/getcapabilities interface

input_volume ¥ 1% 100 AS =
Numbers from 1 to | Inputvolume
100

output_volume ¥ 1% 100 S =
Numbers from 1 to | Outputvolume

100

amplify

¥ETH( Option ):
1

0

1 BUHEERTIEL - 0 ZERIEERTIAL

1 Enable audio amplifier, 0 Disable audio amplifier
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[E]ERY L
Response message
ARREES & i
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> KR - 28I ER ¢
<audioencoder enable="1" encode_type="G.711" | enable : B{fHEkZE %3
samplerate="8000" bitrate="64000" input_volume="60" | encode_type : 4RHEIERY
output_volume="80" amplify="1"/> samplerate @ EUEEZEER
bitrate : fir TR
input_volume : fiff A Z &
output_volume : B & &
amplify * B FHECEE RIS SR
The request was successful. The
value of the parameter is:
enable: Enable or disable audio
encode_type: Encode type
samplerate: Samplerate
bitrate: Bitrate
input_volume: Input volume
output_volume: Output volume
amplify: Enable or disable audio
amplifier
400 <?xml version="1.0" encoding="UTF-8"?> 24 enable §E:5%
<fault> (HAtr 2E g ~Eel - A=
<value>/cgi-bin/audioencoder</value> g )
<reason>enable: 0 or 1</reason>
</fault> Parameter enable error
(Other parameters similar to the
wrong tips do not repeat the
explanation)
3.13 OSD
3.13 0SD

/cgi-bin/osd?uid=XXXXXXXX
/cgi-bin/osd?enable=0&uid=XXXXXXXX
/cgi-bin/osd?enable=1&uid=XXXXXXXX
/cgi-bin/osd?title_utf8=XXXXXXXX&uid=XXXXXXXX
/cgi-bin/osd?enable=1&color=1&fontsize=1&title_pos_type=1&title_pos x=1&title_pos_y=08&sh
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ow_res_bit=0&time_pos_type=1&time_pos_x=1&time_pos_y=0&show_week=1&time_format=y
yyy-mm-dd_hh:mm:ss&title_utf8=XXXXXXXX&uid=XXXXXXXX

On

oirlive

2EH SHE firat
Parameter name Parameter value Description
uid G id o 88/ cgi-bin/getuid FMHEIFFERY id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
enable #5£TE( Option ): 1 FjF 0SD » 0 Z£H] 0SD
0 1 Enable OSD, 0 Disable OSD
1
color #EIH( Option ): OSD Bfith » 0 M FHER R > 1 HEFREFR 2 B
0 HAEERE R > 3 OFRIEERT R
1 OSD color. 0 Black text on white background, 1 White text on
2 black background, 2 Black text white border on transparent
3 background, 3 White text black border on transparent
background
fontsize FETE( Option ): FHERF 0 /N1 s 2 K
0 Font size. 0 Small, 1 Medium, 2 Large
1
2
title_pos_type #EIH( Option ): FEEI B > 0 Jiim » 1 AR
0 Title position type. 0 Direction, 1 Coordinate
1
title_pos_x it FERE x il fir B c  title_pos_type=0 IHEU{H 0 & 2 »
Numbers title_pos_type=1 HFHY{H 0 & 100
Title x-axis position. Values 0 to 2 for title_pos_type =0and 0
to 100 for title_pos_type =1
title_pos_y LG T y BhfzE - title_pos_type=0 HGHUfH 0 % 2 >
Numbers title_pos_type=1 HFHY{H 0 & 100
Title y-axis position. Values 0 to 2 for title_pos_type =0 and 0
to 100 for title_pos_type =1
show_res_bit #EIH( Option ): 0 NEURARATREAIRGR » 1 BRI A BRI > 2 BUR
0 HERARRURAEITE - 3 BURBAT RIS
1 0 does not display resolution and code rate, 1 display
2 resolution does not display code rate, 2 display code rate does
3 not display resolution, 3 display resolution and code rate.
time_pos_type 75 ( Option ): HEFEAr EERY > 0 A > 1 JEAE
0 Time position type. 0 Direction, 1 Coordinate
1
time_pos_x ¥ P x $HfLE > time_pos_type=0 FfHUE 0 = 2>
Numbers time_pos_type=1 B¥E{{H 0 & 100
Time x-axis position. Values 0 to 2 for time_pos_type =0 and 0
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to 100 for time_pos_type =1

time_pos_y e BEfE y dlifiz & > time_pos_type=0 BGHU{H 0 & 2
Numbers time_pos_type=1 B¥E{{E 0 & 100
Time y-axis position. Values 0 to 2 for time_pos_type =0and 0
to 100 for time_pos_type =1
show_week #5ETH( Option ): 1 BERERE » 0 REURER
0 1 shows the week, 0 does not show the week
1
time_format #5EIE( Option ): HEEAR =
yyyy-mm-dd_hh:mm:ss | Hii® CGI URL REEEBZERETFIT 7 » FTLMER B S BTN
yyyy/mm/dd_hh:mm:ss | FESZCAYZEASHARG T B4R - 1 Bl eSS Y R B RIS
yy-mm-dd_hh:mm:ss FFS AV ZERE FTT -
yy/mm/dd_hh:mm:ss FEAIER B 280 yyyy-mm-dd_hh:mm:ss
hh:mm:ss_dd/mm/yyyy | [BfEZREEHSCF yyyy-mm-dd hh:mm:ss
hh:mm:ss_dd-mm-yyyy
hh:mm:ss_mm/dd/yyyy | Time format
hh:mm:ss_mm-dd-yyyy | Because the CGI URL can not contain the space character ' ',
mm/dd/yyyy_hh:mm:ss | the time format space is replaced by the underscore ' ' when
mm-dd-yyyy_hh:mm:ss | setting the parameters, and the space characters in the time
format reserved in the response message's message.
For example, when setting parameters: yyyy-mm-dd_hh: mm:
ss
Response message parameters: yyyy-mm-dd hh: mm: ss
title_utf8 A

28 HTTP URL HOUAREE > 2R title_utf8 HY(EATEFEE
B AN R - AIRE S B TR R IR R utf8
GRS o
Biran:
ipcamera

title_utf8=ipcamera
(iS55

title_utf8=%E4%BD%A0%ES5%A5%BD
{R4F ipcamera

title_utf8=%E4%BD%A0%E5%A5%BDipcamera

Title content

The title_utf8 parameter specification: according to the
HTTP URL specification, if the value of title_utf8 is both
alphanumeric and the number does not need to be converted,
if it contains other characters, it needs to be converted to a
utf8 encoded string.
For example:

ipcamera

title_utf8=ipcamera
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{GisS3

{R&F ipcamera

title_utf8=%E4%BD%A0%E5%A5%BD

title_utf8=%E4%BD%A0%ES5%A5%BDipcamera

Bl FERER L

Response message

ARREHS W& et
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> SHoKERTh - SEIER ¢

<osd enable="1" color="1" fontsize="1" title_pos_type="1"

title_pos_x="1" title_pos_y="0" show_res_bit="0"

time_pos_type="1" time_pos_x="1" time_pos_y="0"

show_week="1" hh:mm:ss'

title_utf8="XXXXXXXX"/>

time_format="yyyy-mm-dd

enable : BYFHEEERA OSD
color : Bt

fontsize : FHGR T
title_pos_type * fRE L EFA
title_pos_x : FHRE x Hf{lrE
title_pos_y : 1ERE vy i &

show_res_bit : 2R EENERNTE I

2

time_pos_type * HHRS{ir BAEAY
time_pos_x : BFfE] x @ilifir &
time_pos_y : B5R v #lifirE
show_week : B AR EHT
time_format : BFEIFR
title_utf8 : fERHNZS

The request was successful. The
value of the parameter is: enable :
Enable or disable OSD color : Color
fontsize : Font size title_pos_type :
Title position type title_pos_x : Title
x-axis position title_pos_y : Title y-
axis position show_res_bit : Whether
to display the resolution and bit rate
time_pos_type - Time position type
time_pos_x - Time x-axis position
time_pos_y : Time y-axis position
show_week : Whether to show the
week

time_format : Time format

title_utf8 : Title content
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400 <?xml version="1.0" encoding="UTF-8"?> 28 enable §E5R

<fault>

</fault>

<value>/cgi-bin/osd</value>

<reason>enable: 0 or 1</reason>

(Eftr2BevsEsie~Eanl > A=
AR

Parameter enable error
(Other parameters similar to the

wrong tips do not repeat the

explanation)

3.14 [Ef
3.14 Image

/cgi-bin/image?uid=XXXXXXXX
/cgi-bin/image?brightness=1288&contrast=128&saturation=128&sharpness=128&uid=XXXXXXXX
/cgi-bin/image?brightness=1288&contrast=1288&saturation=128&sharpness=128&hlc=1288&blc=12
8&nr2d=128&nr3d=128&tvsystem=60&antificker=1&uid=XXXXXXX

SR SRE et
Parameter name Parameter value Description
uid IR id o 88/ cgi-bin/getuid FMEIFFERY id

User id for the session. The id passed through the /cgi-bin/getuid
interface.
brightness ¥ 0% 255 =
Numbers from to | Brightness
255
contrast B 0% 255 HELE
Numbers from to | Contrast
255
saturation ¥ 0E 255 BEAIE
Numbers from to | Saturation
255
sharpness #7 0% 255 SRR
Numbers from to | Sharpness
255
hic ¥ 0% 255 SESEHIEH
Numbers from to | Highlight Compensation
255
blc B 0F 255 B
Numbers from to | Back Light Control
255
nr2d B 0 & 255 2D [
Numbers from to | 2D noise reduction
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255
nr3d ¥ 0%F 255 3D [
Numbers from 0 to | 3D noise reduction
255
tvsystem B 50 5¢ 60 XY
Numbers 50 or 60 system mode
antificker 20 51 Eaeaeial
Numbers 0 or 1 forced antificker
[BIFERYH S
Response message
ARRRES NE it
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> SRR - 2BIIER ¢
<image brightness="128" contrast="128" saturation="128" | brightness : ==&
sharpness="128"/> contrast : ¥JEEE
saturation : Bff1E
sharpness : $7/&
The request was successful. The
value of the parameter is:
brightness : Brightness contrast :
Contrast saturation - Saturation
sharpness : Sharpness
400 <?xml version="1.0" encoding="UTF-8"?> 24 brightness $3R
<fault> (HAtr 2B g Eel - A&
<value>/cgi-bin/image</value> 1R )
<reason>brightness range: 0-255</reason>
</fault> Parameter brightness error
(Other parameters similar to the
wrong tips do not repeat the
explanation)

3.15 PTZ #254H]

3.15PTZ

{1k (stop)
/cgi-bin/ptz_ctrl?stop=1&uid=XXXXXXXX

72 (left)

/cgi-bin/ptz_ctrl?move_x=-1&move_y=0&speed=5&uid=XXXXXXXX
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A (rifht)

/cgi-bin/ptz_ctrl?move_x=1&move_y=08&speed=5&uid=XXXXXXXX

b (up)

/cgi-bin/ptz_ctrl?move_x=0&move_y=1&speed=5&uid=XXXXXXXX

T (down)

/cgi-bin/ptz_ctrl?move_x=0&move_y=-1&speed=5&uid=XXXXXXXX

£ E (upper left)

/cgi-bin/ptz_ctrl?move_x=-1&move_y=18&speed=5&uid=XXXXXXXX

T (lower left)

/cgi-bin/ptz_ctrl?move_x=-1&move_y=-1&speed=5&uid=XXXXXXXX

#_E (upper right)

/cgi-bin/ptz_ctrl?move_x=1&move_y=1&speed=5&uid=XXXXXXXX

AT (lower right)

/cgi-bin/ptz_ctrl?move_x=1&move_y=-1&speed=5&uid=XXXXXXXX

HLK (zoom narrow)
/cgi-bin/ptz_ctrl?zoom=1&uid=XXXXXXXX
%E/)N (zoom wide)
/cgi-bin/ptz_ctrl?zoom=-1&uid=XXXXXXXX
¥TEE (focus near)
/cgi-bin/ptz_ctrl?focus=1&uid=XXXXXXXX
#BEE (focus far)
/cgi-bin/ptz_ctrl?focus=-1&uid=XXXXXXXX
FEREEEK (iris open)
/cgi-bin/ptz_ctrl?iris=1&uid=XXXXXXXX
SEREEE/IN (iris close)
/cgi-bin/ptz_ctrl?iris=-1&uid=XXXXXXXX
FHTHERS (call preset)
/cgi-bin/ptz_ctrl?call_preset=1&uid=XXXXXXXX
ININTHERL (add preset)
/cgi-bin/ptz_ctrl?add_preset=1&uid=XXXXXXXX
THEETEEEL (delete preset)

W

/cgi-bin/ptz_ctrl?delete_preset=1&uid=XXXXXXXX

On
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BB S8E
Parameter name Parameter value
uid GESIIERE id - i/ cgi-bin/getuid FMEISEINY id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
speed ¥ 1% 10 R

Numbers from 1to 10 | Speed

above

HAS B FIER > 1508 ESCHIEREY URL R

Other parameters are not listed, according to the URL listed
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Response message
ARREES & Rt
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> SRR -

<ptz_ctrl>true</ptz_ctrl>

The request was successful.

400 <?xml version="1.0" encoding="UTF-8"?>
<fault>

<value>/cgi-bin/ptz_ctrl</value>
<reason>move_x range: -1,0,1</reason>

</fault>

28 move_x §EiR
(HEftrh 28t ngEl > &
1EfERE)

Parameter move_x error
(Other parameters similar to the
wrong tips do not repeat the

explanation)

3.16 HEHAECE

3.16 Motion Detect configuration
/cgi-bin/motion?uid=XXXXXXXX

/cgi-bin/ motion?enable=0&uid=XXXXXXXX
/cgi-bin/ motion?enable=1&uid=XXXXXXXX

/cgi-bin/ motion?enable=1& blockcount=22x18&areavalue=XXXXXXXX &uid=XXXXXXXX
/cgi-bin/motion?enable=1&sensitivity=80&alarmthreshold=20&enable_nighttime=1&night_sensi
tivity=80&night_alarmthreshold=20&blockcount=22x18&areavalue=XXXXXXXX&uid=XXXXXXXX

SRR SHE iR
Parameter name Parameter value Description
uid S=EIFF id, Jlid/cgi-bin/getuid M55 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
enable 115 (Option) BT AE RE
1 1 JREh st o RFAIREEh T
0
Motion detection enable
1 Start motion detection 0 Turn off motion
detection.
sensitivity ¥ 12 100 REE
sensitivity
alarmthreshold e+ 1 % 100 BT IRE
alarm threshold.
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enable_nighttime #5ETE (Option) EEES (=
1 1 B A%ESE 0 fFHEHSE
0 RIS EEE:

night_sensitivity, night_alarmthreshold.

Night parameter enable

1 Enable nighttime parameters 0 Disable nighttime
parameters.

Night parameters include:

night_sensitivity, night_alarmthreshold.

night_sensitivity #F 1 £ 100 RHEEE

Night sensitivity

night_alarmthreshold #F 1 £ 100 R EERE PIEE

Night alarm threshold

blockcount F FEZNLI=VEl 0| sk
TTHREL x 53
Number of area blocks for motion detection
areavalue T ENEIEIE(E
=

ISR B EAE A E8 SRiE TR B —(E T
SR > ZERUITEST 01 FRHEETE > 0 X
TOLAWOEPIE) - WEHSATAET 16
FERIERS - AL RS IR B EAEE -
fn:

dxa i R - REENFURIERIs (A R A1 > 2
A EE > JIl Ry 0000 -

Motion detection area value

Description:

Each 8 blocks from left to right are filled in a byte
bit by bit, and the extra bit is filled in 0 (1
represents the selected block, O represents the
unselected block), and these bytes are encoded in
a hexadecimal string, which is the final value of the

mobile detection region.

For example:

All 4x4 areas are selected, the motion detection

area value is: ffff, and all are unchecked, it is 0000.
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Response message
ARREES & I
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> FOKET) - SEINEE ¢
<motion enable="1" sensitivity="80" alarmthreshold="20" enable @ B FHEEE FHRZEH{EM
enable_nighttime="1" night_sensitivity="80" sensitivity : ZEEE
night_alarmthreshold="22" blockcount="22x18 " alarmthreshold : #FEEFHR(E
areavalue="xxxxxxxxxx"/> enable_nighttime : By EUE KR EIZ2E
night_sensitivity * 7% [ Z &%
night_alarmthreshold : 7% RS #72F9RRE
blockcount * M E {FHIHYERIS R EL
areavalue : BB {EHIIE I E
400 <?xml version="1.0" encoding="UTF-8"?> 28] enable $iR

<fault>
<value>/cgi-bin/motion</value>
<reason>enable: 0 or 1</reason>

</fault>

(HAS BRI > AN EER
)

Parameter enable error
(Other parameters similar to the wrong tips

do not repeat the explanation)

3.17 FEHEFHRISE (OEM)
3.17 Obtain Equipment Model

/cgi-bin/getmodel?uid=XXXXXXXX

BB SHE A
Parameter name Parameter value Description
uid GEEAEEAE id > 8/ cgi-bin/getuid M EIFFEIHY
id User id for the session. The id passed through
the
/cgi-bin/getuid interface.
[l YL

Response message
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ARRERS & et
Status Content Description
code
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200 <?xml version="1.0" encoding="UTF-8"?> R MCL12 RIS TR NG A5 K -
<model>MCL12</model> model:OEM %758 MCL12

Suppose the MCL12 model operates and

requests success.

model:0EM Equipment type:MCL12

3.18 FiFEH

3.18 User Management

/cgi-bin/user_management?action=add&name=XXXX&newpasswd=XXX&privilege=User&enable
=Enable&uid=XXXXXX

/cgi-bin/user_management?action=delete&name=XXXX&uid=XXXXXX
/cgi-bin/user_management?action=edit&name=XXXX&newpasswd=XXX&privilege=User&enable
=Disable&uid=XXXXXX
/cgi-bin/user_management?action=edit&name=XXXX&newpasswd=XXX&uid=XXXXXX
/cgi-bin/user_management?action=get_user&uid=XXXXXX

1.{#5H] get_user F5< i] DUEHUE RIS -PAVFTARVEHZN XML & -
HFEHNET i EEH -

2. il P User: HEEARE IPCHVECE » FREBUECEMNIEMS -

3. #fERIF Operator : #fAFR T H A EHIMIFTARER

4. EHEHF Administrator: A IPC HYFTA YT I HE

B 7 AE B EAY A P RIS 2 S MY 28

-add 757EEK ¢ name ~ newpasswd -~ privilege ~ enable
-delete 77735k : name

-edit J77EEE5K - name

-edit J77E1]#E  newpasswd ~ privilege ~ enable

1. The get_user instruction can be used to obtain the XML information of all users in the current
device.

User management is authority management.

2.0rdinary User: User who can only view the configuration of IPC, can not modify the
configuration.

3. Operator for Operator: All rights except user management

4. Administrator: Has all the permissions of IPC

Parameters in addition to username and password for the associated action
- Add Requires: name, password, privilege, enable

- Delete Requires: name

- Edit Requires: name

- Edit Optional: password, privilege, enable
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Parameter name

SHE

Parameter value

A

Description

uid

GEhAYEE id > 48/ cgi-bin/getuid 7T EITEIHY
id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

action (must) 1: add add SR P HEAE
2: delete delete F s 5 HE
3: edit edit f4HE 5 IR
4: get_user get_user ZIERFHPEFTARY XML
1. Add is to add user actions
2. delete is a delete user operation
3. Edit is an edit user operation
4. get_user is to get all the user's XML
name (must) T RF#
Char * PS : xR FeaT 40 {E{TTAHAYRSE »
User name
PS: Maximum allowable length of 40 bytes.
newpasswd FE Password:
Char* To edit the user's password
privilege TR FFATRERTE ¢
Char* User HEEEFNE @ FREBXICE
1~ User Administrator ¥E5 A RER
2 ~ Administrator Operator AR T H P& B MY A HER
3 ~ Operator
User Configuration can only be viewed, but
configuration cannot be modified.
Administrator Ownership
Operator Have all rights except user management
enable T Enable : {HEEFH &
Char* Disable : ZLgEFHF
1~ Enable
2 -~ Disable Enable: enabling users
Disable: Disabled Users
[E]ERY L

Response message
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400 <?xml version="1.0" encoding="UTF-8"?> action Z2ERE add or edit or delete #FFE
<fault>
<value>/cgi-bin/user_management</value> The parameter is not add or edit or delete an
<reason>action: add or edit or delete</reason> error.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> delete 2%l A MY H F 2 A ARG _E L
<fault> FEiaR
<value>/cgi-bin/user_management</value> (FREEHMEE R FENAE)
<reason>error username</reason>
</fault> Report this error when the user name entered by

the parameter does not exist.
(Can't delete non-existent users)

400 <?xml version="1.0" encoding="UTF-8"?> add S #fm ASHEEY FH 2 40905 (2 3R I aE
<fault> o (FREsAIECFENAF)
<value>/cgi-bin/user_management</value>
<reason>error username duplicated</reason> Report this error when the user name entered by
</fault> the parameter is exist.(unable to create existing

users)

400 <?xml version="1.0" encoding="UTF-8"?> edit 28in AR ERYH = A5 E _ FRsER -
<fault> (R EES4RIE N FAERY )
<value>/cgi-bin/user_management</value>
<reason>username none exist to edit</reason> Report this error when the user name entered by
</fault> the parameter does not exist.

(unable to edit non-existent users)

400 <?xml version="1.0" encoding="UTF-8"?> Privilege S:Hii ASER > BHA
<fault> User or Administrator or Operator
<value>/cgi-bin/user_management</value>
<reason>privilege: User or Administrator or | Privilege parameterinput error, need to enter
Operator</reason> User or Administrator or Operator
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> enable 28 A §85% - ARl A
<fault> Enable or Disable
<value>/cgi-bin/user_management</value> enable parameter input error, need to enter
<reason>enable: Enable or Disable</reason> Enable or Disable
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> Add JTES Y DEES: - AT 4 (@M
<fault> FrAS B BRI -
<value>/cgi-bin/user_management</value> The Add parameter is missing errors, and all four
<reason>The parameters must Correct include | parameters need to be entered to create a new
name,newpasswd,privilege,enable</reason> user.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> EREHG AT EHE > MOk TERAES

<fault>

HCE
Ig -
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<value>/cgi-bin/user_management</value>

<reason>Non-administrators cannot edit users</reason>

User privileges are not administrators. User

management configuration items cannot be

</fault> modified.

400 <?xml version="1.0" encoding="UTF-8"?> Bt AR
<fault>
<value>/cgi-bin/user_management</value> Login user does not exist

<reason>username not exist to edit</reason>

</fault>

3.19 ¥E\ &
3.19 snapshot upload

/cgi-bin/snapshot.cgi&username=XXXXXX&password=XXXXXX
/cgi-bin/snapshot.cgi?stream=0&username=XXXXXX&password=XXXXXX
/cgi-bin/snapshot.cgi?stream=0&upload=0&username=XXXXXX&password=XXXXXX
/cgi-bin/snapshot.cgi?stream=1&upload=1&username=XXXXXX&password=XXXXXX

1~ BB onvif SURE 7 1% » FEREZM A username 2 8f] password & -

2 ~ {8 stream 28{% > FRE username HY—EZ(HEH& » THI FHFEER -
3~ B stream 281% » BEU Ry streamO ©

4 ~ 8 upload Z2¥f% - K FIREER -

1. After the onvif authentication is enabled, you need to enter the username parameter and
password parameter.

2. After the default stream parameter, follow the username's to use &, otherwise, report the
error.

3. After the default stream parameter, the default value is stream0.

4. After the default upload parameter, no error is reported.

SR S8E feat
Parameter name Parameter value Description
uid ST id - i/ cgi-bin/getuid M EITFEIRY id

User id for the session. The id passed through the

/cgi-bin/getuid interface.

stream(must) #F 0-1 SHUE R 0 R © FEERITE
SEIERy 1R+ ERERTE
Number 0-1
Parameter value of O represents: sub code stream

snapshot

The parameter value of 1 represents: Master
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bitstream snapshot
upload(optional) 7 03 SEERy 0AF  PElE HEHE] sDF
SHER 1« IEER LEE FTP
Number 0-3 SEERy 2 0% © IEE LEE] Email
SEERy 3 R © IIEIR EEEERY NFS &k
Parameter value is 0: upload to SD card after capturing
parameter value is 1, which means: upload to FTP
after capturing
Parameter value is 2: upload to email after capturing
Parameter value is 3: upload to remote NFS server
after snapshot
(O FER R SL
Response message
ARRRES NE it
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> SRR - 2BIIER ¢
<upload>0K</upload> FenE TE 2 _HEETh
The request succeeded. The value of the
parameter is:
Successful upload
400 <?xml version="1.0" encoding="UTF-8"?> SD KA AEE SD FI8HFEERL) -
<fault>
<value>/cgi-bin/snapshot</value> The SD card was not inserted or deployed
<reason>sd not mount</reason> successfully.
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Upload FYZEIRE 0-3 HYEEFL S EaRILsE
<fault> L
<value>/cgi-bin/snapshot</value>
<reason>upload 0 or 1 or 2 or 3</reason> This error will be reported if the parameter of
</fault> Upload is not 0-3.
400 <?xml version="1.0" encoding="UTF-8"?> FTP IfAIfR=s S A a0
<fault>
<value>/cgi-bin/snapshot</value> FTP servers are not deployed.
<reason>Ftp not deploy</reason>
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> SD-R)ZAHEA » B0 SD RIEE » SiESHE

<fault>

<value>/cgi-bin/snapshot</value>

= o
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<reason>sd card not mounted</reason>

</fault>

The SD card is not inserted, damaged or

deployed.

400

<?xml version="1.0" encoding="UTF-8"?>
<fault>

<value>/cgi-bin/snapshot</value>
<reason>NFS Server not mounted</reason>

</fault>

NFS &4

NFS Server not mounted

3.20 BHERFAER
3.20 Get the video file path

/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&uid=XXXXXX
/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&username=XXXXXX&password=XXX

XXX

/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&stream=XXXX&record_mode=XX&m
edia_type=XX&uid=XXXXXX
/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&stream=XXXX&record_mode=XX&m
edia_type=XX&start_hour=XXXX&start_min=XX&start_sec=XX&uid=XXXXXX

/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&stream=XXXX&record_mode=XX&m
edia_type=XX&start_hour=XXXX&start_min=XX&start_sec=XX&end_hour=XXXX&end_min=XX&e
nd_sec=XX&uid=XXXXXX

1 DNESE R
year,month,day 2 :
ISR

stream > record_mode > media_type °

start_hour > start_min » start_sec *

end_hour > end_min > end_sec °

DLUERYSBAEGRE AR - PIabHIE R

stream =-1;

record_mode=-1;

media_type = 3;

start_hour=0;

start_min=0;

start_sec=0;

end_hour =23;

end_min =59;

end_sec=59;

1: The necessary parameters are:

Year,month,day

2: The optional parameter is
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Stream, record_mode, media_type,
Start_hour, start_min, start_sec,
End_hour, end_min, end_sec.

The above parameters are initialized by default:
Stream =-1;

Record_mode=-1;

Media_type = 3;

Start_hour =0;

Start_min =0;

Start_sec=0;

End_hour = 23;

End_min =59;

End_sec=59;

SRy | TR ERE TS RIS XX 5 XX H XX HAY 0 §F 0 53 0 FA%1 23 BF 59 47 59
Mtk att - HhuEras RArA TR - SRR AT S RS -

The meaning is: the default display user wants to get all the recording data from 0:0:0 to 23:59:59
of XX, XX, XX, where the code stream type is all streams, and the media type is video. And audio
format.

WAER S AERY NEURL 2 URL

=P Hihl: + /playback/ + filepath#&=;

B
http://192.168.2.34/playback/mnt/mmc0/schedule/20191025/135144-av-1.mp4

How do | get the download URL of the video file?

URL = IP address + /playback/ + filepath

The format is for example:
http://192.168.2.34/playback/mnt/mmc0/schedule/20191025/135144-av-1.mp4

On

oirlive

SR SBE fial
Parameter name Parameter value Description
uid EEEIIEAE id i/ cgi-bin/getuid 1M EIFSEHY id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

year BRI 1900 DNE S - B IPCHYSREEATE S
W
Number > 1900 Required parameters: Find information about IPC
recordings
which year
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month 7 1-12 ESE - B IPCHISEEATE
Number 1-12 m—H
Required parameters: Find information about IPC
recordings
Which month
day ¥ 131 B SET © I IPCHISEREYE AR
Number 1-31 Mh—x
Required parameters: Find information about IPC
recordings
Which day
stream #F-10102 AIEEN S R
-1 ARSI
LR
2 FHER
Optional parameters: type of stream
Number-1,1,2 -1: All types of streams

1: primary stream

2: substream

record_mode

WF-1-204-8

Number-1, 2, 4, 8

BRI SR ¢ SRR

-1 2SR

2 El R

4 BEHENERT

8 HEHE

Optional parameters: type of recording
-1: All videos

2: Timed recording

4: Motion detection video

8: Alarm recording

media_type Byi2-3 B2 ¢ A
2 {H
Number: 2, 3 3 FERIE
Optional parameters: type of media
2: Video
3: Video and audio
start_hour #5023 TS E ¢ SR HTREAA/ N
Number 0-23 Starting hour of the video
start_min #I7 0-59 EIEEENES (=i e v
Number 0-59 The starting minute of the video
start_sec 4 0-59 BN  SREAAT)
Number 0-59 The starting second of the recording
end_hour $F 0-23 TIEEM B ¢ SR HVAS /NI
Number 0-23 Optional parameters: the end of the video
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end_min 5 0-59 AR 2HL SR AE R O B
Number 0-59 Optional parameters: the end of the recording
end_sec %5 0-59 ATERISHL SR HVAE R
Number 0-59 Optional parameters: the end of the recording
[BIFERYH S
Response message
ARREES & it
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> KR - SHEIER -
<RecordQuerylnfo> PR YR
<items
filepath="/mnt/mmc0/schedule/20191025/151233-av-1.mp4" | The request succeeded. The value of the
filesize="32276556" record_mode="2" media_type="3" | parameter is:
stream_index="1" start_time="2019-10-25 15:12:33"/> All data of the video file
</RecordQueryinfo>
400 <?xml version="1.0" encoding="UTF-8"?> g A BHEARAE 1-12 ARVEEN
<fault>
<value>/cgi-bin/get_record_query</value> The value of the input month is not in the range
<reason>record_month must between 1-12</reason> of January to December.
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> i AHEYEATE 1-31 HAVEE AN
<fault>
<value>/cgi-bin/get_record_query</value> The value of the input date is not in the range of
<reason>record_day must between 1-31</reason> 1-31 days.
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> i A SRS HEAE/ NIE R 2 0-23 INEEIN
<fault>
<value>/cgi-bin/get_record_query</value> Input recording start time is not in the range of
<reason>start_hour must between 0-23</reason> 0-23
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> i A S HEAA 7 AN 0-59 HYEIEIN
<fault>
<value>/cgi-bin/get_record_query</value> Input recording start minute is not in the range
<reason>start_min must between 0-59</reason> of 0-59
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> i ASHECHLIBFIAN R 0-59 HYEIEIN

<fault>
<value>/cgi-bin/get_record_query</value>

<reason>start_sec must between 0-59</reason>

Input recording start seconds are not in the

range of 0-59
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</fault>
400 <?xml version="1.0" encoding="UTF-8"?> i ASREZ S o/ INEF A2 0-23 HEEEIN
<fault>
<value>/cgi-bin/get_record_query</value> Input recording end time is not in the range of
<reason>end_hour must between 0-23</reason> 0-23
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> i ASESE AL R A 0-59 IR
<fault>
<value>/cgi-bin/get_record_query</value> Input recording end minutes are not in the range
<reason>end_min must between 0-59</reason> of 0-59
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> i ASERAE PR 0-59 AYEEIEIN
<fault>

<value>/cgi-bin/get_record_query</value> Input recording end seconds are not in the range
<reason>end_sec must between 0-59</reason> of 0-59

</fault>

3.21 BEHATTER
3.21 Upgrade Firmware

SRRV EREEAE upload.html SZHE -

Is ERFRFE R

=

©® N VA WD

=
o

11.
12.
13.
14.
15.
16.

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w
3.0rg/TR/xhtml1/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<title>IP Camera</title>
</head>
<body>

<div id="m_plugin"></div>

<input type="file" name="filel" id="filename"/>

. <input type="submit" id="upgrade_submit" value="Submit" onclick="upload()"/>

<script type="text/javascript">
function upload(){
var xmlHttpRequest = null;
if (window.XMLHttpRequest) {
xmlHttpRequest = new XMLHttpRequest();
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17. }
18. else if (window.ActiveXObject){
19. xmlHttpRequest = new ActiveXObject("Microsoft.XMLHTTP");
20. }
21. var file = document.getElementById("filename").files[@0];
22. xmlHttpRequest.open("POST", "http://192.168.2.67/0nvifFirmwareUp
grade", true);
23. xmlHttpRequest.setRequestHeader("Content-Type", "application/oct
et-stream");
24. xmlHttpRequest.setRequestHeader ("Access-Control-Allow-Origin",
)5
25. xmlHttpRequest.setRequestHeader ("Cache-Control"”, "no-cache");
26. xmlHttpRequest.setRequestHeader("Authorization", "Basic QWxpY2U6
MTIzNDU2");
27. xmlHttpRequest.send(file);
28. }
29. «/script>
30. </body>
31. </html>
3.22 RTMP it E
3.22 RTMP Configuration
/cgi-bin/rtmp?uid=XXXXXX
/cgi-bin/rtmp?enable=0&uid=XXXXXXXX
/cgi-bin/rtmp?enable=1&uid=XXXXXXXX
/cgi-bin/rtmp?enable=1&server=XXXXX&appname=XXXXXXXX&streamid=XXXXX&streamno=XXX
XX&type=XXXXX&port=XXXXX&uid=XXXXXXXX
ST 2B il
Parameter name Parameter value Description
uid GEEHIEEE id > 8/ cgi-bin/getuid MHEIGEY
id

User id for the session. The id passed through the

/cgi-bin/getuid interface.

enable 0-1 0 : F8EA RTMP
1: ¥TBd RTMP

0: Disable RTMP
1: Open RTMP
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server FEp IRk By - JELIR
Char * 192.168.2.125
The address of the server, similar to:
192.168.2.125
appname FE RTMP HYJE 455
Char*
RTMP application name
streamid FER RTMP HYJ5% ID
Char*
RTMP stream ID
port Esid) RTMP FysE55
Int
0-65535 RTMP port number
streamno 0-1 WS IRHYEEY
0: FHEM > 1 TR
Stream type
0: main stream, 1: sub stream
type 0-1 TiparREA -
0@ BRI > 10 AR
Type of agreement:
0: standard mode, 1: compatible mode
[BIFERY RS
Response message
ARRRES & it
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 55K - 28 user_management
<RtmpConfig Enable="1" Streamno="0" | A OK
Server="192.168.2.12" Port="98" Appname="live5"
Streamid="55" Type="1"/>
400 <?xml version="1.0" encoding="UTF-8"?> enable ZHRE 0 50E 1 iRt -
<fault>
<value>/cgi-bin/rtmp</value> If the enable parameter is not 0 or 1, an error is
<reason>enable: 0 or 1</reason> reported in the parameter.
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Server HI{aIRES MLt A T8 BZE iR -

<fault>
<value>/cgi-bin/rtmp</value>

<reason>server is NULL</reason>

The server's server address input string is empty
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</fault> to report an error.

400 <?xml version="1.0" encoding="UTF-8"?> port GRSV EIE AT 0-65535
<fault>
<value>/cgi-bin/rtmp</value>
<reason>port range: 0-65535</reason> port number parameter range is not 0-65535
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> streamno HYi A S EIVEE AN Z 0-1 L
<fault> 5o
<value>/cgi-bin/rtmp</value>
<reason>streamno range: 0-1</reason> The input parameter range of streamno is not
</fault> 0-1 to report an error.

400 <?xml version="1.0" encoding="UTF-8"?> appname {28 A 25788 FigE -
<fault>
<value>/cgi-bin/rtmp</value>
<reason>appname is NULL</reason> An error was reported in the input string of
</fault> appname.

400 <?xml version="1.0" encoding="UTF-8"?> streamid Z:Hifiin A 25 R FEigEan o
<fault>
<value>/cgi-bin/rtmp</value>
<reason>streamid is NULL</reason> The streamid parameter reports an empty string
</fault> input error.

400 <?xml version="1.0" encoding="UTF-8"?> type SR ANVERBEAR B 0-1 L -

<fault>
<value>/cgi-bin/rtmp</value>
<reason>type range: 0-1</reason>

</fault>

The value entered for the type parameter is not

0-1 and reports an error.

3.23 AR EEICE

3.23 ScheduleStorage Configuration

/cgi-bin/setScheduleStorage?uid=XXXXXX

/cgi-bin/setScheduleStorage?username=admin&password=123456

/cgi-bin/setScheduleStorage?localEnable=0&remoteEnable=1&remote_nfs_server=XXXXX&nfs_s
erver_path=XXXXXX&recordFileSize=XXXXX&stream=1&JpeglInterval=1&enable=1&uid=XXXXXXX

X
SR SEE fEk
Parameter name Parameter value Description
uid EEEHIEERTE id - i/ cgi-bin/getuid MHISEIHY

id

User id for the session. The id passed through the
/cgi-bin/getuid interface.
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localEnable

0-1

0 : BHPAAME I
1 TR

0: Disable Local storage

1: Open Local storage

remoteEnable

0 : BRAPA4ERS (7
1 fTRAMERS T E

0: Disable Network Storage
1: Open Network Storage

recordFileSize

s
Int2-5>10- 20
30

SRR

Video file length

remote_nfs_server

S
Char*

S 1E remoteEnable=1 FHE(E A £E 4%
YRS TF AN (AR S -

Only effective when remoteEnable =1

Network storage server.

nfs_server_path

S
Char*

IETE remoteEnable=1 AYIHEA 434
AT RENI (IR AR R -

Only effective when remoteEnable =1

The server path of the network storage.

stream

WERAVEEY

0: EBHA > 1 TR > 2 ° EEERANFIER
Stream type

0: main stream, 1: sub stream, 2: main stream and

sub stream

Jpeginterval

0-1

0 : BHAPAIIELIRE
1 FTRANETIRE

0: Disable screenshot function

1: enable the capture function

enable

0-1

WIEREZAERy 0 HUsE » S ERSRE A TR -
WIREZ{E Ry 1 HY5E » localEnable=1 HYGHERTTHHHY
i R ERSR 2T BRI R AT
i

remoteEnable=1 HYFHEATIFRHYGE » FFEEFEERS 7
iz DA FEEER T -

If the value is 0, it means that the timer recording is

not stored.

If the value is 1, the localEnable = 1 switch is stored

in the local recording, otherwise it is not stored in

the local storage.
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When the remoteEnable = 1 switch is turned on, it is

stored in network storage, otherwise it is not stored

in network storage.

[ RS

Response message

ARREES & it
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> B oKk -
<RecordConfig> The request was successful.
<Common LocalEnable="1" RemoteEnable="0"

MountParam="" RecordFileSize="10"/>

<ScheduleRecord Stream="1" LocalStore="1"
RemoteStore="0" Jpeglnterval="1"/>

</RecordConfig>

400 <?xml version="1.0" encoding="UTF-8"?> enable ZHIRE 0 50E 1 5t IS8Rt -
<fault>
<value>/cgi-bin/setScheduleStorage</value> If the enable parameter is not 0 or 1, an error is
<reason>enable: 0,1 reported in the parameter.
</reason>
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> localEnable B R 20 2 &1 5 _F 3 S8R -
<fault>
<value>/cgi-bin/setScheduleStorage</value> If the localEnable parameter is not 0 or 1, an
<reason>localEnable: 0 or 1</reason> error is reported in the parameter.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> remoteEnable Z2Ei R T 083 1 5t S 8ER
<fault> o
<value>/cgi-bin/setScheduleStorage</value>
<reason>remoteEnable: 0 or 1</reason> If the remoteEnable parameteris not O or 1, an
</fault> error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> recordFileSize 2R E 2,5,10,20,30 2t&EHK}
<fault> ke -
<value>/cgi-bin/setScheduleStorage</value>
<reason>recordFileSize: 2,5,10,20,30</reason> ReportFileSize parameter is not 2, 5, 10, 20, 30 to
</fault> report an error

400 <?xml version="1.0" encoding="UTF-8"?> stream AR 00 10 2 FISEERGE -

<fault>
<value>/cgi-bin/setScheduleStorage</value>
<reason>stream: 0,1,2

</reason>

If the stream parameterisnotOor1 > 2, anerror

is reported in the parameter.
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</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Jpeginterval 28RN E 0 50 1 RS8R -
<fault>

<value>/cgi-bin/setScheduleStorage</value>
<reason>Jpeginterval: 0,1

</reason>

</fault>

error is reported in the parameter.

If the Jpeglinterval parameter is not 0 or 1, an

3.24 BEMENERERE

3.24 EventStorage Configuration

/cgi-bin/setEventStorage?uid=XXXXXX

/cgi-bin/setEventStorage?username=admin&password=123456

/cgi-bin/setEventStorage?trigger_recording=0&stream=1&record_ftp_upload=XXXXX&record_em

ail_upload=XXXXXX&trigger_capture=XXXXX&capture_ftp_upload=1&capture_email_upload=1&

capture_motionDetectAlarm=1&uid=XXXXXXXX

S SBE

Parameter name Parameter value

A

Description

uid

ErEEdIERE id > 2828/ cgi-bin/getuid METSEIHY

id

User id for the session. The id passed through the

/cgi-bin/getuid interface.

trigger_recording 0-1

0
1

© BAPARSE (NI
L TR EN (UM

: Disable motion detection storage

: Turn on motion detection storage

stream 1-2

N |+, O

e S
DR

: main stream

: substream

record_ftp_upload 0-1

RSN LEE] FTP (EfikeEs L
| P LEE] FTP (Elfikes L
: The video is not uploaded to the FTP server

: upload video to FTP server

record_email_upload 0-1

R O P O|lFr O P O|N »

DA BEE] Email {EllkEs L
t §2 EEE] Email {ElkES L
: The video is not uploaded to the Email server

: upload video to Email server
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trigger_capture 0-1 0 : BHEARSEN DRI E
1 FTRARE (AR &
0: Disable motion detection screenshot upload
1: Open motion detection screenshot upload
capture_ftp_upload 0-1 0 : FEEN(EHIEE A ] FTP (EIHRES I
1 BB HEE] FTP (Eikes
0: Motion detection screenshots are not uploaded
to the FTP server
1: upload motion detection screenshot to FTP server
capture_email_upload 0-1 0 : BEHIELES (] Email [Efkes b
1 BEENERE_EEE] Email (Fkes
0: Motion detection screenshots are not uploaded
to the Email server
1: upload motion detection screenshot to Email
server
capture_motionDetectAlar | 0-1 0 : BEEARLEN N g
m 1 FTRRRS BN S
0: Disable motion detection alarm output
1: Turn on motion detection alarm output
Ol R SL
Response message
ARRRES NE it
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> KR -
<RecordConfig> The request was successful.
<MotionDetectRecord Stream="1" LocalStore="1"
RemoteStore="1" FtpUpload="0" EmailUpload="0"/>
<MotionDetectCapture  LocalStore="1" RemoteStore="1"
FtpUpload="1" EmailUpload="0"
OutputChannelAction_enable="1"/>
</RecordConfig>
400 <?xml version="1.0" encoding="UTF-8"?> trigger_recording SRR 080 &1 IS8R
<fault> o
<value>/cgi-bin/setEventStorage</value>
<reason>trigger_recording: 0 or 1</reason> If the trigger_recording parameter is not 0 or 1,
</fault> an error is reported in the parameter.
400 <?xml version="1.0" encoding="UTF-8"?> stream ZECRE 1 50E 2 S sgss -

<fault>
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<value>/cgi-bin/setEventStorage</value> If the stream parameter is not 1 or 2, an error is
<reason>stream: 1 or 2</reason> reported in the parameter.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> record_ftp_upload ZE~E 08 1 Rz
<fault> Hdh -
<value>/cgi-bin/setEventStorage</value>
<reason>record_ftp_upload: 0 or 1 </reason> If the record_ftp_upload parameteris not 0 or 1,
</fault> an error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> record_email_upload 8~ & 08#% 1 iz
<fault> BEREE o
<value>/cgi-bin/setEventStorage</value>
<reason>record_email_upload: 0 or 1 </reason> If the record_email_upload parameter is not O or
</fault> 1, an error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> trigger_capture IR E 0 50 1 _FHSEER
<fault> 88 -
<value>/cgi-bin/setEventStorage</value>
<reason>trigger_capture: 0 or 1 </reason> If the trigger_capture parameteris not0or 1, an
</fault> error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> capture_ftp_upload 28 RE 0E(E 1 _F3S8
<fault> Hish -
<value>/cgi-bin/setEventStorage</value>
<reason>capture_ftp_upload: 0 or 1 </reason> If the capture_ftp_upload parameter is not 0 or
</fault> 1, an error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> capture_email_upload 8~ E 0850E 1 L3
<fault> FHs -
<value>/cgi-bin/setEventStorage</value>
<reason>capture_email_upload: 0 or 1 </reason> If the capture_email_upload parameter is not 0
</fault> or 1, an error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> capture_motionDetectAlarm S8 RE 0 5F 1
<fault> TSR -
<value>/cgi-bin/setEventStorage</value>
<reason>capture_motionDetectAlarm: 0 or 1 </reason> If the capture_motionDetectAlarm parameter is
</fault> not O or 1, an error is reported in the parameter.

3.25 EHGERMINEG (OEM)

3.25 Get device status

/cgi-bin/getDevState ?uid=XXXXXXXX

S

Parameter name

S8E

Parameter value

A

Description

uid

ErEEEAF id 0 i/ cgi-bin/getuid 1 THSEIY
id
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User id for the session. The id passed through the

53



IPC HTTP CGI {5<ERIHE

On

oirlive

/cgi-bin/getuid interface.

[ FER S

Response message

ARREES & it
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> SEOKEETh
<DevState sd1="0" sd2="0" | The request was successful.

system_time="2020-1-16-12-12-43"
MemTotal="125620 kB
"MemFree="24384 kB"/>

run_time="0-2-56-40"

3.26 &3 10 HEFIRN
3.26 Trigger 10 alarm switch

/cgi-bin/setAlarmState?uid=XXXXXXXX

/cgi-bin/setAlarmState?position=1&logicalstate=1& uid=XXXXXXXX

SE SHE

Parameter name Parameter value

it

Description

uid

SV id - 4/ cgi-bin/getuid FMEITSEIRY id
User id for the session. The id passed through the /cgi-bin/getuid

interface.
position MG R R R
Channel number Set channel alarm switch
0-3
logicalstate B PABHR 0 : HRHFHR

Normally open or

1 - H AR

normally closed | 0:normally closed switch
switch 1: normally open switch
0-1
[BIFERY R S
Response message
ARRRES ES e
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> sESR T
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<setAlarmState position="0"

logicalstate="1"/>

The request was successful.

400 <?xml version="1.0" encoding="UTF-8"?> TERVSHUILRL
<fault> Position HYSHIVEE Ky 0-3 » HERIVEERL & -
<value>/cgi-bin/setAlarmState</value>
<reason>position: 0 ~ 3</reason> Failed to get parameters
</fault> The range of the Position parameter is 0-3, and the
rest of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> TERVSEUILRL

<fault>
<value>/cgi-bin/setAlarmState</value>
<reason>logicalstate: 0 ~ 1</reason>

</fault>

logicalstate FYZ B EEE Ky 0-1 » FLARAVEEIERL &

B -

Failed to get parameters
The range of the logicalstate parameter is 0-1, and the

rest of the range will report an error.

3.27 HEEEAREFFENE
3.27 WDR Switch settings

/cgi-bin/set_wdr?uid=XXXXXXXX

/cgi-bin/set_wdr?enable=1&wdr_value=1&uid=XXXXXXXX

BB S8E it

Parameter name Parameter value Description

uid GaHIERE id - i/ cgi-bin/getuid FMHEISEIHY id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

enable 0-1 0 : BHEA WDR Blg
1: $J5d WDR B
0: Disable WDR switch
1: turn on the WDR switch

wdr_value 0-255 R A
Adjustment range of wide dynamic mode

Bt e

Response message

ARREHS A it
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> sESk T

<Capture WDRMode="1"

WDRValue="53"></Capture>

The request was successful.
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400 <?xml version="1.0" encoding="UTF-8"?> TERS B L
<fault> enable (Y2 EVHEEE Ky 0-1 - HERAVHEEEEL &R -
<value>/cgi-bin/set_wdr</value>
<reason>enable: 0 or 1</reason> Failed to get parameters
</fault> The range of the enableparameter is 0-1, and the rest
of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> TERVSEUILRL

<fault>
<value>/cgi-bin/set_wdr</value>
<reason>wdr_value: 0 ~ 255</reason>

</fault>

wdr_value FYSHHIEERE Fy 0-255 - HARHVEEERLE
sk -

Failed to get parameters
The range of the wdr_value parameter is 0-255, and

the rest of the range will report an error.

3.28 [HEFERIRRE

3.28 noise reduction Switch settings

/cgi-bin/set_noise_reduction?uid=XXXXXXXX

/cgi-bin/set_noise_reduction?y 2D value=128&y 3D_value=128&uid=XXXXXXXX

SR SRE et
Parameter name Parameter value Description
uid ST id - i/ cgi-bin/getuid 1M EITSEIRY id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
y_2D_value 0-255 2D RIS RS B i ]
2D noise reduction setting range
y_3D_value 0-255 3D (RIS AR B A i ]
3D noise reduction setting range
Ol R SL
Response message
ARRERS & it
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> FEOKRERTh
<Capture TNF="128" | The request was successful.
SNF="128"></Capture>
400 <?xml version="1.0" encoding="UTF-8"?> TES B
<fault> y_2D_value FYSEBHVHEE Fy 0-255 » HERAVREEH &
<value>/cgi-bin/set_noise_reduction</value | #sE -
>
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<reason>2D_value: 0 ~ 255</reason> Failed to get parameters
</fault> The range of the y_2D_value is 0-255, and the rest of
the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> TERSEUILRL
<fault> y_3D_value FYSEHVHIE Fy 0-255 » HERAVHIEE
<value>/cgi-bin/set_noise_reduction</value | #f$s o
>
<reason>3D_value: 0 ~ 255</reason> Failed to get parameters
</fault> The range of the y_3D_value parameter is 0-255, and
the rest of the range will report an error.
3.29 4REEHEREARREE

3.29 Encoding code stream switch setting

/cgi-bin/set_start_codec?uid=XXXXXXXX

/cgi-bin/set_start_codec?stream0_enable=1&stream1_enable=1&uid=XXXXXXXX

SR SRE et
Parameter name Parameter value Description
uid EehHIEE id 28/ cgi-bin/getuid 1MHEITSEIHY id

interface.

User id for the session. The id passed through the /cgi-bin/getuid

@
=
o

streamO_enable

¢ B EREE ERE R

1 FEERAVERIS R BT 5
0: The encoding setting of the main stream is off
1: the encoding setting of the main stream is on
stream1_enable 0-1 0 @ FHERAV4RIERLERARA
1 FUSRHV4RIS BT TR
0: The encoding setting of the substream is off
1: Encoding setting of substream is on
Ol R SL
Response message
ARRERS & it
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> KR
<Encode><EncodeConfig Stream="1" | The request was successful.
Enable="1"/>
<EncodeConfig Stream="2"
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Enable="1"/></Encode>
400 <?xml version="1.0" encoding="UTF-8"?> TERVSEUILRL
<fault> streamO_enable FYSEAYEIE A 0-1 - HERAVEIEHL
<value>/cgi-bin/set_start_codec</value> R o
<reason>streamO0_enable: 0 or 1</reason>
</fault> Failed to get parameters
The range of the stream0_enable is 0-1, and the rest
of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> 3N (GRS
<fault> stream1_enable AV EAYEIE A 0-1 - HERAVEIEEL
<value>/cgi-bin/set_start_codec</value> R o
<reason>stream1_enable: 0 or 1</reason>
</fault> Failed to get parameters
The range of the stream1_enable parameter is 0-1,
and the rest of the range will report an error.
3.30 4TAMEDIKSEERMEE
3.30 Infrared light and brightness switch settings

/cgi-bin/setBrightness_InfraredLamp?uid=XXXXXXXX
/cgi-bin/setBrightness_InfraredLamp?setbrightness=1&infrared_lamp=1&uid=XXXXXXXX

BB S8E it

Parameter name Parameter value Description

uid s id - 2/ cgi-bin/getuid FMHITSEIHY id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

setbrightness 0-255 B
Set the range of brightness

infrared_lamp 0-3 0 : 4i&TyNE
1: diEDerE
2 DA - BAEDE
31 EEAEEEIRE - BHALIL
0: pure infrared light
1: pure white light
2: When infrared trigger, white light is on
3: When white light triggers, turn on infrared

Bl FERY L

Response message

ARRRER & fat

Status Content Description
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code
200 <?xml version="1.0" encoding="UTF-8"?> KA
<Capture Brightness="191" | The request was successful.
led_mode="1"></Capture>
400 <?xml version="1.0" encoding="UTF-8"?> JEER ST
<fault> setbrightness FYSEIAVERE £ 0-255 » EARAVELEHE
<value>/cgi-bin/setBrightness_InfraredLam st o
p</value>
<reason>brightness: 0 ~ 255</reason> Failed to get parameters
</fault> The range of the setbrightness is 0-255, and the rest
of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> TERSHUILRL
<fault> infrared_lamp FYSEVEIE B 0-3 » HEpnVEERm S
<value>/cgi-bin/setBrightness_InfraredLam R o
p</value>
<reason>infrared_lamp: 0 ~ 3</reason> Failed to get parameters
</fault> The range of the infrared_lamp parameter is 0-3, and
the rest of the range will report an error.

3.31 [RFSEGHEEE API

3.31 Service port switch API

/cgi-bin/set_service_port?uid=XXXXXXXX

/cgi-bin/set_service_port?enable_web=1&enable_control=1&enable_rtsp=18&enable_hik=1&uid

=XXXXXXXX

/cgi-bin/set_service_port?enable_web=1&webport=80&enable_control=1&controlport=8091&e
nable_rtsp=1&rtspport=554&enable_hik=1&hikport=8000&uid=XXXXXXXX

SEE

Parameter name

SHE

Parameter value

fEt

Description

uid

interface.

EehHIEAE id i/ cgi-bin/getuid 1MEISEIHY id
User id for the session. The id passed through the /cgi-bin/getuid

o

enable_web 0-1

: [BEIEF] WEB fysE
* §T5H WEB AR
: Close WEB port
: Open the web port

enable_control

:RBERA PTZ AP
D fTRE PTZ AP

: Open the control port of PTZ

enable_rtsp 0-1

1
0
1
0
1
0: Close the control port of PTZ
1
0
1
0

: BB RTSP HYIE:
: $TBH RTSP i
: Disable RTSP port
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1: Open RTSP port

enable_hik

0 : BHEFEEE R EHYIE
1 FTRRERE R
0: Close the port of Haikang protocol

1: open the port of Haikang protocol

webport

1~65535 WEB i

WEB Port

hikport

HIK 3
HIK Port

1765535

rtspport

1~65535 RTSP &

RTSPPort

controlport

1~65535

Control 3

Control Port

ISR

Response

message

ARRRES NE et
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> SEoKEETh
<MediaStreamConfig> The request was successful.
<StreamAccess enable_web="1"
enable_rtsp="1" enable_comm="1"
enable_hik="1" />
</MediaStreamConfig>
400 <?xml version="1.0" encoding="UTF-8"?> JERUS B RL
<fault> enable_web Iy EINHIE F 0-1 > HerFERL S
<value>/cgi-bin/set_service_port</value> HREE -
<reason>enable_web: 0 ~ 1</reason>
</fault> Failed to get parameters
The range of the enable_web is 0-1, and the rest of
the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> TERSEUILRL
<fault> enable_control (VS EAVEIE By 0-1 » EHERAVHEIE L
<value>/cgi-bin/set_service_port</value> ErERgs o
<reason>enable_control: 0 ~ 1</reason>
</fault> Failed to get parameters
The range of the enable_control parameter is 0-1, and
the rest of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> NS SEREN
<fault> enable_rtsp (Y EAVHIE Sy 0-1 » HERAVFIEH S
<value>/cgi-bin/set_service_port</value> RS o
<reason>enable_rtsp: 0 ~ 1</reason>
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</fault> Failed to get parameters
The range of the enable_rtsp parameter is 0-1, and
the rest of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> TERSEUILRL
<fault> enable_hik HYSHHVEIE Fy 0-1 » HARVEIEFLE
<value>/cgi-bin/set_service_port</value> i o

</fault>

<reason>enable_hik: 0 ~ 1</reason>

Failed to get parameters

The range of the enable_hik parameter is 0-1, and the

rest of the range will report an error.

3.32 ERERTLEE API

3.32 Service Set privacy zone API

/cgi-bin/set_privacy_zone?uid=XXXXXXXX

/cgi-bin/set_privacy_zone?Mask1Height=1&Mask1width=1&Mask1xPos=1&Mask1lyPos=1&uid=X

XXXXXXX

Sl E IR 4 (ki -

T3l R TECRR X EAE - Y JEAR - [RRLERISEY T R RAERISRA TS, -

SRR

FE—ERERAE

1 ~ Mask1Height > 2 ~ Masklwidth » 3 -
5 {EREALE

1 ~ Mask2Height > 2 ~ Mask2width > 3 -
E={EPERAE

1 ~ Mask3Height > 2 ~ Mask3width > 3 -
SO EREAAE

1 ~ Mask4Height > 2 ~ Mask4width » 3 ~

Mask1xPos > 4 ~ MasklyPos

Mask2xPos > 4 ~ Mask2yPos

Mask3xPos > 4 ~ Mask3yPos

Mask4xPos > 4 ~ Mask4yPos

SEE SHE

Parameter name Parameter value

fEt

Description

uid

StV id - 84/ cgi-bin/getuid FMEITSEIRY id
User id for the session. The id passed through the /cgi-bin/getuid

interface.

Mask1Height int

S 7 AR GO =
Height of the first privacy zone

Masklwidth int

FE—(ERE AR T
The width of the first privacy zone

Mask1xPos Int

FEFRAL IR TERL X AR

Vertex X coordinate of the first privacy region

Mask1lyPos int

FEFRAL IR TERE Y AR

Vertex Y coordinate of the first privacy region

61



On

oirlive

IPCHTTP CGl {54 ERHE

[E]ERY L

Response message

ARREES & et

Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> KN
<Mask>0K</Mask> The request was successful.

400 <?xml version="1.0" encoding="UTF-8"?> JEE ST
<fault> R RN R s s EIRNEE - ARARE -
<value>/cgi-bin/set_privacy_zone</value>
<reason>mainStreamMask_Height is | Failedto get parameters
none</reason> The height of the privacy masked area is set to an
</fault> illegal value, not a valid value.

400 <?xml version="1.0" encoding="UTF-8"?> M2 BIEM
<fault> SRR B R TSR BIRAE - FEARUE -
<value>/cgi-bin/set_privacy_zone</value>
<reason>mainStreamMask_Width is | Failed to get parameters
none</reason> The Width of the privacy masked area is set to an
</fault> illegal value, not a valid value.

400 <?xml version="1.0" encoding="UTF-8"?> M2 BEM
<fault> SRR ISR X B EIRAE - N EH
<value>/cgi-bin/set_privacy_zone</value> HUE ©
<reason>mainStreamMask_xPos is
none</reason> Failed to get parameters
</fault> The X coordinate of the vertex of the privacy occluded

area is set to an illegal value, not a valid value.
400 <?xml version="1.0" encoding="UTF-8"?> TERSEUILRL

<fault>
<value>/cgi-bin/set_privacy_zone</value>
<reason>mainStreamMask_yPos
none</reason>

</fault>

FRRLIEFERY SR TEREEY Y IR EIRAE » A2
HRE -

Failed to get parameters
The Y coordinate of the vertex of the privacy-occluded

area is set to an illegal value, and is not a valid value.

333 [EGEERE

3.33

set flip settings

/cgi-bin/set_flip?uid=XXXXXXXX
/cgi-bin/set_flip?vertical_flip=1&horizon_flip=1&uid=XXXXXXXX

S

Parameter name

S8E

Parameter value

faH

Description

62



IPC HTTP CGI {5<ERIHE

On

oirlive

uid

interface.

FELHIEAIE id @i/ cgi-bin/getuid 7MESFEIHY id
User id for the session. The id passed through the /cgi-bin/getuid

@
=
o

vertical_flip

;R Y A
S E R
: Do not use vertical flip

: use vertical flip

horizon_flip

@
iR
m O Kk O|Rr O Kk

R R KRR
AR
: Do not use horizontal flip

: use horizontal flip

ISR

Response message

Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> ORI
<Capture vertical_flip="1" | The request was successful.
horizon_flip="1"></Capture>
400 <?xml version="1.0" encoding="UTF-8"?> NS (GRS
<fault> vertical_flip FYS S aTEIE Ky 0-1 - FLERAYHIE & #
<value>/cgi-bin/set_flip</value> o
<reason>vertical_flip: 0 or 1</reason> Failed to get parameters
</fault> The range of the vertical_flip parameter is 0-1, and
the rest of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> JERUS B
<fault> horizon_flip (NS EHVHGEE Ry 0-1 - HerHVHEE S
<value>/cgi-bin/set_flip</value> R o
<reason>horizon_flip: 0 or 1</reason> Failed to get parameters
</fault> The range of horizon_flip parameter is 0-1, and the
rest of the range will report an error.

3.34 https FFERFLFE S HHE

3.34 https Certificate and private key upload

SR & S5 B E Certificate.htm| UHE -

{sHH IS JRAEFREE HE > (FFAATHY demo > FAIDIE HTTPS FREE VRS » FA%E 58
TSt iE s F{#HE]IPC 1Y [EE H $%/mnt/nand

For more information, see Certificate.html.

Using the JS native form upload form, using the following demo, you can upload the certificate,

private key, and private key password required by HTTPS to the fixed directory / mnt / nand of
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1 ~ Certificate.html

1.

© 0O NG A WN

10.
11.
12.

13.
14.
15.
16.

17.
18.
19.

20.
21.
22.
23.
24,
25.
26.

3.35
3.35

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w
3.0rg/TR/xhtml1l/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<title>IP Camera</title>
</head>
<body>

<div id="m_plugin"></div>

<form id="form_form_streamMediaCertificate" class="ui-form" name="f_form_str
eamMediaCertificate” action="http://192.168.2.115/WebCertificateUploadFile" m
ethod="post" target="post_frame_streamMediaCertificate" enctype="multipart/fo

rm-data">

<div class="ui-form-item fn-relative">
<div class="ui-form-item">
<label class="ui-label fn-padl20 fn-width120" id="streamMediaCer
tificate file_label">https iE{i</label>
</div>
<div class="fn-left fn-relative">
<div class="ui-file fn-opacity">
<input type="file" class="ui-file-box fn-opacity" name="oem_
mp3" id="streamMediaCertificate_file_audio" hidefocus="hidefocus"/>
</div>
</div>
<input type="submit" id="streamMediaCertificate_submit" value="submi
t"/>
</div>

</form>

<script type="text/javascript">
</script>

</body>

</html>

HEJ 0SD
UserOSD

cgi-bin/userosd?title_index=x&uid=XXXXXXXX
cgi-bin/userosd?title_index=x&enable=0&uid=XXXXXXXX
cgi-bin/userosd?title_index=x&enable=1&uid=XXXXXXXX
cgi-bin/userosd?title_index=x&title_utf8=XXXXXXXX&uid=XXXXXXXX
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cgi-bin/userosd?title_index=x&enable=1&color=1&fontsize=1&title_pos_type=1&title_pos_x=1&title_pos_y=0&t
itle_utf8=XXXXXXXX&uid=XXXXXXXX

SEE

Parameter name

SEE fan

Parameter value Description

SHAYEATE id - @i/ cgi-bin/getuid 7MEISEIHY id
User id for the session. The id passed through the /cgi-bin/getuid

uid ff2e45cd(
Like this format)

interface.

title_index

Option:
o~4

H&] 0SD 7

UserOSD sequence number

enable

Option
0
1

1 REIBUE EF 9% UseroSD, 0 {RFRFHEAE EF 97T
UserOSD
1 Enable UserOSD, 0 Disable UserOSD

color

Option:
0x00 ~ Oxffffff

AF UserOSD HIEAELME - M 16 {i7 RGB FHE{EFER
Represents the color value of UserOSD. Use 16-bit RGB color

value for representation

fontsize

Option
0,1,2

FRERF 0 M1 F 2 K

Font size. 0 Small, 1 Medium, 2 Large

title_pos_type

Option
0,1

BN EREAY > 0 Jyla) > 1 RS

Title position type. 0 Direction, 1 Coordinate

title_pos_x

Numbers

e x Eifi & - title_pos_type=0 HFH({E 0 % 2 -
title_pos_type=1 HFHY{H 0 & 100

Title x-axis position. Values 0 to 2 for title_pos_type =0 and 0 to

100 for title_pos_type =1

title_pos_y

Numbers

Ry ®i{IE > title_pos_type=0 WFHI{H 0 £ 2
title_pos_type=1 IFHYH 0 & 100

Title x-axis position. Values 0 to 2 for title_pos_type =0 and 0 to

100 for title_pos_type =1

title_utf8

28 HTTP URL HURTED - AR title_utf8 HYEERE FRIRISL A
PR MREEHAM T TAIFREERE utfs fwi5HIF
$, o

B4

ipcamera

title_utf8=ipcamera

{53

title_utf8=%E4%BD%A0%ES5%A5%BD

{R&F ipcamera

title_utf8=%E4%BD%A0%E5%A5%BDipcamera
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Title content

The title_utf8 parameter specification: according to the HTTP
URL specification, if the value of title_utf8 is both alphanumeric
and the number does not need to be converted, if it contains
other characters, it needs to be converted to a utf8 encoded
string.

For example:

ipcamera

title_utf8=ipcamera

{53

title_utf8=%E4%BD%A0%ES5%A5%BD

{R4F ipcamera

title_utf8=%E4%BD%A0%E5%A5%BDipcamera

[BIFERY RS
Response message
ARRRES & et
Status Content Description
code
200 The request was successful. The value of the
parameter is:
enable : Enable or disable OSD
color : Color
fontsize : Font size
title_pos_type : Title position type
title_pos_x : Title x-axis position
title_pos_y : Title y-axis position
title_utf8 : Title content
400 <?xml version="1.0" encoding="UTF-8"?> Parameter enable error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/userosd</value> repeat the explanation)
<reason>enable: 0 or 1</reason>
</fault>

3.36  EGIEAE

3.36 Led Control
cgi-bin/set_led?brightness=50&ledstatus=0&ledmode=1&uid=XXXXXXXX

S

Parameter name

S8E

Parameter value

fraHi

Description

uid

ff2e45cd(

erEEYEERE id > 338/ cgi-bin/getuid FMHEISEFERY id
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Like this format) User id for the session. The id passed through the /cgi-bin/getuid
interface.
Option: KT
brightness 0~ 100 Light brightness
ledstatus Option 1 CERFIRUESE, 0 (RFERARAE T
0 1: turn on the light, O : turn off the light
1
ledmode Option: TR R L3RRI 23R RE N
lor2 light type 1: Indicates infrared 2: Indicates white light
[BIFERYH S
Response message
ARRRES NE et
Status Content Description
code
200 The request was successful. The value of the
parameter is:
enable : Enable or disable OSD
color : Color
fontsize : Font size
title_pos_type : Title position type
title_pos_x : Title x-axis position
title_pos_y : Title y-axis position
title_utf8 : Title content
400 <?xml version="1.0" encoding="UTF-8"?> Parameter brightness error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/set_led</value> repeat the explanation)
<reason>brightness: 0 ~ 100</reason>
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter brightness not found
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/set_led</value> repeat the explanation)
<reason>not find param brightness
</reason>
</fault>

3.37 IRCUT 324

3.37 IRCUT Control
cgi-bin/set_ircut?ircutmode=1&uid=XXXXXXXX

S0

Parameter name

28E

Parameter value

fant

Description
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uid ff2e45¢d( SrEEAN(EE S id > 3/ cgi-bin/getuid /MEEEIRY id
Like this format) User id for the session. The id passed through the /cgi-bin/getuid
interface.
Option: Ircut 5=
ircutmode 0~5 UserOSD sequence number
time Option: BEREES, BUYE Ay day or night, & ircutmode 5 3 i%, thitEF
day or night R, i time DMET
Time: the value is day or night, when ircutmode is 3, that is,
manual mode, the field time must be brought.
B R L
Response message
ARRRES NE et
Status Content Description
code
200 The request was successful. The value of the
parameter is:
enable : Enable or disable OSD
color : Color
fontsize : Font size
title_pos_type : Title position type
title_pos_x : Title x-axis position
title_pos_y : Title y-axis position
title_utf8 : Title content
400 <?xml version="1.0" encoding="UTF-8"?> Parameter ircutmode error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/set_led</value> repeat the explanation)
<reason>ircutmode: 0 ~ 5</reason>
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time not found
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/set_led</value> repeat the explanation)
<reason>not find param time</reason>
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/set_led</value> repeat the explanation)
<reason>error param time</reason>
</fault>

3.38 URL skip the login
3.38 URL BB S8/ TH

/WEBIlogin?username=xxxx&password=xxxxx

68



IPC HTTP CGI {5<ERIHE

On

oirlive

SR SEE it
Parameter name Parameter value Description
username web %4

web username

password web Z5HE

web password

3.39 Set UID valid time
3.39 E UID AEFRY

/cgi-bin/setUidValidTime?validTime=80&uid=xxxxxxx

SETE SHE it
Parameter name Parameter value Description
uid ff2e45cd(Like this format) EEEYERE id > i§iE/cgi-bin/getuid 7 THEIE-EHY
id User id for the session. The id passed through
the

/cgi-bin/getuid interface.

validTime Option: >0 FOREE AT uid VAR » B - #) > EA uid
B AR 60 b

Indicates the effective time of setting the current uid,
unit: second, the default effective time of the current

uid is 60 seconds

(5] FEEF L
Response message
ARG W& it
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R
<SetUidValidTime>Uid valid time is 60 The request was successful.

sec</SetUidValidTime>

400 Parameter time error
(Other parameters similar to the wrong tips do not

repeat the explanation)

3.40 Manually trigger io input alarm

3.40 FEIEE o ALE

/cgi-bin/setManuallnputAlarm?uid=xxxxxxx
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SR SEE it
Parameter name Parameter value Description
uid ff2e45cd(Like this format) SELAYHE id > i3/ cgi-bin/getuid 1 METSEIHY
id User id for the session. The id passed through
the
/cgi-bin/getuid interface.
[E] R RS
Response message
ARREES & et
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> KT
<ManuallnputAlarm>successful</Manualln The request was successful.
putAlarm>
400 Parameter time error
(Other parameters similar to the wrong tips do not
repeat the explanation)

3.41 onvif authentication settings
3.41 onvif B HNE
/cgi-bin/onvif?onvif _auth=1&uid=xxxxxxx

BN SBE fial
Parameter name Parameter value Description

uid LI id > 28/ cgi-bin/getuid 1 EIFEIHY
id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

enable 0-1 0 : FHEA onvif 228
1: 4758 onvif 5¥5E
0: Disable onvif auth
1: Open onvif auth

[CFEHIHRC

Response message

ARRRES ES e

Status Content Description

code
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200

<?xml version="1.0" encoding="UTF-8"?>

<OnvifConfig onvif_auth="1"/>

KB

The request was successful.
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400 <?xml version="1.0" encoding="UTF-8"?>
<fault>
<value>/cgi-bin/onvif </value>

<reason>onvif_auth: 0 or 1 </reason>

Parameter time error
(Other parameters similar to the wrong tips do not

repeat the explanation)

3.42 rtsp authentication settings
3.42 rtsp BREEERE
/cgi-bin/rtsp?rtsp_auth=1&uid=xxxxxxx

SR SRE fal
Parameter name Parameter value Description

uid SEYEEAF id - A/ cgi-bin/getuid FMEITSEIY
id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

enable 0-1 0 : BHEA rtsp 5058
1: $TBF rtsp 5856
0: Disable rtsp auth
1: Open rtsp auth

O FER R SL

Response message

ARRRES & it

Status Content Description

code
200 <?xml version="1.0" encoding="UTF-8"?> KRN
<RtspConfig rtsp_auth="1"/> The request was successful.
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error

<fault>
<value>/cgi-bin/rtsp </value>

<reason> rtsp_auth: 0 or 1 </reason>

(Other parameters similar to the wrong tips do not

repeat the explanation)

3.43 Get the position status of the relay

3.43 FEEESHII ERRR

/cgi-bin/getRelayStatus? uid=xxxxxxx
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Parameter name Parameter value Description
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uid ff2e45cd(Like this format) LAY id > 3838/ cgi-bin/getuid M EIGEEIHY
id User id for the session. The id passed through
the
/cgi-bin/getuid interface.
[BIFERY S
Response message
IAREES & ft
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> KN
<RelayStatus>status=1</RelayStatus> The request was successful.
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
<RelayStatus>Get status(0) (Other parameters similar to the wrong tips do not
fail</RelayStatus> repeat the explanation)

3.44 Set the position state of the relay

3.44 FRBEEERIMUIEIRE

/cgi-bin/setRelayStatus? status=0& uid=xxxxxxx

SEATE SHE it

Parameter name Parameter value Description

uid ff2e45cd(Like this format) SEAYERIE id - 38/ cgi-bin/getuid 1M EISEIHY
id User id for the session. The id passed through
the
/cgi-bin/getuid interface.

status 0-1 0: EE
1:p&
0: open
1: close

[E]ER L

Response message

ARRERS & ft

Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> SHKARTh

<RelayStatus> set status=1</RelayStatus> The request was successful.
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400

Parameter time error
(Other parameters similar to the wrong tips do not

repeat the explanation)
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3.44 Set manual shutter speed

3.44 ETFHIRFIEE

/cgi-bin/setShutterSpeed?
dayShutterMode=x&dayShutterSpeed=xxx&nightShutterMode=x&nightShutterSpeed=xxx&uid=x
XXXXXX

BE 2HE fant
Parameter name Parameter value Description
uid ff2e45cd(Like this format) GEEMFEAE id 0 i/ cgi-bin/getuid M EISEIHY
id User id for the session. The id passed through
the
/cgi-bin/getuid interface.
dayShutterMode HR PP - 0-1 0: E&p
Day Shutter Mode: 0-1 1: FF)
0: auto
1: manual
dayShutterSpeed 10 - 10000 Day Shutter Mode
nightShutterMode RIS - 0-1 0: HEj
Night Shutter Mode: 0-1 1: FF)
0: auto
1: manual
nightShutterSpeed 10 - 10000 TR PR

Night Shutter Mode

[l FEAY R ST

Response message

ARRRES NE it
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> SHSKEEN
<setShutterSpeed>Set dayShutterMode=1, | The request was successful.
dayShutterSpeed=100,
nightShutterMode=1,
nightShuuterSpeed=100</setShutterSpeed>

400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/setShutterSpeed repeat the explanation)
</value>

<reason> dayShutterMode: 0 or 1

</reason>

400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error

76



IPC HTTP CGI {5<ERIHE

On

oirlive

<fault>
<value>/cgi-bin/setShutterSpeed </value>
<reason>dayShutterSpeed: 10 or

10000</reason>

(Other parameters similar to the wrong tips do not

repeat the explanation)

400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/setShutterSpeed </value> repeat the explanation)
<reason>nightShutterMode: 0 o 1
</reason>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error

<fault>
<value>/cgi-bin/setShutterSpeed </value>
<reason> nightShutterSpeed: : 10 or 10000

</reason>

(Other parameters similar to the wrong tips do not

repeat the explanation)
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3.35 EEHF] 0SD (HEARIRTF)
3.35 UserOSD(Only set without saving)
/cgi-bin/setUserOsdOnly?enable=1&fontsize=1&title_pos_type=0&title_pos_x=1&title_pos_y=0&title_utf8=1236
66&Uid=XXXXXXXX

S SHE fant

Parameter name Parameter value Description

uid ff2e45cd( B id > 38/ cgi-bin/getuid 7 EISENY id
Like this format) User id for the session. The id passed through the /cgi-bin/getuid

interface.

enable Option 1 RRBABCH EFFIEHY UserOSD, 0 (X FREHEA % EFHEHY
0 UserOSD
1 1 Enable UserOSD, 0 Disable UserOSD

fontsize Option FRR<f -0 /N1 2 K
0,1,2

Font size. 0 Small, 1 Medium, 2 Large

title_pos_type Option FEREALE B > 0 J9lm 0 1 B
0,1

Title position type. 0 Direction, 1 Coordinate

title_pos_x Numbers TEE x #hfr & » title_pos_type=0 HFHU{E 0 & 2
title_pos_type=1 FFH\{E 0 % 100

Title x-axis position. Values 0 to 2 for title_pos_type =0 and 0 to

100 for title_pos_type =1

title_pos_y Numbers fERE y dl{7 & > title_pos_type=0 HEFH({H 0 & 2 -
title_pos_type=1 IFHYH 0 & 100

Title x-axis position. Values 0 to 2 for title_pos_type =0and 0 to

100 for title_pos_type =1

title_utf8 EERNE

203 HTTP URL HUARER > 2R title_utf8 HYMEATE RIS A
PR MR EHAMFTAIFREERE utfs ST
EE o

Bian:

ipcamera

title_utf8=ipcamera

iS5
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title_utf8=%E4%BD%A0%E5%A5%BD
{RUF ipcamera
title_utf8=%E4%BD%A0%E5%A5%BDipcamera

Title content

The title_utf8 parameter specification: according to the HTTP
URL specification, if the value of title_utf8 is both alphanumeric
and the number does not need to be converted, if it contains

other characters, it needs to be converted to a utf8 encoded

string.

(iS58

ipcamera

For example:

title_utf8=ipcamera

title_utf8=%E4%BD%A0%E5%A5%BD

{R4F ipcamera
title_utf8=%E4%BD%A0%E5%A5%BDipcamera

ISR

Response message

ARRRES & et
Status Content Description
code
200 The request was successful. The value of the
parameter is:
enable : Enable or disable OSD
color : Color
fontsize : Font size
title_pos_type : Title position type
title_pos_x : Title x-axis position
title_pos_y : Title y-axis position
title_utf8 : Title content
400 <?xml version="1.0" encoding="UTF-8"?> Parameter enable error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/userosd</value> repeat the explanation)
<reason>enable: 0 or 1</reason>
</fault>

79



On

IPCHTTP CGI TE’%E}E{%% ) )
oirlive

4.fEFH XMLHttpRequest 8 WEB {G]iRESHY CGI 8,
4. Using XMLHttpRequest to call CGl program of web server

LIRS 1PC 35ffgry uid FesCifT TRy —EFaRE -
JS SRRV EBIAES -

1. function timestamp(url){

2 // var getTimestamp=Math.random();

3 var getTimestamp=new Date().getTime();

4 if(url.index0f("?")>-1){

5. url=url+"xtamp="+getTimestamp

6 }else{

7 url=url+"?timestamp="+getTimestamp

8 }

9. return url;

10. }

11.

12. function inner__ getuid()

13. {

14. var xmlHttpRequest = null;

15. try{

16.

17. if (window.XMLHttpRequest) {

18. xmlHttpRequest = new XMLHttpRequest();

19. }

20. else if (window.ActiveXObject) {

21. xmlHttpRequest = new ActiveXObject("Microsoft.XMLHTTP");

22. }

23. var szPort = window.location.port;

24. var szProtocol = window.location.protocol;

25. var szHostname = window.location.hostname;

26.

27. / /55 vID BYH

28. var g _des_userid_test = des("WebLogin", hexToString(g_des_userid), @
; 9);

29. var g_des_passwd_test = des("WebLogin", hexToString(g_des_passwd), ©
; 9);

30.

31. [/ EfRE AR L s SISO MY FIT -

32. var re=/[*\u4e@0-\u9fa5a-zA-70-9]/g;

33. g_des_userid_test = g _des_userid_test.replace(re,"");

34. g_des_passwd_test = g_des_passwd_test.replace(re,"");

35.
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36.

37.
38.
39.
40.
41.
42.
43.
44,
45.
46.

47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.

IPC HTTP CGI $5235HH=

var szUrl = szProtocol+ "//" + szHostname + + szPort + "/cgi-bin

/getuid?username="+g des_userid_test+"&password="+g des_passwd_test;

//EEINE TR, HEA TE WS
xmlHttpRequest.open("GET", timestamp(szUrl), false);
xmlHttpRequest.send(null);
if(xmlHttpRequest.readyState==4)
{
if(xmlHttpRequest.status==200) {
var xml = xmlLoadText(xmlHttpRequest.responseText);
/ /E(EFEEEL xml A E T E R RS
var uid = xml.getElementsByTagName("uid")[@].childNodes[@].n
odeValue;
}
else
{
uid = 0;
}
}
}
catch(e)
{
uid = 0;
}
return uid;
}
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